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About this Book
This Par cipant Handbook is designed to enable training for the speciﬁc Qualiﬁca on Pack
(QP). Each Na onal Occupa onal (NOS) is covered across Unit/s.
Key Learning Objec ves for the speciﬁc NOS mark the beginning of the Unit/s for that
NOS.
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·
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·
·
·
·
·
·
·
·
·
·
·
·
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Key Learning Outcomes
At the end of this module, you will be able to:
1. Describe support services and role of a service engineer
2. Explain the basics of computers, opera ng system and other related so ware
3. Describe basics of networking, Internet and Web browser
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UNIT 1.1: Introduc on to Service Engineer
[[

Unit Objec ves

[[[

At the end of this unit, you will be able to:
1. Iden fy support services
2. Describe IT hardware service engineer
3. List components of IT hardware system

1.1.1 Support Services
Support services are the services that addresses problems with a service or product sold to
a customer. This may involve maintenance of the product as well. These services can be
provided through an e-mail, a tool where users can log a call or error, or a live support
so ware on a website. Larger organiza ons frequently have internal technical support
available to their staﬀ for handling computer-related problems, network related problems
and so on. The following ﬁgure shows diﬀerent ways in which support services can be
provided:

Fig. 1.1.1: Diﬀerent ways in which support services can be provided
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Alterna vely, support services are provided either at site or remotely. The following
ﬁgure shows the two ways in which support services can be provided:

Onsite Services
•Providing services at the
doorstep

Oﬀsite Services
•Providing service remotely

Fig. 1.1.2: Providing support services at doorstep and remotely

Companies hire service engineers to provide the support services to customers facing
diﬃculty with the equipment and do not have appropriate knowledge to ﬁx it.

1.1.2 Service Engineer
Service Engineer is responsible for a ending to problems to resolve or perform
maintenance func ons by visi ng client or remote loca ons. This person assess and then
install or ﬁx the equipment or machinery. A service engineer provides support and service
in diﬀerent ﬁelds such as, IT, Biomedical and so on.
An IT Hardware service engineer provides hardware and related so ware service and
maintenance which may include installa on or repair of hardware equipment or related
so ware by checking, troubleshoo ng and subs tu ng faulty modules. This person carries
out repairs and installa ons at customer sites. They are needed when customer requires
their exper se and services. They may perform scheduled maintenance to prevent
mechanical malfunc on; they may also be called in to make repairs when equipment fails
unexpectedly. This person works as a devoted engineer at customer premises or remotely.
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The following image shows an IT hardware service engineer:

Fig 1.1.3: An IT hardware service engineer

This person:

·
·

Monitors and manages the IT hardware systems such as end-user compu ng, server
and storage administra on, network opera ons for maintaining minimal down me
Has knowledge of working on various IT products and analy cal
Works at customer’s facility and guarantees a down me of less than 1% in IT Hardware
systems and related so ware by checking, troubleshoo ng and subs tu ng faulty
modules.

·

Monitors customer’s cri cal hardware systems remotely.

·

1.1.3 IT Hardware System
An IT hardware system mainly consists of:
4. Computer and peripheral devices
5. Related so ware
6. Network and network devices
The following ﬁgure shows various ways in which IT hardware system can be managed,
monitored and maintained:

Fig. 1.1.4: Various ways of managing and monitoring hardware system
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UNIT 1.2: Basics of Computer
[

Unit Objec ves
At the end of this unit, you will be able to:
1. Deﬁne computer and types of computer
2. Iden fy the basic hardware and related so ware required in a computer
3. Describe the importance of computer maintenance

1.2.1 Computer and Types of Computer
A computer is an electronic device which transforms data into meaningful informa on.
The following ﬁgure shows a computer:

Fig. 1.2.1: Computer

Its basic func onality irrespec ve of its size or make is shown in the following ﬁgure:

Accepts
data

Stores data

Processes
data as
required

Retrieves
the stored
data as and
when
required

Prints the
result in the
required
format

Fig. 1.2.2: Func on of a computer

The main features of a computer are accuracy, high speed, versa lity, diligence, and
storage. There are four func onal units in a computer which are:
·
·

Input unit: This unit accepts data or instruc ons from the user for processing by using
input peripheral device.
Storage unit: This unit stores data and instruc ons before and a er processing. It is
mainly divided into two parts, primary storage and secondary storage.
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·

Central processing unit: This unit processes data, taking them from storage unit based
on the speciﬁed instruc ons and the data type provided. It is then sent back to the
storage unit. CPU includes arithme c logic unit (ALU) which helps in performing
calcula ons using arithme c operators like addi on (+), subtrac on (-) and so on. It
also uses comparison operators like > (greater than), < (less than) and = (equal to).
Control unit controls all these opera ons, enables retrieving data from storage and
helps store informa on back to a storage device.

·

Output unit: This unit is used for displaying the result to the user in the required format
by using output peripheral device.

The following ﬁgure represents a block diagram of the func onal units of a computer:

Fig. 1.2.3: Func onal units of computer

Peripheral Device
Peripheral devices are input/output devices that are used for entering instruc ons and
informa on into a computer to store or process and to deliver the data to user.
Any device providing input to a computer is known as input device. There are many input
devices such as a keyboard and mouse. An output device is used to present the informa on
received from CPU in required format to the user. The processed data, that is stored in the
memory, is transferred to the output unit. The output unit then converts the data into a
user-friendly format. The output is typically presented either on a display device such as a
monitor, or on paper (hard copy) with the help of a printer.

Peripheral devices may also be referred to as auxiliary devices.
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The peripheral devices are categorized as shown in the following ﬁgure:
Mouse

Keyboard
Input Devices
Webcam

Scanner
Peripheral Devices
Printer

Monitor
Output Devices
Speaker

Projector
Fig. 1.2.4: Peripheral devices

Storage Unit or Memory
Storage unit or memory, o en called computer data storage, stores the data inside the
computer. Data is manipulated by the CPU that performs a ll calcula ons and storage unit
holds that data. Two types of storage are:
·

Primary storage, also referred to as internal or main memory, includes random access
memory(RAM), cache and read only memory (ROM) which are directly accessible to
the CPU for reading instruc ons. The following list describes diﬀerent types of main
memory:
o RAM stores frequently used data and instruc ons to speed up the opera on of the
CPU. It is a temporary memory in which data is lost if the source of power is
switched-oﬀ.
o

Cache is a high speed memory area reserved for main memory or storage devices
to further speed up the CPU opera ons.

o

ROM is a non-vola le memory which stores ﬁrmware (so ware related to
hardware) or applica on so ware. It stores all the basic program s required to start
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the computer (boot the computer). This type of memory cannot be easily
overwri en or modiﬁed.
[

·

Secondary storage is also referred to as auxiliary/external memory. It includes hard
disk, op cal disks, ﬂash drive and so on which cannot be accessed by the CPU.
Computer uses input output devices to access this type of storage.

Types of Computers
Computers can be classiﬁed according to their size, speed and compu ng power. The
following table lists the diﬀerent types of computers:
Type

Descrip on

Microcomputer

It is a single user
computer system with a
single
chip
and
moderately
powerful
microprocessor.
The
diﬀerent
type
of
microcomputers are:
·
·
·
·

Image

Desktop
Computer
Laptop
Computer
Notebook
Tablet

Work Sta on

It is like a single user PC,
having a microprocessor
that is more powerful.

Mini Computer

It is a computer system
that can support
mul ple users
simultaneously and has
more powerful
processors than a
microcomputer. They
are also called mid-range
computers.
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Main Frame

It supports mul ple users
and it is like a minicomputer
but
the
so ware technology is
diﬀerent from that of a
minicomputer. They are
used to handle and
process large amount of
data such as in banks and
government oﬃces.

Super Computer

It is the fastest and the
most
expensive
computer system, used
for complex scien ﬁc
computa ons
and
numerical calcula ons
such
as
weather
forecas ng,
nuclear
simula ons and in the
ﬁeld of astrophysics.

Fig. 1.2.5: ypes of computers

Based on their usage, the computers are further classiﬁed as:
·

Laptop

·

Desktop

Laptop Computer
It is a ba ery or AC powered wireless and portable computer, usually smaller than
briefcase in size. It contains "clamshell" form factor and a thin LED/LCD screen on the upper
side and alphanumeric keyboard a ached on the lower part of the "clamshell".

Using a docking sta on, a laptop can be eﬀec vely converted into a PC. A docking
sta on is hardware frame supplying connec ons for peripheral devices like monitor
or printer.
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The following ﬁgure shows a laptop and internal view of the laptop:

Fig. 1.2.6 Exterior and interior of a laptop computer

Desktop Computer
It is a PC designed to be used at a single place preferably on a desk or table because of its
power and size requirements. Unlike a laptop, they are not portable or wireless. A desktop
PC has a base unit along with a computer’s modules. The latest models in the market have
a base unit a ached to the monitor for saving space. Desktops usually cost less than laptops
but have greater life span. The following ﬁgure shows a desktop computer with internal
view of the base unit:

Fig. 1.2.7: Exterior and interior of a desktop computer

1.2.2 Computer Hardware
Computer hardware includes the parts of computer that can be easily seen and touched.
The computer’s internal hardware parts are called components, whereas peripherals are
the external hardware devices such as the keyboard, mouse, audio speakers and printers.
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Hardware includes not only the computer and related devices but also the cables,
connectors and power supply units. It is directed by the so ware to execute the
commands or instruc ons.

The following ﬁgure shows a snapshot of basic computer hardware:

Fig. 1.2.8: Basic computer hardware
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Computer hardware is broadly classiﬁed into various parts as shown in the following ﬁgure:

Computer Case

Motherboard

Port
Processor
(CPU)

Components

RAM Chip

ROM Chip

Power Supply
Hardware
Input Devices
Peripheral Devices
Output Devices

Fixed Media
Storage
Devices
Removable
Media

Hard Disk
Drive
Universal Serial
Bus (USB) Drive
Op cal Disk

Fig. 1.2.9: Classiﬁca on of computer hardware

Computer Case
A computer case is a steel, aluminium or plas c enclosure which contains most of the
components of a computer. It is also known as tower, system unit or base unit. It available
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in diﬀerent sizes and shapes. To a ach the components, a case has screws, slots and
a achment points.

Motherboard
A motherboard is the primary printed circuit board (PCB) in a computer which grips the
microprocessor, provide s sockets and slots to hold the other parts of the computer and
a ach the electronic components to the power supply. It is also called as a system board
or main board, which allows the components to interface with each other, making it a
complete working unit. It also has a provision for ini al set up of computer a er power is
turned on, which is called BIOS or boot ﬁrmware. The motherboard also provides slots and
provision to insert expansion cards. Some mes, a secondary daughter board is connected
to the motherboard to provide further expandability or to sa sfy space constraints.
The following ﬁgure shows a labelled motherboard:

Fig. 1.2.11: Motherboard

The motherboard also contains a small ba ery and the chips for storage in the system for
some me and few other computer se ngs. There are diﬀerent categories of CPU chips
present in motherboards as shown in the following table:
CPU chip

Input

Processing Unit

Output

8088 CPU

inputs 8 bits of data

Processes 8 bits of
data

Outputs 8 bits of
data

80286 CPU

inputs 16 bits of data

Processes 16 bits of
data

Outputs 16 bits of
data

80386SX CPU

inputs 16 bits of data

Processes 32 bits of
data

Outputs 16 bits of
data at a me
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80386DX CPU

inputs 32 bits of data

Processes 32 bits of
data

Outputs 32 bits of
data

80486SX CPU

inputs 32 bits of data

Processes 32 bits of
data

Outputs 32 bits of
data

80486DX CPU

inputs 32 bits of data

Processes 32 bits of
data

Outputs 32 bits of
data

'586 CPU

inputs 32 bits of data

Processes 32 bits of
data

Outputs 32 bits of
data

Pen um/P6/K5
CPU

inputs 64 bits of data

Processes 64 bits of
data

Outputs 64 bits of
data

Pen um Pro CPU

inputs 64 bits of data

Processes 64 bits of
data

Outputs 64 bits of
data

Fig. 1.2.12: CPU chips

Slots
Slots oﬀer an opening or a socket on the motherboard used for inser on of a circuit
board/expansion card that oﬀers more features like advanced graphics, sound, video or
memory. An expansion card has edge connector that ﬁts accurately into expansion slot
and row of contacts row. The row of contacts is intended to create an electrical
connec on among motherboard and integrated circuits of the cards. There are seven
slots for expansion based upon physical arrangement of the motherboard’s case. Some of
the slots are:
4. CPU Slot: The CPU slot (referred as CPU socket) allows the CPU chips to be inserted
on the motherboard.
5. RAM Slot: RAM slots on the motherboard provide slots for inser ng RAM chips. These
can be easily removed and replaced.
6. Peripheral Component Interconnect (PCI) Slot: It is u lized for expansion devices
such as modems, radio tuners, television tuners, and sound/video cards.
7. PCI Express Slot: Similar to PCI slot, it is used to insert expansion cards. It allows
higher speeds for transferring, and hence are most sought for graphic cards. The
accelerated graphics port(AGP) has been replaced by PCI express as a primary slot.

Expansion Card
The circuit boards which are inserted in the slots are called expansion cards. These
expansion cards enable a computer to communicate with a variety of input/output
devices by connec ng to it.
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The following ﬁgure lists few of the expansion cards:

Graphic Card

Sound Card

Network Interface Card

Fig. 1.2.13: Types of expansion cards

Port
Port serves as an interface between the computer and peripheral devices and other
computers. Ports depend on kinds of equipment that are to be connected. The following
image displays various ports in a system unit:

Fig. 1.2.14: Types of ports

16

Service Engineer

There are various ports present in the computer, namely:
·

Serial Port: A 9 pin connector is used with this port. It is no longer in use. It was earlier
used for modems, mouse, printers, and various digital devices.

·

PS/2 Port: This port was used to connect keyboards and mouse to computers. These
were round ports for six pin connectors. They have now been replaced with USB ports.

·

Parallel Port: These ports are very similar to serial ports and were used to connect
printers and joys cks. They are no longer in use and have also been replaced by USB
ports. A common parallel port is used for 25 pins connector.

·

Video Graphics Array (VGA) Port: Projectors and monitors are connected via VGA port
having a 15 pin connector in three rows.
USB Port: The USB port is now the most common port in a computer used to connect
mouse, keyboard, printer, and an external storage device like a DVD-RW drive and ﬂash
drive to a computer.
TRS: Tip, ring and sleeve (TRS) ports are also called ports for audio/mini-jacks. They are
commonly used to connect audio devices such as headphones and microphones to
computers.

·

·

·

Ethernet: It is a port, a li le broader than the one used for network connec ons. For
network connec ons, CAT5 and fast transmission network cable is used. The port is
standard for wired network computers. A narrow port meant for a phone jack is also
available in some computers. They are used to connect modems over telephone lines.

RAM Chip
Random access memory (RAM) is the short term memory in a computer used to store
documents while they are being processed. It is available as a RAM chip. This RAM chip is
an integrated circuit (IC) soldered on the motherboard. The two types of RAM are, sta c
RAM (SRAM) and dynamic RAM (DRAM). SRAM is more expensive to produce, is faster and
requires less dynamic power than DRAM. SRAM is o en used as cache memory for the CPU.

ROM Chip
Read-only memory (ROM) is a type of non-vola le memory used in computers and other
electronic devices. It is available as a ROM chip. This ROM chip is an IC soldered on the
motherboard. There are ﬁve basic types of ROM, namely:
·
·
·
·
·

ROM - Read Only Memory
PROM - Programmable Read Only Memory
EPROM - Erasable Programmable Read Only Memory
EEPROM - Electrically Erasable Programmable Read Only Memory
Flash EEPROM memory
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Power Supply Unit (PSU)
PSU converts the AC power to low voltage DC (Direct Current) power, vital for the internal
components of the PC. The following ﬁgure shows a PSU:

Fig. 1.2.16: Power supply unit

Mouse
A mouse is hand-operated device and is also known as a pointer. It enables the user to
control objects on the computer screen. A mouse is either wireless or wired, and uses either
a ball or laser to move. The movement on mouse sends instruc ons are to system allowing
the cursor to move on screen. It enables the cursor to interact with so ware elements, ﬁles
and folders. Diﬀerent forms of a mouse are:

Wireless Mouse

Ball Mouse

Wired Mouse

Op cal Mouse

Fig. 1.2.17: Types of mouse

A mouse is an important computer hardware that is external to system housing.
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Keyboard
A primary input device, keyboard resembles a typewriter but with a few extra keys. The
following ﬁgure shows an alphanumeric keyboard:

Fig. 1.2.18: Alphanumeric keyboard

Keyboards enable typing text by le ng a person to input numbers, le er and symbols.
The keys in keyboards can be categorised as shown in the following ﬁgure:
Standard le ers

Alphnumeric keys
Numbers

Keyboard

Fn key

Modiﬁer keys
Shi key
Arrow key
Home key
Tab key

Naviga on
key/Cursor key

Insert key
Delete key
Lock key

Fig. 1.2.19: Hierarchical structure of keyboard keys

The standard keys usually found on computer keyboards can be categorised as follows:
·
·
·

Alphanumeric keys: The standard le ers and numbers
Punctua on keys: The comma, period, semicolon, and similar keys
Modiﬁer keys: Are special keys that modify the normal ac on of another key, when
the two are pressed in combina on and are categorised into
o
o

Func on key (Fn key)
Shi key
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·

Naviga on/cursor keys: Comprises of a range of keys that enables the cursor to move
to diﬀerent posi ons on screen:
o

Arrow keys enable the cursor to move in a speciﬁc direc on. Page scroll keys i.e.
Page Up/Down keys allow the page to be scrolled up and down.

o

Home key places the cursor to the point where a line begins and End key places the
cursor at a point where line ends.
Tab key lets the cursor jump to the next tab stop.

o
o

Insert key allows switching between overtype and insert mode. Overtype mode
enables a user to over write text on/a er the current loca on of cursor. T he insert
mode, places a character at the exis ng posi on forces the characters past one
posi on further.

o

Delete key removes the characters ahead of posi on of the cursor is posi oned and
moves the following characters to the space available a er dele on. Similarly,
Backspace key deletes characters that are preceding to the cursors posi on. As per
the se ngs done, Lock keys lock a part of the keyboard.

o

Lock keys are distributed on a keyboard. There are three LEDs above the numeric
pad, that indicate the enabled locks. Scroll lock, Num Lock and Caps Lock keys are
examples of lock keys.

Webcam
Webcam is a video camera which streams real me image through a computer to
a network. The video data/stream may be saved, viewed and sent via the Internet.
Webcams are used for video conferences, video chats, video broadcas ng, and security
surveillances and so on.

Fig. 1.2.20: Webcam

Scanner
A scanner reads documents (text and photographs) and stores it in the computer to which
it is connected. The physical document is converted to digital format a er it gets scanned.
The digital document can be viewed and modiﬁed on a computer. So ware need to be
installed on the computer for scanners to work. Basic scanning so ware allows the user to
import data from a scanner.
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Scanners with ﬂat scanning surface are suitable for books, pages, photographs and so on.
The following image shows a scanner:

Fig. 1.2.21: Scanner

Printer
Printer is a peripheral device which makes a persistent human-readable representa on of
graphics or text on paper or similar physical media. They are a great resource but they
should be used in a controlled way. Their overuse puts unnecessary wear on them, and also
uses up expensive ink and paper. There are four types of printers:
·

·

·

·

Personal printers: It is a printer connected to a single system and designed to cater
individual users. They are meant for basic printable materials that requires a minimal
setup.
Networked or shared printers: It is a printer designed for high speed prin ng as well as
catering a higher volume of print outs. Many systems can be connected to it. The print
speed ranges 45-100 ppm. 120ppm can be achieved by Xerox 9700.
Virtual printer: A printer that allows crea on of ﬁles that presents an image of data
which require to be printed. It is actually a so ware whose API and user interface is
similar to a printer driver interface but it is not connected to a computer printer.
3D printer: It helps to create a three-dimensional object from electronic data or a 3D
model using addi ve processes where diﬀerent layers of a material are placed atop
each other under computer control. It is known as printer by analogy with an inkjet
printer that deposits a layer of ink on paper to produce a 2D document.

Monitor
The monitor is an output device, also called a visual display unit (VDU) that shows the
graphical and textual informa on of the computer. There are diﬀerent types of monitors
such as, cathode ray tube (CRT), the liquid crystal display (LCD) and the touch screen
display.
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The following images show a CRT monitor and an LCD monitor:

Fig. 1.2.22: Monitor

Speaker
Speakers receive audio signals as input from the sound card of the computer and produce
them in the form of sound waves as audio output.: The following ﬁgure shows speakers

Fig. 1.2.23: Speakers

Storage Devices
Storage devices, also called storage media, are hardware devices which are used to store
data or informa on. It can store informa on temporarily or permanently. These devices
can be added to computers externally or internally. Storage devices are of two types:
·

Magne c storage includes hard disk drive, magne c tapes, ﬂoppy drive and so on.

·

Op cal storage includes CD-R, CD-RW, Blue ray disk and so on. It uses laser ray or light to
access data in it.

Hard Drives
A hard disk is a hardware device that stores data on a computer permanently. A hard drive
is collec on of one or more disks or pla ers shielded with magne c material to which data
is wri en with the help of a magne c head. Some of the hard disks are connected to
the motherboard using special cables, and they are powered by a power supply unit.
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The following images shows hard disk drives:

Fig. 1.2.24: Hard disk drives

Removable Storage Devices
Computer also has disk drives that are removable. These are listed in the following ﬁgure:
[[

External hard
disk

Floppy disk drive

Removable
Storage Drives
CD/DVD

USB

Fig. 1.2.25: Types of removable storage drives

External Hard Disk
External hard drive is portable device which can be connected to a computer through a USB
connec on or a wireless network (Wi-Fi). These hard drives have high storage capaci es.
These storage devices are used to back up the computer data or to serve as a network drive.
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Floppy Disk Drive
Floppy disk drive was a common storage device and can be s ll found in many old desktop
computers. Floppy disks can be read and wri en with the help of a ﬂoppy disk drive.
A ﬂoppy disk is thin and ﬂexible magne c storage, sealed in a plas c enclosure of
rectangular shape. Floppy disks are available in diﬀerent sizes:
· 8-inch (200 mm)
· 5¼-inch (133 mm)
· 3½-inch (90 mm)

Compact Disk/ Digital Video Disc (CD/DVD)
CD/DVDs are types of op cal drives which use electromagne c waves or laser light to read
and write data. Diﬀerent types of CD/DVD are:
· R CD/DVD where R stands for recordable. CD/DVD can be wri en once and read many
mes.
· RW CD/DVD where RW stands for read/write.
· ROM CD/DVD where ROM stands for read only memory. ROM CD/DVD allows rea ding
of data which is already present on the CD.

USB
USB stands for universal serial bus. It is a small external, removable and rewritable drive
that can be used in any computer which has a USB port. USB ﬂash drive which is used for
storing data, consists of an integrated USB interface and a ﬂash memory.
[

1.2.3 So ware
So ware is a set of instruc ons or programs instruc ng a computer to perform speciﬁc
tasks.
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The following ﬁgure shows classiﬁca on of so ware based on it use:
So ware

System So ware

Applica on
So ware

Opera ng System

Genaralized
Packages

U li es

Customized
Packages

Fig. 1.2.26: Classiﬁca on of so ware

System so ware are sets of programs, which help in running the computer, controlling the
various opera ons of computer systems and managing computer resources such as
peripheral devices and other applica ons. The system so ware is classiﬁed as follows:
· Opera ng System: A so ware that provides a user interface allowing communica on
with the computer. It helps in management of hardware devices, maintenance of disk
ﬁle system and support applica on programs. Windows , UNIX and Linux are the most
common opera ng systems.
· U li es: These are the system so ware which help in analysing, conﬁguring, op mizing
or maintaining computer and computer resources such as an -virus so ware, zip/unzip
so ware, disk defragmenter and ﬁle manager.
Applica on so ware is a set of programs to perform speciﬁc tasks , for example, hospital
management system, which is an applica on so ware to handle all the processes in a
hospital. The applica on so ware is classiﬁed as follows:
·
·

Generalized packages: Are user friendly so ware such as Word processing so ware for
preparing documents (MS-Word), spreadsheets for data analysis (MS -Excel)
Customized packages: Are applica on so ware that are developed or customized as
per a specific requirement such as inventory control or a payroll system

1.2.4 Computer Maintenance
Computer maintenance helps to prevent computer and other hardware devices from
ge ng damaged because of dust or harmful virus programs.
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The following ﬁgure shows the list of things which fall under computer maintenance:

Upda ng So ware

Virus and Malware
Preven on and Removal

Automa c Updates

Computer Hardware
Maintenance

Dust Control

Automa c Alerts for
Updates
Use An -Virus
So ware

Heat Control

Manual Upda ng

Surge Protec on

Oﬄine Upda ng

Fig. 1.2.27: Computer maintenance

Nowadays, laptops are more in demand because of their portability but they are more
prone to hardware problems because of its portability. Laptop users need to follow the
instruc ons for the correct way of picking the laptop as laptops need to be handled more
carefully than the desktop. For example, AC adaptor port, found at the back of a laptop can
get damaged as it is easy for the user to uninten onally place pressure on it while forcing
it against the table top. The screws in the laptop need to be ghtened from me to me.
For an IT system to run eﬃciently, it is not only the computer maintenance that needs
a en on but also the peripheral maintenance.
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Ac vity
Choose the correct answer for the following ques ons.
1. Which of the following port is used for connec ng headphones to the computer?
a. Parallel ports

b.

TRS ports

c.

USB ports

2. Which of the following memory is non-vola le in nature?
a. RAM

b. ROM

c. Cache

[[[[

3. Which of the following keys is a modiﬁer key?
a. Tab

b. Shi

c. Arrow
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Ac vity
Match the followings.
1.

Control Unit

a.

2.

Key board

b. Applica on so ware

3.

MS Word

c.

4.

Floppy disk

d. CPU

5.

Windows

e.
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Unit 1.3: Opera ng System and Other So ware
Unit Objec ves
At the end of this unit, you will be able to:
1. Deﬁne opera ng system
2. List the func ons of opera ng system
3. Describe the so ware in rela on to IT hardware maintenance

1.3.1 Opera ng System (OS)
An OS is a system so ware that serves as an interface between applica ons and the
hardware. It manages hardware and so ware resources to facilitates the users w ith
services, except the ﬁrmware such as ROM BIOS. Apart from giving a user interface to the
user, it performs tasks like memory management, process management, ﬁle management,
and controlling input/output devices. The following ﬁgure shows a block diagram of a
computer with respect to the opera ng system:

Fig. 1.3.1: Block diagram of a computer with respect to the opera ng system
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The opera ng system architecture or framework is broadly classiﬁed into kernel mode and
user mode as shown in the following ﬁgure:

Fig. 1.3.2: Opera ng system architecture or framework

Kernel that is the core of the OS, is the ﬁrst program which is loaded in the system at when
it is turned on. It then supports the start-up process and handles the hardware. In kernel
mode, CPU instruc ons are executed and memory is referenced for storing data. A crash of
kernel stops the func oning of the computer system.
In contrast, the CPU instruc on, codes or programs r unning in the user mode has no direct
access to hardware or memory. They request the system APIs (applica on programing
interface) to access hardware or memory. Because of a layer of system API, user mode is
recoverable in case a crash happens. Most of the code running on your computer will
execute in user mode.

API: A set of func ons or procedures which serves as building blocks to develop
so ware applica ons. For example, a YouTube API enables a programmer to use
YouTube applica on as part of a customized applica on or website being
developed.
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Func ons of an Opera ng System
The following ﬁgure shows some vital func ons of an OS:
User interface
Resource
Management

Memory
Management

Processor
Management

Device Management

File Management
Security
System
Performance
Management
Coordina on
Communica on
Error Detec on

•Provides a user interface like graphical user interface (GUI)
and command line (text based)
•Handles system resources such as computer's memory and
sharing of the central processing unit (CPU) me by various
applica ons or peripheral devices
•Keeps track of primary memory usage such as, in use by
whom, what parts are not in use.
•Does priority-wise memory alloca on for a process request in
case of mul ple programs being executed.
•De-allocates the memory when a process no longer needs it
or has been terminated.
•Keeps track of processor and status of process with the help
of a program known as traﬃc controller.
•Allocates the processor (CPU) to a process.
•De-allocates processor when a process is no longer required.
•Keeps track of all devices with the help of a program known as
the I/O controller.
•Decides which process gets the device when and for how
much me.
•Allocates the device in an eﬃcient way.
•De-allocates devices.
•Keeps track of informa on, loca on, uses, status and
maintains the ﬁle system.
•Enables use of passwords to prevent unauthorized access to
data or the system
•Manages system performance such as recording delays
between a request for a service and response from the system
•Assigns so ware such as, compilers, interpreters, assemblers
and other so ware to the computer systems, other so ware
and users
•Enables network communica on by establishing connec on
between network devices and computer or any other program
•Provides debugging and error detec ng aids and gives
appropriate error messages

Fig. 1.3.3: Func ons of opera ng system

Components of OS
There are various components or elements within the layers of an opera ng system
architecture to enable a computer to func on. To access any hardware, all the so ware,
be it user so ware or system so ware , needs an opera ng system as an interface.
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The following ﬁgure shows the elements of an opera ng system:

Fig. 1.3.4: Elements of an opera ng system

·

·

·

·

·

Boot Loader
A boot loader is a type of program that loads and starts an opera ng system when a
computer is turned on.
Kernel
Kernel provides basic control over all the computer hardware components with the
help of device driver and ﬁrmware. It manages access to memory for processes residing
in the RAM. Kernel also decides which hardware resources are to be accessed by which
processes.
Device Driver
A device driver is a program which helps to operate a par cular device a ached to a
computer. It provides a so ware interface to the hardwar e components. The device
driver enables the opera ng system and other programs to access the func ons of the
hardware devices without worrying about the precise details of the components.
Security
The security of a computer depends on various technologies working properly. An OS
provides access to the resources available to so ware which are running on the system,
and also to the external devices such as networks through the kernel. The OS contains
various built-in tools, such as an virus u li es and ﬁrewall set up, for protec ng the
system against security threats.
Networking
Most OS support a number of networking protocols, hardware, so ware and other
applica ons for facilita ng communica on over the network. Computers having
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·

dissimilar OS can par cipate in a network for sharing various resources such as ﬁles,
printers and scanners via a wired or wireless connec on.
User Interface
It provides a medium for the users to interact with the system components.

·

User Applica ons
User applica ons are computer programs which are designed to perform a number of
coordinated func ons, ac vi es and tasks
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Types of Opera ng Systems
The following ﬁgure lists the types of opera ng systems along with their examples:
It allows mul ple users to access resources of same
machine from diﬀerent computers simultaneously or
at diﬀerent mes.
Mul -user
Examples: Linux, Unix and Windows 2000

It is capable of suppor ng and u lizing more than
one processor.
Mul processing
Examples: Linux, Unix and Windows XP

It is capable of running mul ple so ware processes
at the same me.
Opera ng System

Mul tasking
Examples: Linux, Unix and Windows 8

It allows diﬀerent parts of a program to be run
simultaneously.
Mul threading
Examples: Linux, Unix and Windows XP

It guarantees to process data or events as they come
in without buﬀering delay.
Real- me
Examples: MicroC/OS-III, RTLinux and Simba

Fig. 1.3.5: Types of opera ng systems

34

Service Engineer

Many opera ng systems may fall in more than one category of opera ng system.

Some other types of OS are as shown in the following ﬁgure:

Distributed

Library

Templated

Simple Batch
System

Fig. 1.3.6: Other opera ng systems

1.3.2 Commonly-used OS
The three most commonly used opera ng systems for personal computers are Microso
Windows, Mac OS, and Linux.

Microso Windows
Windows is an OS which is owned by Microso . It is diﬀerent from any open source
so ware in the sense that only Microso can make changes to the code. It can be installed
on diﬀerent kinds of computers, manufactured by various compe tors, giving a wide range
of choice for hardware to the user.
The latest version Windows 10 includes touchscreen support. This combines the usability
of a touchscreen tablet and the power of a desktop computer. It also includes the "Play To"
and "Remote Media Streaming," features that allow a user to play media from his/her
computer on another device. These features also allow the user to access media when
he/she is away from his/her computer.

Architecture
A processor running Windows OS has two modes:
·
·

user mode
kernel mode

Depending on the type of code running, the processor switches between the user and
kernel modes. The applica on programs run in user mode, and core OS components run in
kernel mode. Most of the drivers run in kernel mode.
The Windows hardware abstrac on layer is an interface between the physical hardware
and the rest of the OS. It hides diﬀerences in hardware components and provides a
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consistent pla orm for the kernel to run. This layer includes hardware-speciﬁc code which
controls mul ple processors, I/O interfaces and interrupt controllers.
The following ﬁgure shows the architecture of Windows OS:

Fig. 1.3.7: Architecture of Windows OS

Directory Structure
The root directory in Windows OS is represented as "drive:\". For example, the root
directory is generally "C:\". The directory separator is a "\", but the OS also recognizes a "/"
internally. The following list shows the folders which appears in the root of a Windows OS.

Root
drive:\
·PerfLogs
(Hidden)

·Program
Files

·Program
Files (x86)

·ProgramDa
ta

Fig. 1.3.8: Windows directory structure
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U li es
U li es of Microso Windows depends on the version a user is using. The following ﬁgure
lists some common u lity tools for Windows as per the latest version of the opera ng
system:
Windows Default U lity Applica ons

Windows 10

Windows 8.1

Windows 7

Language Packs

Bing Toolbar

Silverlight

Microso Oﬃce

Microso Camera
Codec Pack

Skype for Windows

Device Drivers

Device Drivers

Developer Tools

Language Packs
Microso Oﬃce

Windows Essen als

Windows Phone for
Desktop

Disk Cleanup

Microso Oﬃce

Disk Cleanup

Fig. 1.3.9: Common window u lity tools

Conﬁgura on/Installa on
Following ﬁgure shows the steps that should be performed in order to install windows
opera ng system on a computer:
Start the computer
Enter the BIOS's boot op ons menu.
Select the CD-ROM drive as the ﬁrst boot device of your
computer.
Save the changes of the se ngs and shut down the system.
Switch on the power of the PC and the insert the Windows
disc into your CD/DVD drive.
Fig. 1.3.10: Steps to install windows opera ng system

Mac OS
MacOS which was known as Mac OS X earlier, is Unix-based graphical OS developed by
Apple Inc. and is designed to be run on Apple's Macintosh computers. A er Microso
Windows, MacOS is the second most widely used desktop OS. In the earlier years, Mac OS
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had a negligible number of types of spyware and malware which have aﬀected the
Windows users. The share of usage of MacOS is smaller compared to Windows. Apple
regularly releases security updates for MacOS. The latest version of this is MacOS 10.12
Sierra.

Architecture
Func onally, the Mac OS X architecture has several layers. UNIX core is the opera ng
system’s base layer. The layers are as follows:
·
·
·

Graphics and Media Layer – Includes Coral Image, OpenGL, Core Audio, Core Video
and QuickTime.
Applica on Framework Layer – Includes Cocoa, Carbon and Java
Top Layer – Also known as Aqua, it oﬀers the user a working interface

The following ﬁgure shows the architecture of Mac OS:

Fig. 1.3.11: Architecture of Mac OS

Directory Structure
The Mac OS X ﬁle system also stores the ﬁles within folders known as directories. The
topmost folder is root directory. Folders located within the root are called subdirectories.
The root directory is referred to as /. Within the root, by default, there are several
addi onal folders that include Applica on that stores programs and Users that stores the
home folder informa on for each user account.
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The following ﬁgure lists some directories of Mac OS:
·/Applica o
n
·/Developer
·/Library
·/Network
·/System
·/Users
·/Volumes
·/ (root directory)
·/bin
·/etc
·/dev
·/usr
·/sbin
·/tmp
·/var
Fig. 1.3.12: Some directories of Mac OS

shows the list of some common u lity tool Mac opera ng system:
Mac OS Default U lity Applica ons
Mac OS Sierra
Default Folder

U li es
Following ﬁgure Text Expander
Bartender
Fig. 1.3.13: Some common u lity tools of Mac OS
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Conﬁgura on/Installa on
One can install MacOS over any earlier version, without removing the data. The following
ﬁgure lists the steps to reinstall the Mac OS:

Start up from MacOS
recovery

Open Disk U lity and
erase the disk before
reinstalling

Follow the onscreen
instruc ons.

Choose Reinstall
MacOS or OS X from
the u li es window

Fig. 1.3.14: Steps to install Mac opera ng system

Linux
Linux is a Unix-like OS that is assembled under free and open-source so ware development
and distribu on model. The deﬁning component of Linux is the Linux kernel.
The user interface (shell) may be a command-line interface (CLI) or a GUI. For any desktop
system, the default mode is usually GUI. Command-line interface can also be availed
through virtual console or through a terminal emulator Windows.

Architecture
Linux OS has three components:
·

·
·

Kernel is the core of Linux OS. It is responsible for the major ac vi es of OS. It interacts
with the underlying hardware components directly with the help of various modules in
it. It hides low level hardware details providing required abstrac on to system.
System libraries are special programs which are used by the system u li es and
applica on programs to access Kernel features .
System u lity programs are accountable for performing individual and specialized level
tasks.
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The following ﬁgure shows the architecture of Linux OS:

Fig. 1.3.15: Architecture of Linux OS

Directory Structure
The following ﬁgure lists the directories of Linux OS:

Fig. 1.3.16: Directories of Linux OS
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U li es
The following ﬁgure lists some of the common u lity tools of Linux opera ng system:
Linux U lity Applica ons
Linux
saidar
wnmon
ncdu
slurm
dstat
Fig. 1.3.17: Some common u lity tools of Linux opera ng system

Conﬁgura on/Installa on
Package managers are used to install, update or remove a so ware in Linux. Some package
managers are:
·
·
·

Synap c Package Manager
PackageKit
Yum Extender

Most of the major Linux distribu ons contain extensive repositories. But not all the
so ware that can run on Linux are available from those oﬃcial repositories. A user can:
·
·
·

download the pre-compiled packages from websites directly
install the packages from unoﬃcial repositories or
compile the source code by themselves.

1.3.4 Other So ware
System so ware includes OS so ware and u lity so ware. A service engineer should know
about the u lity so ware that are compa ble to the OS pla orm. The service engineer
must be able to search for the u lity so ware that are correct for the user and install them
in the system. He/she should know the use of so ware such as:
·
·
·
·

Commercial use so ware like AutoCAD,
Mail server so ware like MS Exchange,
Remote access so ware like TeamViewer
An virus so ware like AVG, Kaspersky and so on .
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The following ﬁgure lists the general steps of installing a so ware:

Download so ware
from Internet or
purchase a so ware
CD

Keep on doing the
steps, following the
instruc ons on the
installa on screen

Run the downloaded
.exe ﬁle or
Run the CD

Insert the ac va on
key of the so ware
when asked

Agree to the licence
agreement

Click on Finish a er
comple ng installa on

Fig. 1.3.18: General steps for installing a so ware

MS Exchange
Microso Exchange Server is used as a mail and calendaring server. It runs on Windows
Server OS. It is useful to op mize the organiza on of mail, contacts and calendars in an
environment with a large user base. Microso Exchange is used in universi es and large
companies. The following image shows a snapshot of MS Exchange server:

Fig. 1.3.19: A snapshot of MS Exchange server

An MS Exchange Server requires Client Access Licensing (CALs) which are not same as
Windows CALs. Exchange Server CALs are also included in corporate license agreements
like Core client access licences and Enterprise Agreement ( EA). The service engineer must
be aware of the requirements for installing the so ware.
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Auto CAD
AutoCAD is a so ware applica on which has a comprehensive set of computer -aided
design(CAD) and dra ing tools, used for commercial purposes. Its features equip a designer
with increased graphic abili es such as modifying any design with ease, performing
anima ons, making design calcula ons, visualizing ideas and making proper use of
aesthe c tools such as colours and fonts. The following image shows a snapshot of
AutoCAD:

Fig. 1.3.20: A snapshot of Auto CAD so ware

The service engineer should be aware of the compa bility of this kind of so ware to other
so ware and the latest versions of the so ware.

Remote Access So ware
Remote desktop so ware, also known as remote access so ware or remote control
so ware, allows a user to control one computer remotely from another.
Accessing a computer remotely requires a so ware to be installed on the computer which
is to be connected (known as host). Another computer or device (client) having right
creden als can connect to the host and control it.
·

TeamViewer: It is a computer so ware package for:
o desktop sharing
o remote control
o web conferencing
o online mee ngs
o ﬁle transfer between computers.

By using TeamViewer one can reboot a PC in Safe Mode remotely and then reconnect with
that automa cally.
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The following image shows a screen of TeamViewer:

Fig. 1.3.21: A screen of TeamViewer

·

Remote U li es: It is a so ware designed for Windows to provide remote access from
a computer to another one via a local area network or over the Internet. It u lizes a
Client-server model consis ng of a Host installed on the remote computer and a Viewer
installed on the local computer. The user requires the internet protocol (IP) address of
the remote computer and the access password to access it. The following image shows
a screen of Remote U li es:

Fig. 1.3.22: A screen of Remote U li es
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·

Windows Remote Desktop: It is a built in remote access so ware for Windows OS. This
program requires no addi onal download for being used. The following image shows a
screen of Windows Remote Desktop connec on:

Fig. 1.3.23: A screen of Windows Remote Desktop connec on

·

Chrome Remote Desktop: It is an extension for the Google Chrome. It allows the user
to setup a system to be accessed from any other Chrome browser. The following image
shows a screen of Chrome Remote Desktop connec on:

Fig. 1.3.24: A screen of Chrome Remote Desktop connec on
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Online Service So ware
The following ﬁgure shows some examples of online service so ware:

Oﬀers both cloud
mee ngs and
webinar facili es.
Known for video
conferencing, which is
referred as Zoom by
the users.
Combines online
mee ngs, video
conferencing and
mobile collabora on
on a single pla orm.

A web-based
applica on accessible
by the users using a
web browser.
Enables the users to
host mee ngs and
web based
conferences and
a end conferences
and mee ngs.

Oﬀers audio and
video call services.
Users can exchange
digital documents
such as images, text
and video.
Allows video
conference calls.

Lets the user share
their desktop screen
with remote users
over the web.

Fig. 1.3.25: Some online service so ware

An virus So ware
An virus is also known as an -malware so ware. It is a set of programs that are used to
prevent, detect and remove so ware virus, worms, adware, Trojans and so on.These
so ware need to be up-to-date as a system without an virus can be infected within a few
minutes of being connected to the Internet.
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·
·
·
·

Virus: replicates itself by copying its own source code. It also infects other computer
programs by altering them.
Worm: replicates itself for spreading to other computers through web. It does not
modify ﬁles but it resides in memory and con nues duplica ng itself.
Adware: displays or downloads the adver sing material (banners or pop-ups)
automa cally when the user is ac ve on Internet.
Trojan: It is disguised as legi mate so ware. It can be used by hackers who are trying
to gain access to the user’s systems.

The following ﬁgure lists some examples of an virus so ware:

Kaspersky Total Security

AVG An virus

Norton Security

Quick Heal Total Security

Fig. 1.3.26: Some examples of an virus so ware
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Ac vity
Match the following.
1.

Shell

a.

OS core

[[[

2.

BIOS

b. MacOS

3.

Unix

c.

4.

Kernel

d. Mul tasking OS

5.

Sierra

e. ROM
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Ac vity
Choose the correct answer for the following ques ons.
1. Which of the following program loads the OS when the system is turned on?
a. Boot Loader

b.

Device Driver

c. Applica on

2. Which of the following OS is a real- me OS?
a. RTLinux

b. Linux

c. Windows XP

3. Root directory is o en referred to as:
a. /

b. %

c. #

4. Which of the following so ware is used for remote access?
a. Skype

b. Teamviewer
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UNIT 1.4: Basics of Networking
Unit Objec ves
At the end of this unit, you will be able to:
1.
2.
3.
4.
5.
6.

Deﬁne network and its topologies
List the types of network
Describe the layout of networks and their advantages
Recognize network devices
Explain TCP/IP and IP addressing
Iden fy cables and connectors

1.4.1 Network
A computer network is a group of computers and other devices such as printers, scanners,
copiers and fax machines, connected together with the help of transmission media and
various communica on devices. All electronic devices such as a computer or a printer
a ached to a computer network for data transmission or communica on are called nodes.
The transmission path between two nodes is called a link. The set of rules followed for data
transmission over a network is called a protocol. These set of rules deﬁne how the data will
be transmi ed between the connected nodes.
A basic diagram of a network is shown in the following ﬁgure:

Fig. 1.4.1: Basic diagram of a network

51

Par cipant Handbook

Alterna vely, a computer network helps the end-user computers to share common
resources, as shown in the following ﬁgure:

Fig. 1.4.2: Computers accessing shared resources over network

In the preceding ﬁgure, the main server is connected to the end-user computers through a
switch. The switch is connected to the router, which is connected to the Internet via a
modem. The switch is also connected to a print server ac ng as a medium between the
end-user computer and the print server. The print server connects the two printers to the
computers in the network.

1.4.2 Advantages of a Computer Network
The following ﬁgure lists the various advantages of a computer network:
Sharing of
devices, such
as printer and
scanner

Accessing
server
centered
database

Advantages

Sharing of
ﬁles, data
or any
informa o
n

Sharing of
so ware
or
program

Sharing of
Internet
connec on

Fig. 1.4.3: Advantages of a computer network

52

Service Engineer

[

1.4.3 Network Architecture
Network architecture is a structural model that speciﬁes the type, layout and components
of a network along with data format, diﬀerent protocols and services provided. The
following ﬁgure shows the diﬀerent network architecture:
Network
Architecture

Peer-toPeer

ClientServer

Fig. 1.4.4: Diﬀerent network architecture

Peer-to-Peer Network Architecture
It is a network architecture where all the computers connected to the network have similar
capabili es to use the resources that are available on the network. There is no central
server in this architecture and each worksta on on the network shares its ﬁles equally with
the others. Peer-to-peer networks are usually simple, but do not provide the same
performance in case of heavy network loads. The following ﬁgure shows a peer to peer
network architecture:

Fig. 1.4.5: Peer to peer network architecture
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Client-Server Network Architecture
In client-server architecture, the computers on the network are either clients or a server.
The following ﬁgure shows a client-server network architecture:

Fig. 1.4.6: Client server network architecture

Server
A computer which holds programs, network opera ng systems and the shared ﬁles is called
a server. These are computers devoted to management of printers (printer servers),
network traﬃc (network servers) and disk drives (ﬁle servers) are known as servers. They
provide access to the network resources to all the devices which are using the network.
There are diﬀerent kinds of servers such as ﬁle servers, communica on servers, fax servers,
database servers, print servers, mail servers and so on.
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The following ﬁgure lists some of the servers along with their descrip on:

File Server
•It provides data such as data ﬁles, e-mail and printer access programs which are
shared among various clients in the network.
•It has large hard disks which all users in the network share.
•Applica on so wares and shared data reside on this server.
Print Server
•It acts as a buﬀer for the print jobs sent by the users to the shared printers or
centralised printers.
Communica on Server
•It grants the outside users access to the network through a telephone line.

Mail Server
•It provides electronic mails (e-mails) to users of the network.

Fig. 1.4.7: Diﬀerent types of servers

Clients
Client computers access the network and use various shared resources in the network. They
depend on servers for various resources, such as files, access to devices, and even
processing power. They receive services from the servers as per their request.
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1.4.4 Types of Network
There are mainly three types of network classiﬁed according to the area covered for
transmission, as shown in the following ﬁgure:

Local Area Network
(LAN)

Metropolitan Area
Network (MAN)

Wide Area Network
(WAN)

Fig. 1.4.8: Types of network

LAN
The network that is distributed over a small area, such as within a building, school, or home
is called LAN. It allows numerous users to share common resources. Generally, a LAN is
limited to 255 users per LAN. The following ﬁgure shows a LAN network:

Fig. 1.4.9: LAN network

LANs generally employ Ethernet cables for connec ng various devices within the network.
It can connect to mainframe or the minicomputers through network devices such as routers
or bridges.

Ethernet is a network protocol which deﬁnes a standard way to connect computers on
a network over a wired connec on (LAN).
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MAN
MAN is a network that interconnects the nodes or computers with resources within a
geographical area/region that is greater than the area covered by a LAN but smaller than
that of a WAN. The following ﬁgure shows a MAN netwo rk:

Fig. 1.4.10: MAN network

A MAN typically includes one or more LAN but covers a smaller geographic area than a
WAN. It can also be deﬁned as the interconnec on of a number of LANs bridged with
backbone lines. Such a usage of MAN is also known as a campus network.

WAN
WAN is used to connect devices over much larger distances than LANs. A WAN is
established by connec ng LANs using routers. WAN is not limited to a single person or
organiza on, for example, Internet, which is a network of networks spread across the globe
for exchange of informa on and services. The following ﬁgure shows a WAN network:

Fig. 1.4.11: WAN network
[
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1.4.5 Network Communica on Technology
Network communica on technology deals with the technology aspects of networking
communica on. Communica on is the process of sharing informa on and ideas through
speech, symbols, signals, or signs. Sharing of data and resources among diﬀerent
computers in a network needs a transmission system, communica on protocols and
technology. Communica on network can be wired or wireless. Computers transmit and
receive informa on across the communica on links. The elements that are required for
network communica on are:
·

Network Interface Card: Each computer requires a special card, called network
interface card (NIC) to be connected to a network. The NIC prepares data to be sent,
receives data and also controls the data ﬂow between computer and network.

Fig. 1.4.12: Network interface card

·

Data communica on so ware: It enables the computers to communicate with
each other. It tells the computers how to exchange informa on with other computers.
o Protocol: The data transmission protocols perform the following func ons:
o Data Sequencing: breaking up of a long message into smaller packets
o Data Rou ng: ﬁnding out the best route for sending the packet to des na on
o Flow Control: regulates the speed of transmi ng data between fast sender and slow
receiver
o Error Control: detec ng error and recovering the data

Various types of network communica on technologies are as follows:
·
·

Internet is a wide range of computer network with unlimited number of users. It
contains a large number of intranets.
Intranet is a network of computers that is designed for a group of users. It serves as a
private Internet for an organiza on. The authorized users or the employees of an
organiza on can access intranet from Internet but the number of users is less. For
example, intranet is used in an organiza on to share informa on with its employees
only.
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·

Extranet refers to an intranet which can be accessed by authorized users outside the
intranet but par ally. It enables business to share informa on in a secure way over the
Internet. For example, when an organiza on wants to exchange some informa on with
another organiza on such as their customers or vendors, it may provide access to its
intranet to the employees of the other organiza on.

The following ﬁgure shows the intranet, extranet and the Internet:

Fig 1.4.13: Intranet, Extranet and Internet

Mode of Transmission
Communica on technology also deals with the mode of transmission of data. Mode refers
to the direc on of data ﬂow over the network. There are three types of modes:
·

Simplex: Communica on is unidirec onal. Data can be sent in one direc on only, from the
sender to the receiver.

Fig. 1.4.14: Simplex mode

·

Half Duplex: Data can be sent in both direc on but not at the same me.

Fig. 1.4.15: Half duplex mode
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·

Duplex: Data can be sent in both direc ons simultaneously. A device can send as well as
receive data. Example: Telephone network

Fig 1.4.16: Duplex mode

1.4.6 Network Opera ng System (NOS)
An opera ng system dedicated to networking which:
·
·

Allows access to shared ﬁle and printer access among the computers on the network
Enables sharing of data, applica ons, security, and other networking func ons

The common func onali es of NOS are as shown in the following ﬁgure:
User administra on and management

System maintenance ac vi es like backup and upda ng
so wares

File management

Monitoring network resources

Managing and priori zing the print jobs in the network

Internet working capabili es such as rou ng

Fig. 1.4.17: Func onalities of NOS
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Based on its architecture, there are two approaches to network opera ng system:
·

NOS based on a peer-to-peer architecture: Users can share resources and access ﬁles
from each other. This system does not have a ﬁle server or centralized management
resource. For example, AppleShare is used for connec ng Apple pr oducts. The
following ﬁgure lists the advantages and disadvantages of peer-to-peer NOS:

Advantages

Disadvantages

•Easy setup
•Less hardware needed

•No central server for storage
•Less security provided

Fig. 1.4.18: Advantages and disadvantages of peer-to-peer NOS

·

Network opera ng systems based on client–server architecture: It allows the networks
to centralize the applica ons and various func ons in one or more dedicated servers.
The server allows access to resources and maintains security. This system allows
mul ple users to share the same resources simultaneously regardless of their physical
loca on. For example, Novell NetWare
The following ﬁgure lists the advantages and disadvantages of client-server NOS:

Advantages

Disadvantages

•It has greater stability
•Security is maintained by the server
•New hardware and technology can
easily be integrated into the system
•Hardware and opera ng system may
be specialized
•Servers can be accessed remotely
from diﬀerent loca ons

•Higher cost
•Dependent on a central server for
any opera on
•Regular maintenance required

Fig. 1.4.19: Advantages and disadvantages of client-server NOS

1.4.7 Network Devices
Network devices are components which are used to connect computers and other
electronic devices in order to share resources such as printers, fax machines, database and
so on. The func ons of network devices, working together, are as follows:
·

Controlling traﬃc: Network devices ﬁlter and isolate the data traﬃc.
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·
·

Connec vity: Using various network protocols, network devices connect diﬀerent types
of networks.
Hierarchical addressing: These devices segment the network and deliver data to the
right des na on using des na on address.

The following table lists various network devices used in networking:
Device

Image

Descrip on
Modem converts the
digital signal into
analog signals
(modulates) for
transmission and
converts analog
signals to digital
signals (demodulates)
for transmi ed
informa on over a
network.

Modem

Router

A router reads the
des na on network
address also called
the IP address on a
data packet and
forwards it to the
appropriate network.

Gateway

Gateway acts as an
interface between
dissimilar networks
with diﬀerent
protocols transla ng
one data format to
another.

Firewall

Firewalls enable
network security as it
monitors incoming
and outgoing network
traﬃc facilita ng
controlled data access
between the
networks.

62

Service Engineer

Hub

A hub is used to
connect the devices
on an Ethernet
network using twisted
pair cable to provide
signal regenera on.

Bridge

A bridge joins two or
more similar
networks to make a
bigger network for
communica on or
transmission of data.
A repeater
regenerates the
network signals so
that they can travel
longer distances on
the network.

Repeater

Transceiver can
func on both as a
transmi er and a
receiver of signals.

Transceiver

A switch connects the
devices on a network
with twisted-pair
cable for forwarding
data to its destina on
using physical
address.

Switch
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WAP is used to create
a link between wired
and wireless segment
of the network.

Wireless
access
point(WAP)

Channel
Service
Unit/Data
Service
Unit
(CSU/DSU)

CSU/DSU helps to
translate the digital
signals used in a LAN
to signals used in
WAN.

Integrated
Services
Digital
Network
(ISDN)
terminal
adaptor

It connects the
devices to the ISDN
lines. These adapters
are required to
reformat the data
from transmi er or a
computer node for
being transmi ed on
ISDN links.

Fig. 1.4.20: Network device

1.4.8 Network Topologies
Network topology refers to the arrangement of the diﬀerent elements (links and nodes)
of a network. It is the layout of a network and may be depicted as:
·
·

Physical topology: It is the arrangement of the various network components.
Logical topology: It describes how data ﬂows in a network.

Distances between the nodes, physical connec ons, rate of transmission, or types of
signal may diﬀer between two networks, but s ll topologies may be iden cal.
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The following table lists the eight basic network topologies:
Topology

Image

Descrip on

Point to point

A simple topology
having a dedicated link
between two nodes in a
network.

Bus

A single cable connects
every node, using
interface connectors.
The central cable,
known as bus, is the
backbone of the
network.

Line

Mul ple nodes are
connected in succession
to each other. T he end
node terminates the
line.

Mesh

All the nodes in the
network are
interconnected. Each
node relays data or
message for other nodes
in the mesh topology.

Star

The central node
connects each node
indirectly through hub,
router or switch.

Ring

The nodes in the
network make a closed
loop. Data travels in one
direc on around the
ring. Data is passed
through the nodes from
sender to the receiver.
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Tree

A linear bus and star
topology together form
a tree topology. The
linear bus serves as a
backbone of this
topology. This topology
is scalable.

Hybrid

Two diﬀerent basic
network topologies are
connected to make a
hybrid topology.

Cellular

Cellular topology does
not require cable
connec on and is used
only for wireless
networks. The total
network area is divided
into cells. Each node
transmits in a deﬁned
geographical area called
a cell.
Data transmission
happens in a cellular
digital packet data
(CDPD) format.

Fig. 1.4.21: Network topology

1.4.9 TCP/IP and IP Addressing
The TCP/IP is the communica on protocol for Internet. It is a protocol suite which has two
protocols:
·

·

Transmission Control Protocol
o Assembles the message to be transmi ed over network into smaller data packets
o Reassembles the received packets into original message
Internet Protocol

66

Service Engineer

o

manages the address of each data packet so that the data packet reaches the right
des na on. This is known as IP addressing.

It is also known as Internet Protocol Suite. TCP/IP is based on client/server model of
communica on. The client computer requests the server such as opening a web page. The
server provides service such as connec ng to the web page and le ng the access of that
web page. Each client request in TCP/IP is an independent request, not related to the
previous one. Hence it does not require a dedicated connec on.
Applica on protocols that use TCP/IP include:
·
·
·
·
·

Hypertext Transfer Protocol (HTTP) allows data communica on over world wide web
(WWW).
File Transfer Protocol (FTP) facilitates transferring of ﬁles over network
Telnet (Telnet) enables log on to remote computers
Simple Mail Transfer Protocol (SMTP) enables mail exchange
Serial Line Internet Protocol (SLIP) and Point-to-Point protocol (PPP) are used for
personal computers to connect to Internet using phone lines

TCP/IP Model
TCP/IP model or the Transmission Control Protocol/Internet Protocol model is the set of
protocols which deﬁnes how two or more computers can communicate with each other on
Internet. There are many protocols working within TCP/IP model. These protocols provide
various func onali es which are important for the data transmission over the networks.
TCP/IP is composed of ﬁve layers, as shown in the following ﬁgure:

Fig. 1.4.22: Layers of TCP/IP network
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Network Interface Layer/
Network Access Layer

Internet Layer

Transport Layer

Applica on Layer

•responsible for the placing or receiving of TCP/IP
packets on or oﬀ the network medium.
•includes Ethernet and Token Ring and WAN
technologies.

•responsible for IP addressing and rou ng
func ons

•manages rate of data ﬂow
•manages reliability of data

•provides the applica ons with access to services
•deﬁnes the protocols that the applica ons will use
for exchanging data

Fig. 1.4.23: Descrip on of TCP/IP layers

Data in network layer having network header are called packets.

IP addressing
An IP address is a unique iden ﬁer for a computer or any other device a ached to the
network. It is a 32-bit value. IP addresses are wri en in four decimal numbers which are
separated by dots. Each sec on ranges from 0 to 255. For example, 172.16.254.2 is IP
address of a node. When the address is converted to binary, each sec on contains 8 -bit
which is called an octet.

·

A binary number is a series or combina on of 1s and 0s.z
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The following ﬁgure depicts the do ed decimal nota on of the given IP address:

Fig. 1.4.24: Example of an IP address

IP addresses are also known as host addresses.
In a TCP/IP network the routers pass data packets between networks without knowing
exact loca on of the des ned host. Routers only know the network of the host. Routers
deliver packet to the network and then using the informa on stored in the router, the
packet is delivered to the host. For this, IP address contains two parts:
·
·

First part is network address
Second part is host address.

In order to locate devices in a distributed environment, which is diﬀerent networks
connected to each other, nodes are assigned explicit addresses which iden fy th e network
in which the device is on, and also iden fy the device in that par cular network. When
these two unique iden ﬁers are combined, it is a globally unique address.
Example
IP Address: 192.168.13.123
Network Address: 192.168.13.0
Host Address: 0.0.0.123

Host numbers 0 and 255 are reserved IP addresses. An IP address with all host bits set to
1(Decimal 255) is a broadcast address. An IP address with all host bits set to 0 (Decimal
0) iden ﬁes the network itself.
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Steps for Iden fying the IP Address of a Node
To iden fy the IP address of a node or a computer on a network, perform the following
steps:

Step 1: Open Command Prompt from Start Menu.
Step 2: Type ipconﬁg, and press Enter as shown in the following ﬁgure:

Fig. 1.4.25: Steps of knowing an IP address

Step 3: Type Exit to close the screen.

Ping a Computer
To ensure the computer or the node is on the network and can receive messages, use Ping
command.
To ping a computer on the network, perf orm the following steps:
1. Open Command Prompt from Start Menu.
2. Type the IP address of the computer to be pinged on the Command Prompt (for
example, 10.2.100.130)
3. Press Enter. The following ﬁgure shows response of ping command

Fig. 1.4.26: Pinging a computer

70

Service Engineer

[

1.4.10 Cables and Connectors
Diﬀerent cables are used for establishing a physical communica on link. Cables are
connected to the devices through diﬀerent connectors.

Cables
Cable form the transmission media for a network. Transmission media or channels, also
known as links, lines or path, are used to interconnect the nodes in a network.
Transmission channels are of diﬀerent types of communica on wires and cables such as
twisted-pair cable, coaxial cable and op cal ﬁbre cable.
The following table lists diﬀerent types of cables used in networking:
Type of Cable

Image

Descrip on
Have two conductors
that are twisted
together to cancel out
the electromagne c
interference that may
come from external
sources. This type of
cable is almost the
same as a paired cable.
The diﬀerence is in the
two twined inner wires
which are insulated
unlike the paired
cable.

Twisted pair

Used for transmission
of data over networks
such as, LAN.
Has a thin conduc ng
wire inside a tubular
conduc ng shield,
which is protected by a
tubular insula ng
jacket.

Coaxial/Heliax cable

Used to connect video
equipment and carry
television signals.
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Connects compu ng
devices, o en of the
same type such as two
switches.

Cross over cable

Contains one or more
op cal ﬁbres for
carrying light. The
op cal ﬁbres are
coated with plas c
layers and secured in a
protec ve tube.

Op cal ﬁbre cable

Used for long distance
communication.
Has small sized
dimetral core and
permits a single mode
of light to propagate
through it. As a result,
it reduces the number
of light reﬂec ons
when the light passes
through the centre.
This decreases the
a enua on and
enables the signal to
travel further.

Op cal ﬁbre cable
(Single Mode)

Used for a longdistance coverage with
a very high bandwidth
requirement.
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Has big dimetral core
and permits several
modes of light to
propagate through it.
The number of light
reﬂec ons formed
when the light passes
through the centre are
more. This enables
larger quan ty of data
to pass through at a
given me. The
strength of the signal
decreases over long
distances because of
the increased
dispersion and
a enua on.

Op cal ﬁbre cable
(Mul Mode)

Used for backbone
applica ons in
buildings because of
the reliability and high
capacity.
Fig. 1.4.27: Cable types

Connectors
There are various connectors used for connec ng cables in networking as shown in the
following ﬁgure:

CAT 5E Ethernet RJ
45 Connector

CAT 6 Ethernet RJ 45
Connector

CAT 6A Ethernet RJ
45 Connector

Coaxial Connector

Wire Connector and
Terminal

Fig 1.4.28:-Connectors
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Crimping
Crimping means joining of two pieces of metal, generally a wire and a connector, together
by deforming one of them and enabling one to hold the other. The resultant deformity is
known as a crimp. The following image shows the various steps involved in crimping:

Fig. 1.4.29: Crimping

·
·

In case of crimping, pliers should not be used as the deformity cannot be formed
properly.
If there is air in between the crimp and the connector, it collects moisture. This
eventually causes corrosion in the wire and can lead to a connec on failure.

Steps for Crimping RJ45 Cable
For crimping RJ45 cable a colour code of the internal wires is to be followed.
·

To make a straight cable, the colour code is listed in the following ﬁgure:

OrangeWhite

Orange

GreenWhite

Blue

BlueWhite

Green

BrownWhite

Brown

Fig. 1.4.30: Color code for crimping RJ45 straight cable

·

To make a crossover cable, the colour code is listed in the following ﬁgure:

Greenwhite

Green

OrangeWhite

Bluewhite

Blue

Fig. 1.4.31: Color code for crimping RJ45 crossover cable
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The steps for crimping RJ45 cable are as follows:
Step 1: Strip 2 inches of the outer cover from the cable end with a u lity knife as shown in
the following ﬁgure:

Fig. 1.4.32: Stripping the cable

Step 2: Pull the twisted pairs of wires backward and cut the core as represented in the
following ﬁgure:

Fig. 1.4.33: Cu ng the core

Step 3: Make the twisted wires straight using tweezers and keep them arranged in a row as
shown in the following ﬁgure:

Fig. 1.4.34: Straightening and arranging the wires

Step 4: Place the untwisted wires in a posi on from right to le according to the color code
of the wires and then trim the wires up to a suitable length as shown in the following ﬁgure.

Fig. 1.4.35: Trimming of wires
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Step 5: The wires are to be inserted into RJ-45 connector. RJ45 connector must be crimpe d
to the cable using a crimping tool. by compressing the jacket as well as the cable into the
connector in such a way that the wedge at the base of the connector is pushed into the
jacket as shown in the following ﬁgure:

Fig. 1.4.36: Crimping the connector

At the me of inser ng the wires into the connector, it is to be made sure that the
colour goes into the channel appropriate for that.

1.4.11 Wireless Network
A wireless network uses wireless connec ons between two network nodes. Wireless
networking helps to avoid the costly process of se ng up cable connec ons in a building.
Examples of wireless network are WLAN, Bluetooth, cellular network and so on.

Wireless Local Area Network (WLAN)
A WLAN is used to connect two or more devices which are present over a short distance.
WLAN is set up using a wireless distribu on method. It provides a connec on for Internet
access through an access point. It is used in ci es or towns to connect networks in two or
more buildings without installing a wired link.
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The following ﬁgure shows a WLAN:

Fig. 1.4.37: WLAN

Cellular Network
A cellular or mobile network is a network that is served by ﬁxed-loca on transceiver. The
ﬁxed loca on is known as base sta on. This network is distributed over land areas which
are known as cells. To avoid any disturbance, each neighboring cell uses a diﬀerent
frequency. When the cells are joined, these provide network coverage over wide
geographic area. This enables a number of portable devices to connect with each other in
any network through base sta on. The following ﬁgure shows a cellular network:

Fig. 1.4.38: Cellular technology

Bluetooth
Bluetooth provides a wireless technology standard to exchange data from any ﬁxed or
mobile device over a short distance and thus build a personal area network (PAN).The
following ﬁgure shows a bluetooth headset:

Fig. 1.4.39: Bluetooth
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Ac vity
Find out the network address and host address for the given IP addresses.
IP Address

Network Address

10.10.48.80
28.212.250.254
10.10.250.1
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Ac vity
Match the following.

1.

Switch

A.

2.

Mesh

B.

3.

Star

C.

4.

MAN

D.

5.

WAP

E.
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UNIT 1.5: Internet and Web Browser
Unit Objec ves
At the end of this unit, you will be able to:
1.
2.
3.
4.
5.

Describe Internet
Recognize the common methods for Internet access
Explain web browser and its types
Deﬁne cyber security and its importance
List IT acts and cyber laws

1.5.1 Internet
Internet is a network that is available globally. Billions of computers and various electronic
devices interconnected together, establish the global system of network. It is possible to
communicate with anyone anywhere in the world and get access to any informa on. The
following image shows Internet connec vity around the world:

Fig. 1.5.1: Internet connec vity around the world

Internet can also be described as the wired or wireless communica on network with the
help of which one can transmit and receive informa on for single or mul ple opera ons.
By using Internet one can browse diﬀerent websites, download ﬁles, pictures and videos,
upload ﬁles, listen to music, connect with people and do lots of other things.

·
·
·
·
·

Browse: Browse means to look for informa on as well as to access and view content
on the Web using an interface known as a Web browser.
Web: World Wide Web (WWW), also called Web , is a group of
diﬀerent websites which can be accessed using the Internet.
Website: A website is a collec on of related text, images, and resources.
Download: Download a ﬁle refers to reques ng to get the ﬁle from another system or
webpage and to receive that. The requested ﬁle is transferred to local storage.
Upload: Upload a ﬁle refers to sending data to a remote system (server or any client)
so that the system can store the ﬁle.
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Working of Internet
Various devices can be connected to a network with the help of physical cables or via
wireless connec on such as Wi-Fi and 3G/4G. The following image shows how two
computers are connected to the Internet:

Fig. 1.5.2: Two computers connected through Internet

One computer having IP address 102.16.20.35 is connected to the other computer having
IP address 210.45.98.172 via Internet. Internet here can be represented as an abstract
object between the two computers. Generally, a cloud symbol is used for depic ng
Internet.
The following ﬁgure shows the working of Internet:

Fig. 1.5.3: Working of Internet

When a website is visited by the user, the browser sends a request to the server over
internet. A web server is a computer program which listens to the requests from browsers
and executes them. The server a er ge ng the request, locates the required document
and returns that to the browser.

Data, over the Web, is exchanged as packets. A packet is a small chunk of data.

Advantages of Using Internet
Internet helps in variety of tasks, be it ﬁnding informa on, communica ng with people
around the globe, dealing with funds, shopping from home, tuning into music, watching
recordings and much more.
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The following ﬁgure lists some of the ways the Internet is used:
Finding informa on online

Email

Social networking

Downloading or uploading

Chat and instant messaging

Online media

Everyday tasks

Fig. 1.5.4: Common uses of Internet

Finding Informa on Online
As there are a large number of websites available online today, that provide a lot of
informa on on the Internet. With the help of the search engines it is easy to ﬁnd
informa on. Typing one or a few keywords within the string “”, directs a search engine to
look for relevant websites to download any so ware or any other trouble shoo ng.

Email
Email enables sending and receiving messages over the Internet. To use the Email, the user
needs to have own email account, usually called an email address. The following ﬁgures
show an interface of popular Emails or webmail service:

Fig. 1.5.5: Outlook Window
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Fig. 1.5.6: Gmail Window

The following ﬁgure explains the ﬁelds of an Email:

Addressing Field: To,
Cc, Bcc

Subject Field

A achment

•To: The main reciever of the mail gets it.
•Cc: It is Carbon copy. The person(s) who needs to keep an eye
on the mail receives it.
•Bcc: It is Blind carbon copy. the person recieves the mail but is
invisible to all the other recipients of the mail
•This includes a brief and concise of whatever the Email is
about.

•It is a ﬁle which needs to be send with an Email. It could be
a picture, a word document, a movie, a sound ﬁle,
an Excel document or any other ﬁle.

Fig. 1.5.7: Fields of an Email

Uploading and Downloading on Internet
When data is sent from a computer to the Internet, it is known as uploading. The reverse,
that is receiving data from the Internet is known as downloading. A user can upload ﬁles,
documents, images and can download ﬁles, documents, so ware, songs and so on.
The user can drag the ﬁles which are to be uploaded on the upload window or he/she can
browse to search and select the ﬁle from his/her computer.
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The following image shows an upload window:

Fig. 1.5.8: Upload window

The following ﬁgure lists the steps involved in downloading and installing a so ware:
Locate the
authen cated
source from where
the so ware has to
be downloaded

Click on the link to
begin the download
process

Click the Save
bu on

Locate the .exe ﬁle
on the hard drive
and double-click to
run it

Do as directed by
the installa on
screens

A er installataion is
complete, click on
Finish

Fig. 1.5.9: Steps for downloading and installing a so ware

The user can also open and run the so ware from the downloading window directly as
there is an op on to run when the so ware downloading process is complete.

·
·

One should be very careful while downloading any so ware or any tool as many
download sites can have so ware that is of malicious intent.
When installa on process is going on it is recommended to close all the programs
except the Windows Explorer.

1.5.2 Internet Access
Internet access enables an individual or any organisa on to be ac ve on Internet using
computers or other mobile devices. When a device is connected to Internet, users of the
device can access the Internet services.

84

Service Engineer

Internet Service Provider (ISP)
An ISP is a company that provides individuals and companies access to Internet.
If an individual connects to the Internet via an ISP, he/she has a temporary IP address
assigned across the span of dial-in session. A user computer connec ng to Internet through
LAN, can have a permanent IP address.

Fig. 1.5.10: Internet Service Provider

The ISP manages a pool of modems for the dial-in customers with the help of a dedicated
computer that controls the data ﬂow between the modem pool and a dedicated line router.
This setup is known as a port server because it serves access to the network. Internet usage
and billing informa on of any user is collected here.
A er the packets go through the phone network and ISP, those are routed to ISP backbone.
From there the packets traverse several routers, dedicated lines, and several networks un l
they ﬁnd the des na on.
The following table lists the top ISPs in India as on 31 March 2016:

Fig. 1.5.11: ISP list

Source: h ps://en.wikipedia.org/wiki/List_of_internet_service_providers_in_India
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Internet Infrastructure and Rou ng Hierarchy
The backbone of Internet is combina on of a number of large interconnected networks
known as Network Service Providers (NSPs). All these networks are linked to each other to
exchange the inﬂux of data. Each NSP is connected to Network Access Points (NAPs). An
NAP is a point where packet traﬃc might get transferred from one NSP backbone to the
other. NSPs also interconnect Metropolitan Area Exchanges (MAEs) that are similar to NAPs
but are privately owned. NAPs and MAEs are also called Internet Exchange (IXs). The
following image shows interconnec on of NAP, NSP and MAE:

Fig. 1.5.12: Interconnec on of NAP, NSP and MAE

The following ﬁgure shows the Internet rou ng hierarchy:

Fig. 1.5.13: Internet rou ng hierarchy
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Types of Internet Connec on
The Internet access using diﬀerent types of connec ons is shown in the following ﬁgure:
Hardwired broadband
connec on

Wireless broadband connec on

Dial-up

Satellite broadband

Integrated Services
Digital Network(ISDN)

Mobile broadband, 3G,
4G

Leased line

Wiﬁ

Cable

Digital subscriber
line(DSL)
Fig. 1.5.14: Types of Internet connec on

Hardwired Broadband Connec on
Hardwired broadband connec on is set up by connec ng the devices with cables. This type
of connec on is further categorized into:
Dial-up

A dial-up connec on is made through modem connected to an ac ve telephone line which
is not in use. The phone line is connected to the modem and the other end is inserted into
the phone jack. The computer must be conﬁgured for the dial-up connec on. The user has
to dial a speciﬁc number that is provided by the ISP to access Internet on the computer.
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The following ﬁgure shows the dial-up connec on:

Fig. 1.5.15: Dial-up Internet connec on

ISDN

ISDN is a network technology which can transport voice and digital data. Transmission of
digital data is carried out over standard phone lines. There are two types of channels in
ISDN connec on:
·
·

Bearer (B) channel: B channels are used for data
Data (D) channel: D channels are mainly used for signalling and control

Various communica on services such as voice calls, fax transmissions and so on can be
transmi ed over ISDN network. The basic ISDN line allows mul ple communica on
devices, having diﬀerent numbers to simultaneously operate and use parallel connec ons.
End users require special phones or faxes which are capable of making ISDN connec ons.
The following ﬁgure shows the ISDN connec on:

Fig. 1.5.16: ISDN connec on
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Leased line

Leased line provides a dedicated connec on to the network for all me. It oﬀers symmetric
data connec on having ﬁxed-bandwidth.
The following ﬁgure shows the use of leased line:

Fig. 1.5.17: Leased line connec on

Cable Connec on

Cable Internet connec on enables access to the Internet with the help of a cable modem.
Hybrid ﬁbre coaxial cables are used for wiring. It provides network connec vity from the
ISP to the end user. The following ﬁgure shows the cable connec on:

Fig. 1.5.18: Cable Connec on

Digital Subscriber Line (DSL)

DSL can be operated using a single telephone line but normal use of the telephone is not
aﬀected during the use of Internet.
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The following ﬁgure shows the use of DSL line for making a connec on:

Fig. 1.5.19: DSL connec on

Wireless Broadband Connec on
Wireless broadband access is further categorized into:
Satellite Broadband

Satellite Internet connec on provides Internet access of the following types:
· ﬁxed,
· portable and
· mobile
Satellite connec on uses the orbi ng satellites for transmi ng and receiving data. It is used
in those areas where wired broadband technologies such as DSL and cable are unavailable.
The following image shows satellite broadband which is used for remote area:

Fig. 1.5.20: Satellite broadband
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Mobile Broadband

Mobile broadband provides a wireless Internet access using a USB wireless modem,
portable modem, mobile phone and other mobile devices. New infrastructure and
advanced mobile technology lead to a change in fundamental nature of the service, peak
data rates and new frequency bands every ten years. These changes are known as
genera ons. The following table shows the diﬀerence between the two genera ons used
nowadays:
Parameters

3G

4G

Data Throughput

Up to 3.1 Mbps (average
speed: 0.5 to 1.5 Mbps)

2 to 12 Mbps but
es mated poten al
ranges from 100 to 300
Mbps

Peak Upload Rate

5 Mbps

500 Mbps

Peak Download
Rate
Frequency Band

100 Mbps

1 Gbps

1.8 – 2.5 GHz

2 – 8 GHz

Fig. 1.5.21: Mobile broadband

·
·
·

Mbps: Mega bits per second
Gbps: Giga bits per second. 1 Gbps= 1000 Mbps
GHz: Giga Hertz

91

Par cipant Handbook

Wi-Fi

The full form of Wi-Fi is Wireless Fidelity. Wi-Fi is a communica on protocol that facilitates
data transfer through wireless connec on. The following ﬁgure shows Wi-Fi connec on:

Fig. 1.5.22: Wi-Fi connec on

A device within the range of Wi-Fi modem connec on can be connected wirelessly to the
Internet. The frequencies emi ed from the connec vity ranges from 2.4GHz to 5GHz
depending on the amount of data over the network.

1.5.3 Web Browser
A web browser is used to retrieve and traverse informa o n resources available on the
www.
It is a so ware applica on which provides a way to look and interact with the informa on
on the web. The following image shows basic layout of a web browser:

Fig. 1.5.23: Layout of a web browser
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It is a client program using Hypertext Transfer Protocol (HTTP) to make requests to the Web
servers through Internet on behalf of the browser’s user.

HTTP deﬁnes the format of messages and how they are transmi ed. It also manages
the ac ons of Web servers and browsers in response to diﬀerent commands .

Browser User Interface
A browser user interface (BUI) helps the user to interact with any applica on that is hosted
on a remote device using the controls presented in a web browser. Most of the web
browsers have the following elements on the user interface:
Elements

Image

Descrip on

Back and forward
bu ons

Used to return to
the previous
resource and go to
next one
respec vely.

Refresh or reload
bu on

Reloads the exis ng
page.

Stop bu on

Cancels the loading
of the resource. This
bu on is merged
with the refresh
bu on in some
browsers.

Home bu on

Used to go back to
the home page.
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Address bar

Used to insert the
Uniform Resource
Iden ﬁer (URI) of
the desired page and
display that.

Search bar

Used to input the
terms about which
content is to be
searched.

Status bar

Displays the
progress of loading
the resource and
zooming capability
of the page.

Viewport

Visible area of a
webpage within the
browser window.

Fig. 1.5.24 Browser user interface
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Conﬁguring a Web Browser
The web browser can be customized by conﬁguring it with the help of se ngs menu on the
browser. A browser can be conﬁgured for managing privacy, network connec on se ngs,
appearance of the browser, download loca on and user accounts by going ‘Show Advanced
Se ngs’.
The following ﬁgures show conﬁguring network connec on se ngs from a br owser:

Fig. 1.5.25: Conﬁguring network connec ons se ngs from a browser

Privacy se ngs of a browser help the user to manage the cache and cookies. The following
ﬁgures show privacy se ngs op on of a browser:

Fig. 1.5.26: Privacy se ngs op on of a browser
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Cookie
A cookie is a piece of informa on that is provided by the server to any client. A browser
stores the informa on and sends that back to the server with some requests. Cookie can
include the informa on which has been previously entered by the user into the form ﬁelds
such as names, passwords, addresses, and credit card numbers.

One can set the me of expiry for a cookie at the me of its crea on.

Cache
The cache is a temporary storage on user’s computer for the ﬁles that are downloaded by
the browser for displaying websites. Files contain documents which make a website such
as graphic images, mul media content, html ﬁles and so on. Cache is used for speeding up
a process so that the required data need not be fetched from the original loca on again. A
copy of visited pages are stored in cache and when the user revisits the page, it is brought
from the cache.

Host Name
Every device on a computer network has a unique name or a label. This helps in
iden ﬁca on of the device in a more readable and retainable format. It is dif ﬁcult to
remember IP address of each device, hence a host name is used. The following table shows
the example of hostname in the given URL:
URL

Host name

pcsupport.about.com

pcsupport

images.google.com

images

products.oﬃce.com

products

Fig. 1.5.27: Host name

Informa on is abundantly available on Internet. It is important to ensure the privacy of data
or user on any network, especially, the global network, Internet. For example, bank account
informa on are the details which a user would not want to share with anybody as it is a
very conﬁden al informa on.
The user may not want to share all the informa on. The system may be hacked and
important informa on may be available to unauthorized people, if the user does not
incorporate privacy se ngs. There are various kinds of a acks from malicious resources
which can be a threat to the user or data privacy:
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·

Phishing: To make a empt for obtaining sensi ve informa on (username, password,
credit card details) by pretending to be a trustworthy user over an electronic media of
communica on.

·

Spooﬁng: To send communica on from an unknown source but pretending as a source
known to the receiver for example, email spooﬁng.

·

Man-in-the-middle: To ac vely monitor,
informa on/communica on between two users.

control

and

capture

the

Privacy Management
Privacy of an individual over the network can be managed by the following ways :
·

Access Control: An individual can control the access rights of his/her electronic devices
so that he/she may allow those persons whom he/she trusts, to access the devices.

·

Using unique password: Individuals can use passwords that can’t be easily guessed by
a third party for diﬀerent devices and sites.

·

Dele ng the cookies and cache of the browser at a regular interval.

·

Avoiding using the public network such as Wi-Fi at sta on and cafeteria for payment
and viewing card details.

·

Using virtual private networks (VPNs) that serve as encrypted tunnel to prevent stealing
of login creden als or other crucial data
[

·

Avoiding storing of private data in cloud storage.

·

Securing online accounts with 2 step authen ca ons. For example, Gmail has a 2 -step
authen ca on process.

·

Securing connec ons with ﬁrewalls and an -virus so ware services

1.5.5 Cyber Security
Cyber security is a technique for protec ng computers, data, programs and networks from
unauthorized access. Cyber security provides protec on to a computer system from any
damage to the hardware or so ware or the of informa on from the system. It is k nown
also as computer security and IT security.
It protects the hardware by controlling access to it. It protects against any harm which may
arrive through network access, data injec on or any other causes. Cyber security
techniques may be categorized as follows:

Applica on

Security

Applica on security protects applica on from threats during the development of the
applica on.

97

Par cipant Handbook

Informa on

Security

Informa on security provides protection to informa on against unauthorized access and
ensures
privacy.

Network

Security

Network security includes mechanisms to protect the reliability, usability and safety of the
network. It stops the threats from entering and spreading over the network. Network
security components include:
· An -virus to detect and destroy computer viruses
· An -spyware to remove unwanted programs which are installed in the computer
without knowledge of the user
· Firewall
· Virtual Private Networks (VPNs) that provides the system secure remote access.

Cyberlaw and IT Act Regarding So ware Piracy
So ware piracy is an illegal and unauthorized distribu on, downloading and use of
so ware. So ware piracy refers to downloading and using of so ware without having its
proper license. It also includes use of single license simultaneously or loading that in more
than one devices.
In India, punishment for so ware piracy is covered under Indian Copyright Act 1957.
Sec on 63B of IT Act 1957 states that if one uses a so ware without taking the permission
of the owner of the legal right of the so ware, it is an oﬀence. The person using this will be
punished with
·

Imprisonment which will be more than seven days. The term may also extend to three
years

·

Fine which will be more than ﬁ y thousand rupees. The ﬁne amount may extend to
two lakh rupees.

Copyright is the legal right given to the owner for his crea on of literary and ar s c works.
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Ac vity
Choose the correct answer for the following ques ons.
1.

When data is sent to the Internet by a computer, it is known as ___________
a.

2.

b.

Upload

c.

Email

A packet may jump from one NSP backbone to the other at ____________
a.

3.

Download

WAP

b.

ISP

c.

NAP

Visible area of a webpage within the browser window is called _____________
a.

Viewport

b.

BUI
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Ac vity
Match the followings.
1.

3G

a.

Browser

2.

Address Bar

b. Repository

3.

Safari

c.

4.

Cache

d. Mobile Broadband

5.

HTTP

e.

Protocol

URI
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2. Computer
Troubleshoo ng,
Maintenance and
Repair

Unit 2.1 – Computer Troubleshoo ng
Unit 2.2 – Computer Maintenance and Repair
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Key Learning Outcomes
At the end of this module, you will be able to:
1.
2.
3.
4.
5.

Iden fy the faulty module and perform troubleshoo ng
Analyse the error codes and messages
Implement maintenance and repair
Execute assembling and disassembling of computers
Explain E-waste management
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UNIT 2.1: Computer Troubleshoo ng
Unit Objec ves
At the end of this unit, you will be able to:
1.
2.
3.
4.

List the general steps for troubleshoo ng
Dis nguish between hardware problem and so ware problem
Iden fy the faulty module and perform troubleshoo ng
Analyse the error codes and messages

2.1.1 Troubleshoo ng
Troubleshoo ng refers to repair of faulty products or processes. Troubleshoo ng begins
with searching the source of a problem and ends with ﬁnding the solu on of that problem
to ensure that the product or process func oning properly. Good troubleshoo ng consists
of following four steps:
·
·
·
·

Iden ﬁca on of the symptoms
Elimina on of the causes of a problem
Veriﬁca on of the solu on
Restora on of the product or process

In other words, the ﬁrst thing to do is to iden fy the symptoms that are causing a failure in
the system. The next step is to diagnose the cause of that malfunc on, ll a solu on is
reached. This is followed by returning the product to its original state.
Proper knowledge and understanding of the behaviour of each of the components of a
computer system is necessary. The following ﬁgure shows the concept of troubles hoo ng:

Fig. 2.1.1: Concept of troubleshoo ng
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The service engineer should follow some simple steps for troubleshoo ng as shown in the
following ﬁgure:

Iden fy the
exact nature
of the
problem by
observing
symptoms

Isolate the
cause of the
problem
by tes ng the
likely causes

Resolve the
problem

Fig. 2.1.2: Steps for troubleshoo ng

2.1.2 Dis nguishing a So ware Issue from a Hardware Issue
The ﬁrst step of troubleshoo ng is to be determining whether the problem is caused by a
failure of hardware or so ware.

So ware Problems
So ware problem manifest itself as freezing of computer, pages not ge ng loaded, or
glitches during playing games, or movies from the computer. A computer needs device
drivers to perform these func ons. If the correct drivers are not installed, it will lead to
so ware issues. The only way to resolve such a situa on is to install correct drivers foll owed
by re-installing the so ware or upgrading the Windows program.

Hardware Problems
Hardware failures are responsible for problems such as when the user is not able to switch
on the computer or is faced with blue screen or overhea ng of computer. A com puter can
func on only when all the components work well together. Consider a scenario, there is a
broken hard drive, which implies that it doesn’t work. Alterna vely, it can also mean that it
is slow and boo ng is not ﬁnished or it shows an error message on the screen indica ng
that one of the hardware components of the system is having a problem.
As compared to so ware issues, hardware issues are harder to tackle as a process is
needed to ﬁnd out exactly which component is not working properly.

[[
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2.1.3 Troubleshoo ng Steps for So ware Issues on Windows
When troubleshoo ng so ware issues in a computer, the service engineer should ensure
that correct drivers are installed on that system. The service engineer should know how to
use hardware troubleshooter, how to conﬁgure a device, how to download as well as install
and update device drivers.

Using Windows 7 Troubleshooter
To run the Hardware and Devices Troubleshooter in Windows 7:
·
·
·

Click on the Start bu on and select Control Panel
In search box, type ‘troubleshooter’ and then click on Troubleshoo ng
Select Conﬁgure a device under Hardware and Sound tab

Downloading and Installing a Driver
·
·
·
·

Select the Start bu on, then in the search box, type "device manager", and then select
Device Manager.
Find the device that needs to be updated
Double-click the device name
Select the Driver tab, click on Update Driver

Upda ng Device Driver Using Windows Update:
·
·
·
·
·

Select the Start bu on, and in the search box, type "Windows Update"
Select Windows Update
Click on Check for updates available in the le pane
On the page that displays Select the updates you want to install, select the check box
for the driver that needs to be installed, and then select OK
On the Windows Update page, select Install updates.

2.1.4 Troubleshoo ng of Some Common Issues
The IT landscape of an organiza on consists of two components, hardware and so ware.
The typical hardware used within an organiza on are; Servers, Personal Computers, Server
racks, Laptops, Monitors, Printers, Video Conferencing equipment, routers, switches and
so on. The related so ware used are, AUTO CAD, Adobe so ware, Video Conferencing
so ware and device drivers. Problems related to computer hardware can be known by
running a hardware diagnos cs.

Hardware Diagnos cs
Hardware diagnos cs is run on most computers. It is used to check the health of the system
and detect faults in normal opera ons of computers.
The diﬀerent types of tests are:

Power on Self Tests (POST)
POST is an in-built diagnos c tool that starts as soon as the processor of a computer starts.
POST veriﬁes that the various hardware components such as the random access memory,
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keyboard and disk drives are func oning properly. If POST is successful then the computer
begins to boot else BIOS issues an error message. The error message is in form of a series
of beeps. These beeps may have a pa ern of long beeps or short beeps or a combina on
of the two depending on the nature of the problem. The pa ern of beep conveys
informa on about the type of the fault detected. For example, if the POST is unable to
detect the processor, it will stop the boot process and convey the message through a code
of beeps.

Out of Service Tests (OST)
POST can test the internal func oning of the card. But, it is unable to test the external
interface logic of that. There are two types of test that can test the external interfaces of
the card with other boards in the system. These are shown in the following ﬁgure:
Interface Tests
• The card which is under test, is labelled as out of service. The adjacent cards
are conﬁgured to operate in the interface test mode. The card under test is
instructed to run the test. The cards are then brought out of the test mode
and restored.
Echo Back Test
• The card is set to echo back mode. The interface a er receiving the data,
echoes it back to the card under test. The card being tested receives the data
transmi ed by it, back.
Fig. 2.1.3: Out of service tests

In-Service Monitoring
In this method, the health of the card is veriﬁed when it is opera ng, using any of the following
two ways:

Transient
error
monitoring

Link
monitoring

•Transient errors are caused by ﬂuctua ons in power, spikes and
interference from other cards. They can occur even when the hardware is
func oning normally. In case of frequent errors, complete hardware
diagnos cs of the system is needed to isolate the issue.
•This method monitors the bit rate on the links in order to get advance
warning. When a certain threshold is exceeded by the bit error rate, a
diagnos cs may be triggered.

Fig. 2.1.4: In-service monitoring
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The following table lists some common hardware problems and their solu ons:
Issue
Printer Error
(Orange or
Blinking Light)

Diagnosis

Solu on

No Light in Power
Indicator of Printer

No Paper or Paper Jam

No Flashing Light
but Cables
Properly
Connected

No Printer Driver

·

Ensure that the printer is
switched on.

·

Reconnect all the printer cables.

·

Switch oﬀ the printer and turn it
on again.

·

Ensure that the printer has
paper.

·

Remove any paper stuck in the
roller.

·

Restart the printer.

·

Try prin ng again.

·
·
·

Check the printer driver
If needed, update the driver.
Check the connec vity of printer
using print manager.
If the printer is a parallel port
printer, verify the following
se ngs:

·

Enter the computer’s CMOS
setup.
o Enable the parallel port.
o Ensure that the printer is on
parallel port mode.
o

A Program is Not
Responding.

The Computer is
Frozen
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·

Disconnect devices such as
scanner or zip drive if they are
parallel with the printer to
ensure that they are not causing
issues with the printer.

·

Press the Ctrl +Alt+Delete keys.

·

Highlight the program’s name in
the Task Manager and. Then click
on the End Task bu on.

·

Turn oﬀ the computer manually
by pressing the on/oﬀ bu on.

·

Once the computer is responds
again, run a virus check.
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The Keyboard is
Not Working

Improper Connec on

Key Got Stuck

New Hardware
or So ware is
Working
Incorrectly.

Incompa bility Issue
with System
Conﬁgura on

The Mouse is
Not Working
Correctly.

Improper Connec on

·

Make sure that the keyboard is
properly connected to computer.

·

In case of wireless keyboard, try
changing the ba eries.

·

Switch oﬀ the computer

·

Clean the keyboard with a damp
cloth.

·

Restart the computer using the
mouse.
Check that the computer meets
the requirements of the program
or u lity.
Uninstall the program and then
reinstall it.

·

·
·

Ensure that the mouse is securely
plugged into the computer.

·

Ensure that the cord is not
damaged.

·

If the mouse is plugged into a
USB hub or USB switch box,
remove it and plug it directly into
the computer.
In case of a cordless mouse, reestablish the connec on by
pushing the connec on bu on
on the underside of the mouse.

·

The Computer
has No Sound.

Problem in Sound Card
or Audio Driver
Improper Sound
Se ngs

·

Clean the mouse thoroughly.

·

Go to volume control in the
system tray and check the
volume and mute check boxes.
Check the input and output wires
of the speakers.
Check the func oning of audio
drivers.
Check the func oning of the
sound card.

·
·
·
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PC Not
Connec ng to
the Network
through LAN

Problem in Network
Conﬁgura on

·
·
·
·
·

No Power

Improper Connec on
Faulty PSU or SMPS
Unit

·
·
·
·

·

·
·

Blank Screen,
Nothing Appears
on the Screen

Improper Connec on
or Display Se ngs

·
·
·

·

·

·
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Go to network se ng and check
that the Ethernet is enabled.
Check the working of modem.
Check all the wires and
connec ons.
Check the LAN card.
Check the IP Address and DNS
se ngs.
Ensure that the power cord is
plugged into the supply.
Check whether PSU is pu ng out
enough voltage.
Switch oﬀ the system and unplug
all devices.
Reinstall the devices one by one
and keep switching on the
computer a er each device is
reinstalled.
If the system does not start after
installing any component, replace
the component.
Check the SMPS unit.
If the system doesn't come on
a er reinstalling all the devices, it
may be a motherboard or CPU
problem.
Check if monitor and CPU power
is in On posi on.
Check if monitor is plugged in to
the CPU.
Ensure that the power cable is
plugged in the monitor and is not
loose.
Some CPU has mul ple ports for
display, check each port by
plugging in securely.
When the power bu on is
pressed on the monitor and some
status is displayed, this means
the power to the monitor is in On
posi on and the screen display is
okay.
Check the cable runing from the
CPU to the monitor
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·

·
Computer
Doesn't Power
Up

·

·
·

·
·

·
·

Check the brightness level using the
menu bu on on the monitor. It may
have been set to dark.
Check that the computer is not in the
screensaver or sleep mode.
Ensure that the power cable is
properly plugged in to the CPU and
monitor.
Check the power socket.
Replace the power socket with a
diﬀerent one, or if power extension
board is used, plug the power
directly into the socket.
Replace the power cable.
Check if the LED at front of the
monitor is in On posi on. If yes, then
CPU must be at fault.
If LED at CPU is in On posi on then it
might be monitor issue.
If none of the LED is in On posi on,
then it may be a local power issue.

Fig. 2.1.5: Hardware problems

System Issues
Problem/ Symptoms
Devices Not Listed in BIOS

Ac on
·
·

No Opera ng System Found or Similar
Message

·
·
·
·
·
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Ensure that the drive is installed
properly
Ensure that the cables are connected
properly.
Ensure that the system is set to boot
from the right device.
Ensure that the proper boot order is
listed under the Boot menu.
Remove any non-bootable DVD from
the drive.
Ensure that the boot drive is the ﬁrst
op on.
Once boot drive is found, the OS
begins to load it.
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Non-Working Devices/Device Not
Recognized

·
·
·
·
·

·

Problems A er Installing New
So ware or Device Driver

·
·

·
·
·
·
·
Spontaneous Reboots

·
·
·

Ensure that cables are plugged in.
Ensure proper connec on of the
cables to the device.
Check that the add-on cards are
inserted in their respec ve slots.
Check the device drivers.
Try reinstalling the exis ng device
driver or downloading the latest
version of it.
Try to uninstall and reinstall the
device.
Uninstall the so ware or driver
Run System Restore to get the
system to a previous state in which it
was working.
Try booting the system in Safe Mode
and then run the restore op on.
Restart the system
Press the F8 key con nuously.
Select Safe Mode from the menu
displayed and press enter.
Start system restore.
A computer that reboots o en is an
indica on of a bad power supply.
Check PSU and SMPS unit.
Check if there is a loose connec on.

System Time Keeps Changing

·

If the me/date clock needs to be set
constantly, replace the CMOS
ba ery.

Nothing Happens when Power Bu on
is hit

·
·

Check the power connec on.
Ensure the connec on of cable from
the case power bu on to respec ve
connector on the motherboard.
Test the motherboard power
connec ons.
Inspect the ﬂoppy power cable.
Unplug everything from the
motherboard except power cable,
processor, video card, and memory.
If it does not power up, it indicates
that either case power supply or
motherboard is defec ve.

·
·
·

·
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System Turns On, but Begins to Boot
Up

·
·

·

·
System Turns On but Does Not Boot
and Produce Beep Sounds Irregularly,

·
·

Check all connec ons twice and try
again.
Detach everything from the
motherboard except video card,
memory, power bu on wire, and
processor and perform the test
again.
If the computer starts, reconnect the
components a er turning oﬀ the
power.
If it does not boot up, more than one
part may be defec ve.
Ensure that the RAM is installed
correctly.
Try removing and re-installing it.

System Turns On, Produces Fast Beep
Sounds, and Does Not Boot

·

Inspect that the video card is ﬁ ed
properly in the AGP or PCI slot.

System Freezes Intermi ently while
Installing the OS

·

Verify that the heat sink fan is
spinning
Ensure that the heat sink is mounted
properly
Make sure that the heat sink is kept
parallel to the processor surface.

·
·

Blue Screens Errors, Problems in
Installing OS

·
·

Check the memory(RAM)
Check the hard-drive.

Fig. 2.1.6: System issues

2.1.5 POST Beep Codes
If the computer emits beep codes a er it is turned on, it implies that the system has
encountered a problem before it could display any error informa on on the monitor.
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Follow the steps described in the given ﬁgure to determine the system problem
represented by the beep code:
Switch on the computer

If it's on, shut down and restart it
Listen to the beep codes sounds when the computer begins
to boot
Note the number of beeps and recognize the beep codes
Fig. 2.1.7: Steps for determining beep codes

The following beep codes are for AMI BIOS:
Beeps and Error

Resolu on

1 Beep – indicates Refresh Failure

Reinsert or replace memory and try
troubleshooting motherboard.

2 Beeps – represents Parity Error

Reinsert or replace memory and try
troubleshooting of motherboard.

3 Beeps – signiﬁes Memory Error (ﬁrst
64KB)

Reinsert memory or replace it.

4 Beeps – represents Failure of Timer

Troubleshoot motherboard.

5 Beeps – represents Failure of Processor

Try troubleshooting of the CPU and the
motherboard.

6 Beeps – indicates Failure of Keyboard
Controller

Perform troubleshooting of keyboard and
motherboard.

7 Beeps – represents Virtual Mode
Excep on Error

Perform troubleshooting of CPU and the
motherboard.

8 Beeps – indicates Failure of Display
Memory

Try to troubleshoot the motherboard and
graphics card.
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9 Beeps – indicates failure of ROM BIOS
Checksum

Replace ROM BIOS and perform the
troubleshooting of motherboard.

10 Beeps – indicates failure of CMOS
Shutdown Register

Perform troubleshooting of motherboard.

11 Beeps – indicates failure of L2 Cache

Try to troubleshoot motherboard and L2
cache.

Con nuous Beeps – signiﬁes failure of
Memory or Video

Perform troubleshooting of memory,
motherboard and graphics card.

Fig. 2.1.8: Beep codes

2.1.6 Understanding Error Messages
The following table lists the common error codes faced while using Windows and its basic
components. Some solu ons have been provided to solve them:
Error Code
Code 1
Code 3
Code 10
Code 12

Code 14
Code 16
Code 18
Code 19

Error Message
Incorrect device conﬁgura on
Corrupt device driver, or low system
memory
The device is not able to start.
Not enough free resources for the device
to use. Disable any of other devices to
free resources on this system.
Restart the system for the device to
operate
Windows unable to iden fy resources
used by the device
Reinstall the device driver

Code 21

Incomplete or damaged conﬁgura on
informa on.
Reinstall the hardware component.
Device has been removed

Code 22

Device has been disabled

Code 24

Device not present or driver not installed

Code 28

Device driver not installed.
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Code 31
Code 32
Code 33
Code 34
Code 35
Code 36
Code 37
Code 38
Code 39
Code 40

Windows unable to load the device
drivers
Device driver disabled
Windows cannot determine the resources
that are required by the device.
Cannot determine device se ngs
Not suﬃcient informa on to conﬁgure
the device and use it.
Reconﬁgure the interrupt for this device.
Unable to start the device driver for the
hardware.
Previous device driver is s ll in memory

Code 42

Device driver corrupted or missing.
Incorrect or missing service key
informa on in the registry
Windows unable to ﬁnd the hardware
device
Duplicate device is running on the system.

Code 43

Device stopped working

Code 44

Device shut down by an applica on

Code 45

Device not connected to the system.

Code 46

Opera ng system shu ng down.

Code 47

Device ready for safe removal, but s ll has
not been removed
So ware for this device has been blocked

Code 41

Code 48
Code 49
Code 52

Windows cannot start new hardware
devices due to the large system hive.
Windows unable to verify the digital
signature for the device driver

Fig. 2.1.9: Error codes
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2.1.7 Some Basic Troubleshoo ng Tips
The table lists some basic troubleshoo ng ps a er installing new components
New Component
Monitor

Issue

Ac ons

Picture is not visible

·
·
·

Screen not in the center
posi on

·

·
Too bright or too dark screen

·
·
·
·

The screen is shaking

·

·
·
Hard Drive

Blank screen when the system
is powered up

·
·
·
·

·
·
·
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Check the signal cable
connec ons
Ensure that the computer
is switched on
Check the brightness
se ngs
Make adjustment to the
H-Size, H-Phase or V-Size,
V-Center controls.
Check the system’s signal
ming
Check the Brightness and
contrast se ngs
Test the voltage level
Inspect the signal ming
of the system
Inspect the horizontal
frequency.
Move all objects such as a
motor or transformer,
which emit magne c
ﬁeld, away from the
monitor.
Test the voltage level
Inspect the signal ming
system
Plug-in the monitor
Inspect all cards
Make sure that the video
card is in right slot
Ensure the video card is
secured using moun ng
screws.
Turn the computer oﬀ
Take the drive host
adapter out
If, a er reboot, the
screen turns on, the host
adapter
is
either
incompa ble
or
defec ve.
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Computer does not boot and
no error message appears on
the screen

·
·
·
·
·

·
·
·
·
·
·
·
·
·

The system does not
recognize the drive

·
·

·
·

·

·
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Inspect whether the BIOS
supports drives.
Shut down the system and
remove the new drive
Move the jumper onto the
alternate-capacity jumper.
Remount the drive in the
system
Insert a bootable system
diske e into drive A and
start the system.
Insert the Disc Wizard
diske e into drive A
Type A:XDM and press
ENTER.
Follow instruc on of the
Disk Manager
Install the dynamic drive
overlay and par on
Perform format ng of the
new drive
Reboot the system
Inspect all cables
Inspect power supply
Reboot the system and
check if the drive motor
starts up or not.
If it does not start up, check
again all drive cables.
Inspect the drive-type listed
in the system setup
program for each drive
Press the CTRL+ALT+DELETE
keys to reboot the system
If the system has a turbo
switch, keep it in slow speed
before star ng the system.
If no turbo switch is
available, use keyboard
commands.
Set the processor to fast
speed a er the computer
starts,

Service Engineer

·
·
·

·
·

·

·

·
·

·

The system fails to
create/save the par on
record or gets hanged in
FDISK command

·
·

·
·
·

·

·
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Warm-boot the system
a er every start.
Inspect for any I/O address
conﬂicts.
Ensure
there
is
no
compa bility issue with the
drive and host adapter.
Turn the computer oﬀ
Remove the peripheral
adapter cards except the
video card and host
adapter.
If the computer can
recognize the drive a er
reboo ng, turn it oﬀ.
Reinstall the other cards,
one by one, un l there is
any conﬂict.
Isolate the source of the
address conﬂict
Resolve the conﬂict by
changing the I/O address of
the peripheral that appears
to cause the conﬂict.
Ensure that there is no
diske e in drive A and
reboot.
Inspect all cables
Make sure that the setup
system
diske e
is
uncorrupted.
Use a backup diske e
Create smaller par ons
Change the se ngs of the
interrupt jumper on the
host adapter.
Disable the Track 0
protec on, before using
FDISK, in the system setup
program.
Re-enable
Track
0
protec on a er FDISK is
done.
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The DOS message "Disk
Boot Failure," "Non-System
Disk" or "No ROM Basic SYSTEM HALTED" appears

The system displays an
error message, "HDD
controller failure" appears
System in-opera ve. Lights
on Keyboard and power
indicator are on and hard
drive is spinning.

·
·
·

·
·
·
·

·

System can be booted from
ﬂoppy disk drive but not
from HDD

·

·
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Use the DOS SYS u lity to
reinstall the DOS system ﬁles.
Inspect all cables.
Use FDISK to make sure that
the primary par on is
ac ve.
Check for viruses.
Inspect the se ngs of the
jumper on the drive.
Verify the se ngs of drivetype in system setup
Expansion card is not ﬁ ed
properly in its slot on the
motherboard.
o Turn the computer oﬀ.
o Ensure all cards are
securely seated in slots
o Press the card ﬁrmly with
even pressure on both
ends of the card.
Floppy disk drive or tape
drive is defec ve.
o Turn oﬀ the system .
o Disconnect all cables
from any ﬂoppy drive.
o Turn the system on and
check if the keyboard
operates.
o Repeat the steps un l
the defec ve unit is
located.
Check
the
connector
between hard drive and
system board
o Inspect cable between
disk and disk controller
on the board.
o Check that cable ends are
plugged in securely
o Inspect the drive type in
the Standard CMOS
Se ngs
Damaged HDD or Disk
Controller.
o Format HDD
o If not able to do so, HDD
may be defec ve.

Service Engineer

·

System boots only from
Floppy Disk.
HDD can be read and
applica ons can be used, but
boo ng from HDD is not
possible

·

Screen message displays,
"Invalid Conﬁgura on" or
"CMOS Failure"

·

Unable to boot system a er
installing second HDD.

·

·

·

New Network Card

Unable to connect to a
server

·

·
·
·

Hard Disk directory or FAT is
scrambled.
o Run the FDISK program
o Format HDD.
o Copy the backup data
onto HDD.
Hard Disk boot program has
been damaged.
o Create back up of ﬁles.
o Format the HDD.
o Re-install applica ons
and ﬁles by using
backup disks.
o Inspect cable between
disk to disk controller.
o Ensure that both ends
are plugged in securely.
o Inspect the drive type in
Standard CMOS Setup
Check the conﬁgura on
se ngs.
Replace
incorrect
informa on.
Check whether the master
/Slave jumpers are set
properly.
Run SETUP program and
select appropriate drive
types.
Load the driver and ensure
that the protocols are
bound.
Inspect
the
Device
Proper es
Use the diagnos c u li es
to test the NIC adapter
Check
if
addi onal
networking so ware needs
to be installed.

Fig. 2.1.10: Troubleshoo ng process

2.1.8 Blue Screen of Death (BSoD)
A BSoD is an error screen which is shown on a Windows computer a er a system crash.
System crash occurs when the OS reaches a condi on from where it can’t operate safely.
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BSoD, as shown in the following ﬁgures, is present in Windows since the earliest version
of Windows NT family and present in all Windows OS which were released a erwards.

Fig. 2.1.11: Blue screen of death

The following ﬁgure lists some reasons that can cause blue screen error:

·Incompa ble versions of dynamic link library (DLLs)

·Hardware incompa bili es or malfunc oning

·Faulty or poor device drivers

·Insuﬃcient power supply

·Overhea ng of computer

·Hardware running beyond the speciﬁca on limit

Fig. 2.1.12: Reasons for blue screen of death

DLL involves the concept of shared library in the Windows OS. These shared
Resolve
Blue
Screen
libraries
typically
haveError
ﬁle extensions such as DLL, OCX or DRV.
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The blue screen error can be resolved in diﬀerent ways depending on the cause. The user
has to diagnose the system and iden fy the cause ﬁrst. The following ﬁgure shows the
diﬀerent ways to ﬁx blue screen error:
System Restore

Used to roll back the system to working state.

Scan for
Malware

Malware gets deep into the Windows kernel and can cause instability for
the system. Scan the computer for malware to ensure that malicious
so ware isn’t the cause for the crash.

Install Updated
Drivers

An faulty driver can lead to crashes. Install latest drivers for the
computer’s hardware.

Boot Into Safe
Mode

If the computer is having blue-screen every me it is turned on, boo ng
into safe mode can ﬁx the problem.

Check for
Hardware
Problems

Try tes ng memory for errors and checking the temperature for ensuring
that it isn’t overheated.

Reinstall
Windows

Reinstalling Windows for blowing away the exis ng system so ware,.

Fig. 2.1.13: Diﬀerent ways to ﬁx blue screen error
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Ac vity
Choose the correct answer for the following ques ons.
1. When a processor is turned on, a diagnos c tool tests if the computer hardware
components are working properly or not. The tool is ______________
a. POST

b.

OST

c.

IST

2. Which command opens a Task Manager?
a. Shi +Ctrl+F1

b. Ctrl +Alt+Delete

c. Ctrl+Alt

3. 5 Beeps at the me of running Power on Self Test means _________
a. Processor Failure

b. Timer Failure
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c. Memory Error

Service Engineer

Ac vity
Troubleshoot a system in which there is no POST.
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Ac vity
Perform the task of troubleshoo ng of 5 beep POST error.
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Ac vity
You are given faulty motherboard. How would you analyse the type of failure in the
motherboard?
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Ac vity
You received a customer complaint that the laptop is not giving audio output. How would
you troubleshoot the problem?
Components:
·
·
·
·
·
·
·

System with faulty sound card
Flat/Phillips screwdrivers
Screws
Sound card
Correct drive cables (IDE or SCSI)
Audio cable to a ach CD-ROM drive to sound card
Installa on disk for the new sound card
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UNIT 2.2: Computer Maintenance and Repair
[

Unit Objec ves
At the end of this unit, you will be able to:
1.
2.
3.
4.

Recognize the importance of maintenance
Iden fy the monitoring tools
Execute assembling and disassembling of computers
Recognize the ways for E-waste management

2.2.1 Maintenance
Computer maintenance refers to the ac vi es carried out to have computer systems and
subsystems in good working order. One of the major components of hardware

maintenance is regular and periodic cleaning to ensure that dust and debris do not
hinder the performance of a computer. Physical cleaning of the interior and exterior of
a computer consists of removing dust and debris from hardware components such as
keyboards, cooling fans, and power supplies.
Regular computer cleaning helps prevent problems such as short circuits and overhea ng.
Computer maintenance consists of:
·

System Maintenance: System management includes scheduled and periodic ac vi es
that should be performed to maintain the system such as manage hard drive space,
scan for system errors, virus protec on and defragment the hard drive regularly.

·

Physical Maintenance: To maintain hardware components of a computer, it is
important to keep them clean and away from dust and dirt as well as avoid extreme
temperature changes. Take care to keep liquids away from the computer. Wipe the
monitor and keyboard regularly with a so cloth and avoid using solvents to clean a
computer.

129

Par cipant Handbook

The following ﬁgure shows system maintenance and physical maintenance:

Fig. 2.2.1: System maintenance and physical maintenance

The following ﬁgure explains diﬀerent types of maintenance:
Correc ve /Breakdown
Maintenance

Preven ve Maintenance
•This is performed even if
the computer is s ll
opera ng at its eﬃcient
level. It is done to
prevent degrada on of
performance.

•This type of maintenance
is required when a
system or subsystem
collapses.

Fig. 2.2.2: Types of computer maintenance
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Rou ne Maintenance
•This involves a regular
and scheduled
maintenance service to
perform an overhaul of
machinery.

Service Engineer

Proper maintenance of a computer can keep the computer to run smoothly for years. To
keep a system eﬃcient and to ensure fewer breakdowns, the steps as shown in the
following ﬁgure should be advised to the user by a service engineer:
Use Microso Fix
It

•A free tool from Microso
•Helps users perform simple maintenance steps

Reduce Items
that Run on
Startup

•Check everything that starts when the computer is
switched on
•Programs that are not required to startup with the
computer can be removed from the startup tab.
•Select the Windows bu on and click on “run,”
•Type “msconﬁg” in the box.
•Select the “Startup” tab.

Remove
Programs No
Longer in Use

•Uninstall programs no longer used
•Use the uninstaller tool from the control panel

Clean Your Drive
Clean Your
Browser
Scan for and
Remove
Malware

•Access Disk Cleanup
•Type “cleanmgr.exe” into the run menu
•Delete history, cookies and cached items.
•Scan the system
•Remove any malware found

Scan and
Remove Viruses
and Spyware

•Regularly scan for viruses and spyware and remove
them using An -Virus

Make
Adjustments for
Be er
Performance

•Remove extra visual eﬀects such as mouse shadows
• Click on “computer,” and select“system proper es,”
•Selcet “advanced system se ngs”
•Select “adjust for best performance”
•Reduce screen resolu on

Defrag Your
Drive
Add More RAM
Memory
Upgrade to An
SSD Drive

•Schedule automa c defragmen ng of the drive

•To increase performance ,add more RAM memory
•To make the computer run faster, upgrade to an SSD
drive

Fig. 2.2.3: Steps for keeping the system healthy
[
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2.2.2 So ware Maintenance
So ware maintenance refers to the altera ons and upda ng done in a so ware product
a er its delivery with a view to correct defects or to improve performance. So ware
maintenance involves correc ng errors, enhancing the capabili es, dele ng outdated
capabili es and op miza on.
There are four types of so ware management techniques as shown in the following ﬁgure:
•Maintenance to keep
a so ware product
updated

•Reac ve maintenance
performed to correct
discovered problems.

Correc ve
maintenance

Adap ve
maintenance

Preven ve
maintenance

Perfec ve
maintenance

•Scheduled
maintenance to
detect and correct
underlying errors in
so ware before they
become faults.

•Proac ve
maintenance to
improve performance
or maintainability

Fig. 2.2.4: Types of so ware management techniques

Need of So ware Maintenance
A lot of correc ve or non-correc ve so ware ac ons can lead to changes in so ware.
Maintenance must be performed in order to ensure:
·
·
·
·
·
·

Correc on of faults
Improvement in design
Implementa on of enhancements
Improvement in interface with other so ware
Adap ng programs to enable use of diﬀerent hardware, so ware or system features
Migra on of legacy so ware
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The ﬁve key features of maintenance ac vi es are shown in the following ﬁgure:
·Controlling day-to-day func ons of so ware
·Controlling modiﬁca on of so ware
·Perfec ng exis ng func ons
·Recognizing security threats
·Patching security vulnerabili es
·Preven ng degrada on of so ware performance
Fig. 2.2.5: Maintenance ac vi es

So ware Update
Regular updates are essen al to correct so ware bugs and deal with security weaknesses
in so ware packages and opera ng systems. It might not be important to update a program
that is not used regularly, but there are some programs such as OS, browser and an virus
that must be updated on a consistent basis.

Never ever skip upda ng security suites as they protect the computer. The security
suites should be updated regularly.
Not upda ng important so ware, such as OS, an virus or an malware program or
browser, may lead to system crashes, problems, bugs and other issues. The follo wing ﬁgure
describes the importance of upda ng so ware:
Be er Func onality

Safety from Security
Vulnerabili es

Squashing Bugs

Upda ng the so ware will provide feature and speed enhancements.
Updates provide safety from known security holes. When there is a
new release, logs and update notes reveal previously-known exploits
that have already been patched.
Due to con nuous development of the so ware, bugs start to
appear. Updates ﬁx the bugs and provide more eﬃcient so ware.

Fig. 2.2.6: Importance of upda ng so ware
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There are a variety of ways to update so ware, as described in the following ﬁgure:
·Automa c Updates
If a computer is on an Internet connec on, allow the programs to
automa cally download and install updates
When se ng up a new computer with Microso Windows, select automa c
updates for a Windows opera ng system
·Automa c Alerts for Updates
If the Internet connec on is slow, have the computer automa cally check for
updates
Do not download or install them
An alert appears sta ng that updates are pending
Install the updates when the internet is faster
·Manual Upda ng
Turn oﬀ automa c update
Select manual updates
Click on “check for updates” when connected to the Internet
Oﬄine Upda ng
•If a computer does not have access to the Internet, download updates from a
computer that is connected to the Internet
•Use a disk or ﬂash drive to transfer them to the computer which needs to
install the updates
•Ifseveral computers need the same update, then one computer can download
the update and share amongst all the computers
Fig. 2.2.7: Ways for upda ng so ware

Malware Issue
Malicious so ware or Malware is any so ware created with an intent to harm a computer
by disrup ng opera ons, gathering delicate informa on, acquiring access to one’s private
computer systems or displaying undesirable adver sing without the knowledge or
permission of the owner.
Malware takes advantage of any security defect such as bugs or any other vulnerability in
the design of the OS, applica ons, and suscep ble versions of browser plug-ins such as
Flash Player, Acrobat Reader. At mes, even a er new versions of such plug-ins are
installed, the old versions do not get uninstalled.
Programs have been speciﬁcally developed to combat malware. Some of these programs
are:
·

An -virus and An -Malware So ware
An virus so ware, also referred to as ant i-malware so ware, is a so ware that helps
to prevent, detect and remove unwanted, malicious so ware from a computer.
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Malicious so ware of malware is a so ware used to harm the computer and disrupt its
func oning with the inten on of gathering personal informa on from the computer.
In absence of a good an virus so ware, hackers can infect the school computers with
malware and steal sensi ve data such as passwords, personal data, and iden ty.
An -malware programs can ﬁght malware in two ways as shown in the following ﬁgure:

An Malware Program

1. Oﬀers real me protec on against installa on of any malware so ware on a system.
2. Searches for malware in incoming data
3. Blocks any threat it ﬁnds

1. Detects and removes already installed malware
2. Scans the contents of the Windows registry, OS ﬁles and programs installed on a
computer
3. Provides a list of threats found
4. Enables the user to select which ﬁles to keep, or to compare and remove ﬁles that
match the list of known malware

Fig. 2.2.8: Ways for comba ng malwares

·

·

Website security scans
When a malware compromises a website it harms the reputa on of the website and
may even lead to ge ng blacklisted in search engines.
Website security scans use automated so ware tools to perform tests and checks on a
website in order to ﬁnd the poten al vulnerabili es in the applica on and report any
security issues found.
Patch
A patch is a piece of so ware code that is used to correct an issue, usually called a bug,
in a so ware program or an opera ng system. Patches enable users to ﬁx security
vulnerabili es improve the usability or performance of a program. Patches can also
help in preven ng malware a acks by constantly upda ng the s o ware.
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2.2.3 Windows Maintenance
Maintenance of an OS includes keeping the OS, in this case Windows, and all its applica ons
up-to-date, keeping the OS secure, and preven ng from an virus or malware entering the
OS. A few built-in system maintenance tools available in Windows opera ng system are:

Performance Monitor
The Performance Monitor is an applica on that allows the user to observe CPU or memory
usage by programs running on a computer. It can be used to view the performance of a
system either in real me or at a later me by collec ng informa on in a log.

Computer Management and Administra ve Tools
Computer Management and Administra ve Tools are a set of advanced tools that help a
user or an administrator manage a computer. These tools are contained in a single folder
in Control Panel to enable users to have an easy access and can be opened by
selec ng Computer Management applica on. This window contains the tools as shown in
the following ﬁgure:
Task Scheduler:

•Enables the user to customize the scheduled tasks on system
and create custom scheduled tasks

Event Viewer:

•Enables the user to view and ﬁlter events such as installa on
of so ware, applica on crashes and BSoD

Shared Folders:

•Enables the user to view the folders shared over the network
on computer

[

Disk Management:

Services:

•A built-in par

on manager

•Enables the user to control the services running in
background in Windows.

Fig. 2.2.9: Computer management applica on content

The Administra ve Tools also contains some u li es such as the Windows Firewall along
with Advanced Security applica on which helps the user in crea ng advanced ﬁrewall rules.

Advanced User Accounts Tool
The Advanced User Accounts tool enables a user to manage diﬀerent user accounts on a
computer. It can be opened by typing either ‘netplwiz’ or ‘control userpasswords2’ in the
RUN dialog box of the start menu.
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Disk Clean-up
Windows’ Disk Cleanup u lity enables the user to free up disk space on a computer’s hard
drive. It searches the system for temporary ﬁles, memory dumps to previous system restore
points and le over ﬁles from Windows upgrades. These unnecessary ﬁles can then be
deleted. To access it, open the Start menu or Start screen and search for Disk Clean-up.

Group Policy Editor
The Group Policy Editor enables the system administrator to customize and lock down PCs
on a network. It is available only on Professional or Ul mate edi ons of Windows. On
Windows 8, it enables the user to skip directly to the log-in screen by disabling the lock
screen. It can be accessed by typing gpedit.msc at the Start menu.

Registry Editor
The registry includes essen al informa on on opera ng system, installed applica ons as
well as personal se ngs for each applica on or user. C ertain window speciﬁc issue can be
resolved only by manually edi ng the registry. Registry editor enables the user to create,
manipulate or delete registry keys and values. To access it, open the Start menu or Start
screen and type ‘regedit’.

MS Conﬁg
[

The System Conﬁgura on window controls the start -up programs on Windows OS. It also
enables the user to customize the boot loader. It can be launched by typing ‘msconﬁg’ into
the Start menu or Start screen. However, Windows 8 onwards a start-up program manager
is built into the Task Manager itself.

System Informa on
The System Informa on utility allows the user to acquire system conﬁgura on informa on
related to the hardware, so ware and drivers installed on the current computer. It collects
data from the registry, ini aliza on ﬁles and opera ng modules and displays it in
hierarchical view. To access it, ‘System Informa on’ is to be searched in the the Start menu
or Start screen.

Disk Defragmenter
There may be mes when a disk defrag process has to be stopped mid-way. The main
func on of the disk defragmenter is to ensure that termina ng the defrag process at any
me does not lead to any adverse eﬀect. It enables the user to defrag mul ple volumes
simultaneously. The following ﬁgure shows the steps for launching the disk defragmenter:

Start

All
Programs

Accessories

Fig. Fig 2.2.10: Steps for launching disk defragmenter
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System Restore
[

In case of situa ons such as system crash, important system ﬁles, registry keys and installed
programs can get corrupted. Windows has an in-built System Restore u lity which allows
the user to reverse certain changes made to an opera ng system so that the cri cal
programs can be returned to a previous state in case of any disaster.

2.2.4 Computer Hardware Maintenance
Computer hardware is generally reliable and most computer problems are related to
so ware issues. However, computer hardware can become damaged over me and
hardware maintenance is necessary for keeping computers up and running.
The physical components of a computer such as monitor, data storage, HDD, graphic card,
keyboard, sound card, RAM and motherboard are very suscep ble to dust and dirt.
Computer hardware maintenance entails taking care of and keeping these components in
good working condi on.

[

Fig. 2.2.11: Computer hardware maintenance

Most of the common hardware problems can be avoided by taking the following preven ve
measures:
·

Dust Control
An important part of computer maintenance is preven ng dust from accumula ng in a
computer. Dust can lead to mechanical failures in computer components with moving
parts. It is very important to regularly dust or wipe the computer with a dry cloth or
duster. The use of dust covers is advised as it minimizes dust. In addi on, care should
be taken to blow out dust that has built up inside the computer case by using
compressed air.

·

Heat Control
Computer parts especially the CPU, produce a large amount of heat while opera ng. If
this heat is not allowed to dissipate, computer can get damaged due to overhea ng.
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This is the reason why computers have fans and heat sinks. It is therefore important
that the air ﬂow to the computer is not blocked. It is also not advised to use a desktop
in an enclosed cabinet. A laptop should not be le running for long dura ons on a so
surface such as a bed or a sofa.
·

Surge Protec on
If the electrical supply does not have a uniform and well controlled voltage, it will lead
to voltage surges. Voltage surges can also be caused due to thunderstorms or when
power returns a er an outage. These voltage surges cause a lot of damage to the
computers and it is important to protect against such events. Surge protec on can be
provided by following ways:
o

o

o

[

Use surge protec ng power strips: These devices contain a fuse that shields 4 or 5
outlets. In the event of a power surge, the fuse gets blown thereby protec ng the
computers.
Use surge suppressor: Install surge suppressor at the point of entry of the main
power. All the electrical components plugged in to electrical sockets within the
room will be protected in case of a power surge.
Use uninterrupted power supplies (UPSs): A UPS protects the computers by
controlling the voltage sent to the sockets located on the UPS. It also contains a
ba ery that enables the computers to con nue opera on even a er a power
outage.

Computer hardware maintenance also includes other types of maintenance as shown in
the following ﬁgure:

Laptop Maintenace

Desktop Maintenance
Fig. 2.2.12: Desktop and laptop maintenance

Desktop Maintenance
The desktop maintenance includes removal of dust and debris from the hardware units of
the desktop. The desktop maintenance includes the following steps:
·

Cleaning of case
Dust or wipe the case with a so cloth. Clear all obstruc ons from ven la on ports.
Clean the internal parts of a computer or the op cal and ﬂoppy drives with compressed
air. Take care not to blow dust into the inte rior of a computer. A ll cables must be ﬁrmly
attached to their respec ve connectors on the case.
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·

·

·

·

·

Maintaining a mechanical mouse
To clean a non-op cal mouse, unscrew the ring and remove the ball. Clean the
accumulated dirt from the plas c rollers that are set 90 degrees apart inside the
housing of the ball.
Keeping a neat keyboard
The best way to clean the crumbs from between the keys of a keyboard is by turning it
upside down and shaking it. If that is not enough, use compressed air. If the keys are
stuck, pry them oﬀ for easier cleaning.
Cleaning of monitor
Use a so cloth to wipe the monitor case. Take care to clear any obstruc ons out of
the vents. Use a glass cleaner and a lint-free cloth to clean the screen as the underlying
glass is fragile. Clear any magne c interference.
Check power protec on
Check that the cables are plugged properly into the surge protector. Ensure that the
unit's warning indicator is func oning.
Swipe CD and DVD media
Use a so and moist cloth to wipe each disc. While cleaning move outward towards the
edge star ng from the centre. Ensure that the disc is not wiped in a circular mo on.

Laptop Maintenance
[

It is important to perform periodic preven ve maintenance of a laptop to ensure that it
runs eﬃciently. The ﬁrst step is to clean the laptop chassis regularly . The performance of a
laptop can be enhanced by keeping the components ght and secure, periodically assessing
the ba ery, and keeping the opera ng system and hard drive clean. The following ﬁgure
shows the steps involved in cleaning a laptop:
Clean the exterior, screen, and keyboard

Clean the touchpad

Use compressed air to clean out the ports, vents, keyboard, and
other cracks

Apply the cleaning solu on to the LCD screen

Fig. 2.2.13: Laptop maintenance
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2.2.5 Tes ng of Computer Hardware
Computer hardware components need to be tested on a regular interval to check whether
they need maintenance or repair. The following table lists some tes ng and monitoring
tools in-built in the opera ng system:
Tool
Windows
Memory
Diagnos c

Func on
It can restart the
computer and check
the memory of the
system for defects.

Screenshot

Source:
h ps:// hmb.tqn.com/7Cwud1lKopo2AmW
TlNx45GBhVxc=/ 1280x853/ﬁlters: no
upscale () /about/WMD_test56a6f9a65f9b58b7d0e5caee.jpg
Resource
Monitor
[

It oﬀers a
comprehensive look
at usage of
resources in a
computer.
It enables the user to
see the per-process
sta s cs for
resources such as
CPU, disk, network,
and memory
graphics.
The user can view
processes that are
heavily using the
disk or network, or
are interfacing with
Internet addresses
and so on.
To launch the
Resource Monitor,
click the
Performance tab on
the Task Manager
and select Resource
Monitor.
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Performance
Monitor

Computer
Management
and
Administra ve
Tools

[

Device manager

Another way to
access it is to search
for Resource
Monitor at the Start
menu or Start
screen.
The Performance
Monitor applica on
allows the user to
collect performance
reports and view
them. It can be used
to log performance
data over me,
including
determining how
system changes
aﬀect performance,
or to monitor the
performance of a
remote computer in
real- me.
The Performance
Monitor is actually
one of many
Microso
Management
Console (MMC)
tools. Many of these
can be found in the
Administra ve Tools
folder. They can be
also opened in a
single window by
opening the
Computer
Management
applica on.
The classic Windows
Device Manager
allows the user to
view the devices
connected to
computer, disable
them, and conﬁgure
and update their
drivers.

[[[

[[[[[ [

Fig. 2.2.14: Tes ng computer hardware
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2.2.6 Assembling and Disassembling a Desktop and Laptop
The desktop or laptop need to be disassembled and assembled if the components inside a
laptop or a desktop need to be repaired or cleaned.

Assembling and Disassembling a Desktop
The steps to assemble and disassemble a desktop are shown in the following ﬁgure:

[
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[

Fig. 2.2.15: Assembling and disassembling a desktop
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Assembling and Disassembling a Laptop
The steps to assemble and disassemble a laptop are shown in the following ﬁgure:

[
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[

Fig. 2.2.17: Assembling and disassembling a laptop
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[

2.2.7 Upgrading RAM, HDD and Other Parts
If a system is having problems such as less storage capacity, low RAM speed or slow
processor, the hardware components need to be upgraded.

Fig. 2.2.18: Upgrading HDD
[

Upgrading RAM of Desktop
The steps to upgrade the RAM of a desktop are shown in the following ﬁgure:

Find out the current
RAM

Remove the cover
from computer tower

Pull out the old RAM

Select a RAM
compa ble with the
computer's
motherboard

Prepare the computer

Install the new
computer memory
card

Find out the number
of RAM slots in the
motherboard

Choose the amount of
RAM needed

Test new RAM
upgrade

Fig. 2.2.19: Upgrading RAM of desktop
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Upgrading RAM of Laptop
The steps to upgrade the RAM of a laptop are shown in the following ﬁgure:

[

Find out the current
RAM

Insert the new RAM
into the bo om slot at
a 45-degree angle, with
the gold edge facing
down

Use even pressure with
ﬁngers at the top of the
module to push it into
place

Select a RAM
compa ble with
laptop's motherboard

Remove Any Memory
in the Upper Slot by
pushing apart the clips
holding it in place.

Insert the old RAM in
the upper slot

Find out the number of
RAM slots in the
motherboard

Undo the screws and
remove the back cover

Test new RAM upgrade

Choose the amount of
RAM needed

Prepare laptop

Fig. 2.2.20: Upgrading RAM of laptops
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Upgrading the HDD of Desktop
The steps to upgrade the HDD of a desktop are shown in the following ﬁgure:

Understand system
compa bility and make
sure to have the right
type of hard drive for the
computer

Open both sides of
computer case by
removing screws at the
back of the tower and
sliding the panels oﬀ

Remove the screws
holding the hard drive
inside the computer case.
Iden fy the data and the
power connectors and
disconnect them

Remove any screws that
are holding the drive to
either the computer case
or the hard drive cage

Connect the hard disk to
the mother board

Connect the power cable
to the hard disk

Fig. 2.2.21: Upgrading HDD of desktop
[

Upgrading the HDD of Laptop
The steps to upgrade the HDD of a laptop are shown in the following ﬁgure:
Understand system
compa bility and
make sure to have the
right type of hard drive
for the computer

Take a full backup of
the system

Flip the laptop over
and remove the
screws that hold the
keyboard deck in place

Remove the keyboard
and other components
that hide the hard
drive or prevent
dislodging the
motherboard

If the hard drive is
situated under the
motherboard, remove
the motherboard

Disconnect the hard
disk drive from the
motherboard

Connect the new hard
disk and close the case

Fig. 2.2.22: Upgrading HDD of laptop

149

Par cipant Handbook

Upgrading Laptop’s Hard Drive to an SSD
The steps to upgrade the hard drive of a laptop to SSD are shown in the following ﬁgure:

Make a full backup
of system

Move large folders
on the SSD

Clean up drive for
addi onal space

Resize the current
drive par on to
be the same size or
smaller than the
SSD

Ini alize the SSD
using disk
management tool

Physically connect
the SSD

Install disk cloning
so ware

Select the source
and des na on
drives in the
cloning so ware

Review the layout
and start cloning

Li the old drive up
about 30 or 45
degrees and pull it
out

Look for any screws
securing drive to
the laptop

Turn the computer
oﬀ and remove the
back panel

install the SSD in its
place and put the
back panel on

Turn laptop on and
check the working
of the system

[

Fig. 2.2.23: Upgrading laptop’s hard drive to an SSD
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Upgrade the Processor of Desktop
The steps to upgrade the processor of a desktop are shown in the following ﬁgure:

Turn oﬀ PC and remove
the power cable

Unscrew computer's
case and remove the
cover

Iden fy motherboard,
current processor chip,
RAM memory cards,
and video card

Choose a motherboard
as per the requirement

If current motherboard
does not support the
new processor, buy a
new motherboard

Iden fy the socket
motherboard has

Open the case, unclip
the heatsink oﬀ the
retaining board and pull
the heatsink oﬀ

Open the lever on the
side of the socket and
gently li old CPU oﬀ
the socket

Push the new CPU in,
lining it up like before

[

Fig. 2.2.24: Upgrading processor of desktop
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Upgrade the Processor of Laptop
While it may be possible to upgrade a laptop's processor, it's not recommended for the
following reasons:
Replacing the processor will void laptop's warranty

Unless exact pinout of exis ng CPU is known, an incompa ble processor may
get installed

[

The BIOS in laptop may not recognize the new processor and the laptop may
never boot. Double check that BIOS will support it.

If the thermal paste is not applied correctly, the new processor may overheat

Unless the processor's heatsink is designed to handle the addi onal thermal
load in laptop, thelaptop may overheat or damage other components such
as the LCD screen
If proper ESD handling techniques are not known, it might short out the
processor during the installa on process
Fig. 2.2.25: Reasons for not upgrading processor of laptop

2.2.8 E-Waste Management

[

Electronic waste or e-waste refers to the discarded electrical or electronic devices. Used
electronics which are des ned for reuse, resale, salvage, recycling, or disposal are also
considered e-waste. Informal processing of e-waste can lead to adverse human health
eﬀects and environmental pollu on.
Electronic scrap components, such as CPUs, contain poten ally harmful components, such
as lead, cadmium, beryllium, or brominated ﬂame retardants. Recycling and disposal of ewaste may involve signiﬁcant risk to workers and communi es. Great care must be taken
to avoid unsafe exposure in recycling opera ons and leaking of materials, such as heavy
metals from landﬁlls and incinerator ashes.
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The following ﬁgure shows a recycle bin ﬁlled with e-waste:

Fig. 2.2.26: Recycle bin ﬁlled with old "e-waste” of out dated computers, cell phones and related items

The diﬀerent methods used in E-Waste Management of computer hardware are as follows:
[

Consumer recycling
Consumer recycling op ons consist of selling or dona ng computers to organiza ons in
need, sending devices back to their original manufacturers or giving components to a
recycler or refurbisher.

Scrapping recycling
The rising price of precious metals coupled with the high rate of unemployment has led to
a larger number of amateur electronics recyclers. Computer parts are stripped of their most
valuable
components
and
sold
for
scrap.
Metals
such
as copper, aluminium, lead, gold and palladium are recovered from computers.

Corporate recycling
Businesses seeking a cost-eﬀec ve way to recycl e large amounts of computer equipment
responsibly face a more complicated process.
They have the op ons of selling or contac ng the Original Equipment Manufacturers
(OEMs) and arranging recycling op ons.
Some companies pick up unwanted equipment from businesses, wipe the data clean from
the systems, and provide an es mate of the product’s remaining value. For unwanted items
that s ll have value, these ﬁrms buy the excess IT hardware and sell refurbished products
to those seeking more aﬀordable op ons than buying new. Companies that specialize in
data protec on and green disposal processes dispose oﬀ both data and used equipment,
while employing strict procedures to help improve the environment.

153

Par cipant Handbook

Sale
Online auc ons are an alterna ve for consumers willing to resell for less cash. Online
classiﬁed ads can be risky due to forgery scams and uncertainty.

Take back
When researching computer companies before a computer purchase, cons umers can ﬁnd
out if they oﬀer recycling services. Most major computer manufacturers oﬀer some form
of recycling. At the user's request, they may mail in their old computers or arrange for
pickup from the manufacturer.
[

Exchange
Manufacturers o en oﬀer a free replacement service when purchasing a new PC. Dell
Computers and Apple Inc. take back old products when one buys a new one. Both refurbish
and resell their own computers with a one-year warranty.

Dona ons/Nonproﬁts
With the constant rising costs due to inﬂa on, many families or schools do not have the
suﬃcient funds available for computers. Old computers can be donated to such families or
schools.

Junkyard compu ng
The term junkyard compu ng is an expression for using old or inferior hardware to fulﬁll
computa onal tasks. It u lizes abstrac on of computa onal resources via so ware,
allowing hardware replacement at very low eﬀort.

2.2.9 Conﬁguring wireless Internet in a Laptop
The following equipment is needed to set up a wireless network:
·

Broadband Internet connec on and modem
A broadband Internet connec on is a high-speed Internet connec on. Digital
Subscriber Line (DSL) and cable are two of the most common types of broadband
connec ons. An Internet service provider (ISP) needs to be contacted to get a
broadband connec on. Typically, ISPs that provide DSL are telephone comp anies and
ISPs that provide cable are cable TV companies. ISPs oﬀer broadband modems or a
combina on modem/wireless routers. These can also be found at computer or
electronics stores and online.

[

·

Wireless router
A router sends informa on between a network and the Internet. With a wireless
router, a Pc can be connected to the network using radio signals instead of wires. There
are several diﬀerent kinds of wireless network technologies, which include 802.11a,
802.11b, 802.11g, 802.11n, and 802.11ac.
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·

[

Wireless network adapter
A wireless network adapter is a device that connects PC to a wireless network. To
connect a portable or desktop PC to wireless network, the PC must have a wireless
network adapter. Most laptops and tablets and some desktop PCs come w ith a wireless
network adapter already installed.
To connect a PC to wireless network, the following steps need to be taken:
1.
2.
3.
4.

Select the Network op on in the no ﬁca on area.
Choose the network, and select Connect.
Type the security key also called the password.
Follow addi onal instruc ons if there are any.
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[[

Ac vity
Match the followings.
1.

E-waste Management

a.

Hardware tes ng

2.

Resource Monitor

b. Surge Control

3.

Hardware Maintenance

c.

4.

Task Scheduler

d. System Scan

5.

An virus

e.

[
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Ac vity: Roleplay
[

You are a service engineer. A user has asked you how a computer can be kept healthy for
a long me. Suggest and advise the user the steps to follow for this.
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Ac vity
Perform the task of regular maintenance of:
a. Laser printer
b. Inkjet printer
[

Components:
1. Laser and Inkjet printer
2. Service manual
3. Print rollers
4. Denatured alcohol or so toothbrush
5. Prin ng papers
6. Cartridge
7. Printer ribbon
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Ac vity
[

Perform all the tasks which should be done under:
1. Weekly Computer Maintenance
2. Monthly Computer Maintenance

159

Par cipant Handbook

Ac vity
[

Perform the task of system restore on windows 7 system?
Components:
Windows 7 system.
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Ac vity
[

Perform the task of system restore from the boot menu.
Components:
System with windows OS
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3. Manage Hardware
at Customer Facility

Unit 3.1 – Maintaining Hardware/So ware at
Customer’s Facility
Unit 3.2 –Managing Assets and Warranty
Unit 3.3 –Monitoring the System
Unit 3.4 –Maintaining Schedules and Records
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Key Learning Outcomes
At the end of this module, you will be able to:
1.
2.
3.
4.
5.

Iden fy the work processes at customer’s facility
Manage and resolve issues at the facility
Explain the importance of managing assets and warranty
Iden fy the tools to monitor the system
Describe the maintenance schedules and records
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UNIT 3.1: Maintaining Hardware/So ware at
Customer’s Facility
Unit Objec ves
At the end of this unit, you will be able to:
1.
2.
3.
4.
5.

Iden fy the work processes at customer’s facility
Troubleshoot issues
Perform fault tolerance and fault handling
Resolve general hardware issues
Manage issues beyond the scope of a service engineer

3.1.1 Work Processes
Within an organiza on, customers’ issues are reported to the IT service engineer either
through an email or through a telephone call. These issues are logged into the system by
the service engineer or by the repor ng person. Depending on the severity of the issue, the
issues are resolved by the service engineer.
There may be cases where the issues cannot be resolved remotely and need the service
engineer to visit the customer’s facility for resolu on. When service engineers visit a
customer’s facility, then there are certain work processes that they need to follow.
There are some common work processes at the customer’s facility that a service engineer
to adhere to. The following ﬁgure lists these work processes:
Read and understand the service request to know the problem of the customer.
Be aware of the policy and restric ons to be followed at the customer's facility.
Seek details of the problem/issue.
Understand the conﬁgura on of diﬀerent systems, architecture and layout.
Check for the IT hardwares such as storage, network devices, computers and server
systems.
Resolve the issue by replacing the faulty module. If any external support is required,
contact the appropriate person.
Fill the required documents such as service bill, service report, log book and so on.
Take feedback from the customer in the organiza on's feedback form.
Fig. 3.1.1: Common work processes at the customer’s facility
[[[[[[
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[[

3.1.2 Assess Applica ons and Equipment in Use
The service engineer should be aware of the types of applica ons that run on the systems
of customers and the importance of these applica ons to the customer. Furthermore,
service engineers also need to be aware of the cri cal hardware used at the customer’s
facility. Typically, server systems and network conﬁgura ons are the most cri cal
equipment and hardware in any organisa on.
To analyse and iden fy the cri cal applica ons and hardware at customer’s site, the service
engineer should follow some key points, as shown in the following ﬁgure:
Acquire knowledge about the work processes and support
service policies of the organisa on
Iden fy the type of applica ons that are generally run on
the computers by the customer

Iden fy the hardware and peripheral devices used

Iden fy and assess the cri cality of the issue that the
customer is facing
Assess the impact of the faulty module on other
hardware
Assess the probable loss that may happen if there is a system
breakdown
Fig. 3.1.2: Key points for assessing cri cal issues

Also, service engineers should check the call log database to be aware of similar pro blems
faced by other customers. This helps in faster resolu on of issues and thus saves me and
eﬀort. Therefore, it is impera ve that based on the log database, the service engineer stock
the replacement spares for regularly occurring problems.
For example, a customer reports that the printer is not prin ng anything on the paper. The
customer has also tried switching the printer on/oﬀ and unplugging the printer. The service
engineer has tried to resolve the issue remotely by sugges ng the customer to check the
print queue. But the problem is not resolved. The print queue shows that the ﬁle is prin ng,
but the paper is blank.
Now, the service engineer would typically check the log database and from there come to
know that the primary issue in such cases is that the ink cartridge is empty and the printer
driver is not able to iden fy this problem. Therefore, when service engineer visits the
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customer site to resolve this issue, it is ideal for them to carry new cartridges for the printer
along with the invoice. Since this is a very common problem and the possible resolu on is
to replace the cartridges with new ones, therefore the service engineer should keep the
spare ready and take them along for site visit.
[[[
[

[

3.1.3 Troubleshoo ng
Service engineers need to iden fy whether the root cause of the problem lies in hardware
or so ware. Hence, they need to troubleshoot the related components to look into the
details of the problem.
For example, the client’s printer is not working properly. To resolve the problem, the service
engineer should check:
·
·
·

Whether there is problem in connec on
Or in the printer
Or in the driver installa on

In addi on, a service engineer should be aware of fault tolerance and fault handling
techniques. Fault tolerance means the ability of a system to con nue working in the event
of a fault that may be due to hardware or so ware. It becomes easy to troubleshoot a
device when the system is equipped with these techniques.
Fault handling means that once the fault has been iden ﬁed, the service engineer should
be aware of all possible causes and their corresponding resolu ons.
The overall ac on plan for handling so ware faults is shown in the following ﬁgure:

Fig. 3.1.3: Ac on plan for handling so ware faults
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The overall ac on plan for handling hardware faults is shown in the following ﬁgure:

Fig. 3.1.4: Ac on plan for handling hardware faults

So ware Fault Tolerance
So ware fault tolerance refers to the ability of a so ware to con nu e opera on even if
there are system or hardware faults present in the system. It provides the so ware the
ability to detect a fault occuring, or have already occurred, and recover from it.
So ware fault tolerance techniques can be used to lessen the impact of so ware faults.
The objec ve of these techniques is to nullify the damage that is caused by so ware faults.
A service engineer should be aware of these techniques so that it becomes easy for him/her
to troubleshoot issues at the customer’s facility. The following ﬁgure lists some techniques
of so ware fault tolerance which a service engineer should know:

Timeouts

Audits

Incremental Reboot

Fig. 3.1.5: So ware fault tolerance techniques

Timeouts
Timeout is used by most of the real me systems that process data which comes i n without
any buﬀering. A meout signals that some components which are involved in the process
have faulted and a ﬁx is required. There are two possible ac ons for this process, Retry or
Abort.
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[

The following ﬁgure shows how Retry and Abort work:

Retry

Abort

Sends the message again by
reinvoking the same feature.

This leads to abort the feature
when meout is reached.

If an applica on level message is
resent and it is unable to reach
the feature as the system is
under reboot., Timeout will
Retry sending the message ll
the system gets rebooted.

When the system is clogged up
as a result of errors, Abort is the
safest and simplest op on in
recovering and clearing the
errors.
[

Fig. 3.1.6: How Retry and Abort work

The Timeout messages vary from one pla orm to another. The following ﬁgures show
typical meout messages on diﬀerent pla orms:

Fig. 3.1.7: Timeout messages on diﬀerent pla orms
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Whether a request should be cancelled or retried depends on several factors. The following
ﬁgure lists few of these factors:
How important
is system
stability

When system stability is important, the Retry op on should be
used.
For example, one should not abort a system startup feature on a
single meout.

How important
is system
performance

When system performance is the main concern, star ng and
stopping of opera ons frequently may lower system perfromance.
So, abor ng the feature is be er op on on meout the feature.

Implementa on
of complexity
level

If the user keeps on retrying without considering the abort op on,
the whole design may go beyond debugging because of the code
ge ng complicated.

Fig. 3.1.8: Factors for choosing Retry or Cancel

Most of the mes the two op ons, Retry and Cancel, are used together. If no response is
recived a er retrying a feature certain number of mes then the feature might be aborted.

Audits
Audit is a method of checking the consistency of data structures across mul ple processors
in a system.
Service engineers should be able to read the audit log ﬁles. These ﬁles are output of the
Audit programs that are deﬁned in a system. For example an Enterprise Resource Planning
(ERP) system has more than one layer and contain mul ple processors. Hence, any brea k
in signals because of hardware failures, so ware bugs, protocol failures, or any
independent processor reboot may lead to data inconsistency.
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The following ﬁgures show some sample audit log ﬁles:

Fig. 3.1.9: Sample Audit log ﬁles

Incremental Reboot
Reboo ng the so ware processors repeatedly is me consuming. To save me, as well as
work disrup ons, real- me systems use incremental reboot procedures. The following
ﬁgure shows the system reboot levels:
First Level Reboot
•Opera ng system reboot only
Second Level Reboot
•Opera ng system reboot + confgura on data download
Third Level Reboot
•Program reload + opera ng system reboot +
confgura on data download
Fig. 3.1.10: System reboot levels

171

Par cipant Handbook

Generally, ﬁrst level reboot reolves the issue. However, some mes, the processor keeps
ﬁrst level reboo ng of the system. This results overﬂowing of the ﬁrst level reboot counter,
which in turn leads to second level reboot.
Typically, second level reboot resolves the issue. In case, even the second level reboot is
unable to resolve the issue, then the processor keeps second level reboo ng of the system.
This results overﬂowing of the second level reboot counter, which in turn leads t o third
level reboot.

Hardware Fault Tolerance Techniques
Hardware fault tolerance provides a real - me system the ability to run even when there is
hardware failure. Cri cal systems, such as servers, should have this arrangement
incorporated to nullify loss. The techniques used to incorporate hardware fault tolerance
are Redundancy, Load Balancing and Memeory Mirroring.

Redundancy
Real- me systems are installed with redundant hardware so that whenever a fault takes
place, they takeover and thus prevent down me and loss. Some methods of hardware
redundancy are:
·

One for One redundancy – Each hardware module contains a redundant module,
Passive module. The primary module (Ac ve) and the secondary module (Passive,
redundant module) are exact replica of each other. The Passive module monitors the
Ac ve one and takes over if there is an Ac ve module failure. The probability of failing
of both the modules at the same me is very low.

·

N+X Redundancy – Similar to the One for One Redundancy method, this method uses
a speciﬁc number (say, X) of Passive modules for N number of Ac ve modules.
Moreover, there is also a main hardware module which monitors and tracks the Ac ve
N modules. This main module decides which Passive module will take over in case an
Active module fails.

Load Balancing
In ideal condi ons, the hardware modules share the load. There is a top-level module, the
main module, which evenly distributes the load and maintains health status of hardware
modules simultaneously.
If any hardware module fails, the main module enables distribu on of load among the rest
of the modules. This setup makes a compromise with the system performance but ensures
availability of system at all mes.
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The following ﬁgure shows a typical load balancing system:

Fig. 3.1.11: A typical load balancing system

Memory Mirroring
In this technique, the system setup contains of two parity based memory and two CPUs –
one ac ve and one passive.
The passive CPU does not have any memory and the ac ve CPU keeps wri ng on both the
memories. Passive CPU monitors the ac ve CPU con nuously. If a fault is detected, it takes
over. When the memory is read, both memory are compared. If there is any mismatch,
processor considers the output of the correct memory and tag the other one as faulty.

3.1.4 Fault Detec on
If a fault detec on mechanism is developed in a system, then mely fault detec on and its
immediate isola on from the en re system to a safe unit is important.
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Some commonly used fault detec on techniques are:
Sanity Monitoring
•In this technique, the monitoring module recives regular health messages
about the module which is being monitored.
•In case as series of health messages (predeﬁned) are not recieved by the
monitoring module, then a fault is reported by the monitoring module about
the monitored module.
Watchdog Monitoring
•This technique is used for modules that hangs or stops opera ng.
•The monitored module has a a ached hardware mer (the watchdog), which
never allows Timeout.
•Typically, this mer is programmed to restart periodically.
•When the monitored module hangs or, in case of an appica on, is not
responding, the watchdog raises an alarm.
•The module is then reset and a signal is send to the main unit.
Protocol Faults
•This technique is not a preferred one.
•In this technique, if any one unit in a network fails, then the en re network
has protocol faults.
•Then, the faulty unit has to be discovered and secluded from the rest of the
un s.
In-service diagnos cs
•This technique performs simple checks to diagnose faults of working modules.
•These checks ensure that they do not disrupt the rou ne func oning of the
hardware modules.
Fig. 3.1.12: Commonly used fault detec on techniques

Hardware diagnos cs is used to check the health of the system and is run on most
computers. This is also used to detect faults on normal opera onal computers. The
following ﬁgure shows diﬀerent types of tests for running hardware diagnos cs:

Power On Self
Tests (POST)

Out of Service
Tests (OST)

Fig. 3.1.13: Diﬀerent hardware diagnos cs steps
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3.1.5 Fault Avoidance
Fault avoidance is a process oriented approach to avoiding faults or failures in the
applica ons or so ware of the system.
The whole aim of enabling fault avoidance in a system is to ensure that, at any given me,
the system or its modules do not fail. However, remember that a system cannot survive
with only fault avoidance in place–fault tolerance and detec on must be there in the
system as well.
Fault avoidance best works for simple systems (not for complex systems as they are always
vulnerable to threats) and it works well when applied with fault tolerance mechanisms.
So before sugges ng fault avoidance techniques to a customer, a service engineer needs
to be well aware of the type of system and how fault avoidance may prove beneﬁcial for
the customer’s system.

3.1.6 Fault Handling Mechanism
The following ﬁgure shows the mechanism of fault handling by an ac ve unit in a
redundancy pair:

Fig. 3.1.14: Mechanism of Fault Handling

[[[[

The system consists of A as an ac ve unit and B as the standby unit. When A fails, B detects
the fault using the techniques and becomes ac ve. The state of A is marked as suspect,
pending diagnos cs. Then, the system informs the operator about the current non redundant conﬁgura on of the system. Diagnos cs scheduled on A include power -on
diagnos cs and hardware interface diagnos cs.
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If the diagnos cs on A pass, it is tagged as standby unit. If the diagnos cs fail, it is marked
as failed and the operator is informed about the failed card. The operator replaces the
failed card with new one. Then, the system checks the new card to ﬁnd if the new card is
healthy.
A start monitoring B which is currently ac ve. The system then restoes the redundancy and
marks the non-redundant conﬁgura on alarm as cleared. Ones the redundancy has been
restored, the operator switches the two copies and restores the original conﬁgura on.

Handling Processor Reboot
A real- me system contains mul ple processors which are meant to per form diﬀerent
roles. Each processor is vulnerable to both hardware failure and so ware failure leading to
reboot. Hence, these systems are incorporated with the mechanism to handle processor
reboot to ensure smooth func oning.
The ﬁgure lists the steps to be followed for processor failure and recovery handling:
Processor
failure
detec on

Cleaning
up on the
processor

Processor
recovery

Data
reconcilia o
n

Audits

Fig. 3.1.15: Steps to handle processor failure

Processor Failure Detec on
When a node or processor fails, the failure is detected by other processors or nodes present
in the system in any one of the following ways:
Loss of periodic health messages is way to detect process failure in a system having very
low traﬃc.
In a busy system, protocol faults help to detect failure of a processor. The fault handling
so ware detects the processor failure as soon as the node sends a message to it.
Cleaning up on the Processor
When a node (processor) fails in the system, other nodes (processors) are made to clean
up the impact of the failure of the node. It is the system’s (the central processor’s)
responsibility to track and no fy other nodes about a node failure. However, this
no ﬁca on and cleaning up process results in an increase in processor u liza on and
memory buﬀer.
Processor Recovery
A er the failed node has recovered and is ac ve, it no ﬁes the system, which in turn
no ﬁes the status to all the other nodes. This enables the other nodes to re-store the
original protocol with the recovered node.
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Data Reconcilia on
Immediately a er the failed node has recovered and is ac ve, i t has to re-establish and
reconcile the data that may have been lost during the failure.
The following ﬁgure shows data reconcilia on techniques:
Restore the conﬁgura on data from other nodes in func on.
Take periodic backup of data to prevent data loss and enable
faster data recovery.
Restore data structures by reconciling them with other nodes.

Fig. 3.1.16: Data reconcilia on mechanism

Audits
A er the failed node has recovered and is ac ve, to analyse the result and consequences
of the processor failure, so ware audits are conducted to correct inconsistencies in the
system. A er the ﬁxes have been done to correct inconsistencies, the audits should be run
regularly to ensure proper func oning of the system.

Handling Issues Not within Scope
In an organiza on, each problem of the so ware or hardware system cannot be resolved
by an IT service engineer. Some of the typical examples of such cases are:
·

·

Some systems, such as ERP or data management systems, where lot of customiza on
has been done for the client by the service provider or the implementa on partner.
This customiza on is like a black box for an IT service engineer. This is because its
code/program may not be shared. Also, there might be a separate team to support
these systems.
There are some hardware servers or systems which are under control and support of
an external vendor. Thus, the service engineer may not have any role to play in this
scenario.

In both scenarios, one may take external support or escalate the issue. However, if it is not
sure under whose preview the issue lies, a senior person should be consulted before
approaching the problem.
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The following ﬁgure depicts a typical escala on process for a service engineer:

Fig. 3.1.17: Escala on process for a service engineer

Escalate Problems to the Vendor
So ware developers write code to meet client’s requirement in such a way that only they
can understand the system’s behavior. So it is diﬃcult to t roubleshoot such a system and
also me consuming. It is always recommended to take external support of the developer
to solve such issues.
Escalate Problems to a Senior
If the service engineer is not aware of the developer of a par cular system, then it becomes
diﬃcult to contact and resolve the issue. In most of the organiza ons, there is a list of all
so ware and systems that are being used. This list also contains a point of contact for each
so ware or system. To refer to this list, a senior person should be consulted.
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[

Ac vity
You have gone to a customer site to solve an issue with a faulty computer that on start up
is repeatedly giving out four beeps at very short intervals and nothing appears on the
screen. However, the fan running sound is there.
Component:
1.
2.
3.
4.

Screw driver set repair toolkit
Spare RAM, Processor and Motherboard
ESD wrist band
A computer system with a faulty motherboard
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[[[[

Ac vity
You have received a customer complaint that their computer loses its me and date
se ngs on every restart. You have called the customer and a er ﬁxing a me to visit,
now have gone to the customer’s facility to ﬁx the issue. How will you ﬁx this issue?
Component:
1. Screw driver set repair toolkit
2. Spare CMOS ba ery compa ble to the system
3. ESD wrist band
4. A computer system with a faulty CMOS ba ery.
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UNIT 3.2: Managing Assets and Warranty
[

Unit Objec ves
At the end of this unit, you will be able to:
10. Iden fy various assets in the organiza on
11. Recognize the requirement of asset management
12. Explain IT asset management methodology
When the service engineer is working at the customer’s organisa on he/she should know
about the system conﬁgura on, hardware and so ware used at the facility. An asset is
anything in the organiza on that is valuable and needs protec on. The following ﬁgure
shows the various assets in an IT organiza on that need to be tracked:

Base machines

Installed
components

Licensed so ware

Peripherals

Phones

Opera ng system

PBXs

Fig. 3.2.1: Various assets in an IT organiza on

Private Branch Exchange or PBX refers to a personal telephone line of an organiza on.
In order to make phone calls to people outside the organiza on’s PBX, employees
need to go through the exchange operators.
[

3.2.1 Requirement for Asset Management
A service manager should be able to manage assets to achieve complete visibility on the IT
infrastructure inventory. This asset details help the customer organiza on to improve
eﬃciency and performance, and minimize overhead expenses that are related to the
assets.
The major goal of asset management is to set up a centralized repository that stores the
existence and purchase of all the hardware and so ware. One of the major reason for
keeping the so ware licenses updated and completely managed is to ensure that there is
no illegal so ware installa on prac ced in the organiza on. In case there is any non -
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compliance to this policy for no illegal so ware implementa on, then it should be
immediately reported to the concerned authority.
The following ﬁgure shows the requirement for asset management in an IT organiza on:
To keep details on the hardware in use and take relevant stock
of those
To record and manage the date of purchase, warranty details
and maintenance schedule for all hardware and so ware
To assess the condi on of assets and their maintenance

To maintain a database and monitor it

To control cost of so ware license by reducing the probability of
overbuying or incurring ﬁnes on non-licensed so ware
To create and enforce technology standards by se ng standard
asset requests
Fig. 3.2.2: Requirement for asset management

The following ﬁgure lists the informa on about systems and components that are
required for managing assets:

What systems and equipment exist
Where components reside
How they are used
What they cost
When they were added to inventory
Whether they have an expiry date
How they impact IT and business services

Fig. 3.2.3: Informa on needed for managing assets
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Also, it is important to ensure that the assets of the customer are secured and as a service
engineer at the customer’s facility, one is needed to ensure that nothing bad, like a the
or system crash, happens at the customer site.
The following ﬁgure lists some major security process to ensure safety of the asset during
asset management:

Fig. 3.2.4: Major security process to ensure safety of the asset during asset management

3.2.2 IT Asset Management Methodology
A service engineer should be able to understand the asset management methodology and
follow the steps of it. The following ﬁgure shows the asset management methodology:

•Discover
hardware
and
so ware
components
•Capture and store
the type of asset,
make,
speciﬁca
on
Asset
discovery,
data

Asset
tracking
•Iden fy
and
track change in
the number of
assets,
loca on
of
assets

•Capture data
about the asset
from purchase to
expiry and
decommissioning

Asset lifecycle
management

capture and storage

Fig. 3.2.5: Asset management methodology
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An IT service engineer should be able to:
· Read the product label that contains serial number and product id
· Assess the age of the assets and their condi on so that maintenance schedule can be
made based on cri cality and redundancy of the assets according to the contract with
the customer.
· Keep records of all the details of the assets. The following image shows a snapshot of
asset management database:

Fig. 3.2.6: Snapshot of asset management database report

·
·

Update the database of the assets which are not in use or issued to customer or
returned by the customer
Understand the policy and work process of the customer organiza on

3.2.3 Reading Serial Number and Product Id
The service engineer should have the knowledge of the product labelling of any so ware
or hardware component. Serial number and product id uniquely iden fy the component.
The format of serial number varies with type of product and its manufacturers. The series
of le ers and numbers in serial number may specify the manufacture r informa on, country
of origin, year of produc on and number of unit. The following image shows serial number
of a product:

Fig. 3.2.7: Serial number of a product
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The following ﬁgure lists some examples of serial number and product id of diﬀeren t
products:

Fig. 3.2.8: Serial number and product id of diﬀerent products

The service engineer should be able to ﬁnd the product iden ﬁca on label for diﬀerent
product. For a notebook, the iden ﬁca on label may be in diﬀerent loca on as shown in
the following ﬁgure:

At the back

Inside ba ery
compartment

Under a cover
on the back

Fig. 3.2.9: Iden ﬁca on label at diﬀerent loca on

So ware serial numbers, also known as product keys, are included on the CD with its
packaging.

3.2.4 Contract and Company Policy of the Customer
A service engineer should be able to understand the contract agreement with customer
organiza on to have knowledge about customer requirements, issues, service period and
so on. The service engineer should also be aware of the restric ons imposed by the
customer when working at the facility.
He/she should be aware of the diﬀerent IPR issues that may have to be faced while working
at the facility. For example, the service engineer may not have the access to all the data
residing in the system or he may not have the permission to use any external storage device
if it is not registered in the organiza on.
[

To safeguard th e unique material, such as content,
trademarks, copyright, patents, and industrial design rights, created by people,
Intellectual Property Rights (IPRs) are granted to the material.
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Reading Warranty of Vendors and Company
A service engineer should know the terms and condi ons of buying a product and should
be able to read and understand the warranty provided. The service engineer should search
for informa on such as:
· Tenure of the warranty
· Time of beginning and expiring
· The condi ons that may void the coverage
· The contact details to get warranty service
· What the company will do if the product fails–replace the product or refund the cost
· Parts and issues covered
· Coverage of consequen al damage
· Condi ons or limita ons of the warranty (some warran es provide coverage only if you
maintain or use the product as directed)
The service engineer should be able to make the customer understand about the warranty
details.

[[[[
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Ac vity
A customer has recently purchased a new hard disk for their computer since the old one
had crashed. Perform a task of installa on of new hard disk to the computer.
Component:
Hardware:
1.
2.
3.
4.
5.
6.

Phillips and ﬂat blade screwdrivers (small and medium size)
A 3-claw part grabber
A chip inserter and chip extractor
A TORX head screwdriver
A 1/4" and 3/16" nut driver
A container to hold small parts and screws

So ware:
1. Opera ng system
2. Bootable disk with FDISK.EXE and FORMAT.COM copied onto disk
3. Disk Manager
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Ac vity
There is an apparent failure of the motherboard or a system device on the motherboard
at customer’s facility. Troubleshoot the issue.
Component:
1. Screw drive set repair toolkit
2. Spare Motherboard as per the system compa bility
3. ESD wrist band
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Ac vity
Perform the task of Installa on of Network Interface card .
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UNIT 3.3: Monitoring the System
Unit Objec ves
At the end of this unit, you will be able to:
1. Explain the causes of low performance of the system
2. Iden fy diﬀerent monitoring tools
3. Evaluate the monitoring reports

3.3.1 Need for Monitoring a System
IT service engineers should monitor the customer’s system at their facility for assessing
diﬀerent components and establishing maintenance schedules. They should be aware of
the changes in technology of products so that they can upgrade and update the product
checking its compa bility with the other components of the system.
There are diﬀerent causes behind degrada on of any system. The service engineer should
be able to iden fy the right cause for the problem a er monitoring the system. For
example, the following ﬁgure lists some of the causes of degrada on of a system:
Power supply ra ng

•Power ra ngs and voltages outside the permissible
range can cause system failure.

CPU fan speed

•CPU fan may get overheated due to prolonged
temperature spikes. If the fan stops working, it will
cause damage to the server components leading it to
failure

Temperature

•The processor may get a burn out if temperature
increases beyond opera onal range

Disk and Array

• Disk drive may be corrupted and nonrecoverable

Memory

•Improper installa on of memory

Processor

•Improper func oning of CPU and processor device

Fig. 3.3.1: Diﬀerent causes of low performance of a system

The service engineer should be able to:
·
·

Monitor the voltage and power readings of system components to be sure that they
are within safe opera ng limit.
Monitor the server’s CPU and system board temperatures to track the func oning of
the modules within the safety range.
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·
·
·
·
·

Detect and rec fy the faulty conﬁgura on or improper installa on of the memory.
Monitor and track details for both physical and logical disks to ensure there are no disk
failures. Also, ensure that recovery ﬁles for ﬁle systems are updated and maintained.
View details of CPU conﬁgura on.
Ensure proper func oning of CPUs by monitoring the status of processor devices.
Monitor network performance for smooth workﬂow.

Computers have devices such as heat sinks and fans inside them to bring the temperature
of hardware components down as much as possible. Otherwise, system may stop working
due to excessive heat genera on. Some mes the processor, graph ics card, and even a hard
drive may get ho er because of ineﬃcient cooling and building up of dust or due to a faulty
fan.
Most of the components inside a modern computer include monitoring sensors that can
no fy about temperatures, power draw, about f an speeds. The service engineer should be
able to ﬁnd the values on systems from BIOS. But it is not preferable to sit all day to monitor
those values. The service engineer should use some u lity so ware and monitoring tools
for this purpose. For this he/she should do the following as shown in the ﬁgure:

Search for a
monitoring
tool on
Internet

Download
so wares
and tools

Install the
so wares

Run the
applica on

Assess the
sta s cs
and rec fy
the fault

Fig. 3.3.2: Steps for monitoring a system

He/she should search for the new version of the applica ons used on the system and
update them as per company policy.

3.3.2 Monitoring Tools
A typical monitor tool is used by a system administrator to monitor data and create periodic
logs for:
·
·
·
·

Analysing the recurring issues in the system
Solving recurring problems
Observing the network’s response to logged events
Analysing future behaviour of the system based on the current scenario/data

There are some in-built tools in a system that can be used for monitoring. Service engineers
should have the knowledge about the func ons of these tools and how to run them. These
tools are:
·

Performance Monitor
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·
·
·
·
·

Resource Monitor
Device Manager
Computer Management and Administra ve Tools
Task Scheduler
Disk Clean-up

The following ﬁgure lists some other monitoring tools and so ware available over the
Internet:

HWMonitor

Speedfan

Open Hardware
Monitor

Hardware
Sensors Monitor

WinCrashReport

Core Temp

Fig. 3.3.3: Various monitoring tools and so ware

Assess the Monitoring Report
The service engineer should be able to assess the report of monitoring so ware and take
steps to rec fy the faults. The following image shows snapshots of the reports:

Fig. 3.3.4: Snapshots of monitoring reports

Source:h ps://www.raymond.cc/blog/monitor -hardware-health-temperatures-voltagesand-fan-speed/
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It is important to generate and deliver reports for showing the status of the system to non technical people, in a clear format. These reports need to be forwarded to specif ic people
in the organiza on to whom the informa on is relevant.
The service engineer should save and analyse historic data not only to know what is
happening in real me but also to use the reports for making be er decisions for the same
issue in future.
The service engineer should keep track of the temperature and dust environment required
for managing the assets. He/she should be able to manage security of the system by
installing security tools. He/she should also be able to deﬁne the access controls for
securing the systems and the user accounts. The service engineer should keep track of the
number of changing passwords of the system.
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Ac vity
Perform the task of error iden ﬁca on from the device manager as part of rou ne
maintenance.
Components:
1. System.
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Ac vity
Perform the task of tes ng of memory on maintenance basis?
Component:
1. A computer system with opera ng system installed.

195

Par cipant Handbook

UNIT 3.4: Maintaining Schedules and Records
Unit Objec ves
At the end of this unit, you will be able to:
1. Explain maintenance schedules
2. Recognize importance of schedules and records

3.4.1 Maintenance Schedule
Maintenance schedule is vital for keeping records of servicing, repairing and performing
preven ve maintenance. The service engineer should maintain service records and next
servicing schedules to be inform the customer about the maintenance of the components
at the facility. The service engineer needs to perform hardware and so ware maintenance.
The following image shows a sample maintenance schedule report:

Fig. 3.4.1: Sample maintenance schedule report

So ware Maintenance
A service engineer needs to update the so ware version. He/she should record the expiry
date of so ware and a er expiry date install new one w ith proper licence agreement.

Hardware Maintenance
The service engineer should assess the condi on of hardware components and upgrade the
if required. He/she should be aware of the compa bility issue. The service engineer also
need to maintain the warranty details of the components. If the warranty period is going
to expire, he/she should communicate that with the customer and ask for any extended
warranty he needs.
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In this case, there are two ways:
·
·

The customer can ask for extending the warranty period.
The customer doesn’t want to extend it. If there is any problem, he will buy a new one.

The service engineer need to communicate about the above two ways and then tell the
details of further procedure.
The following image shows a sample maintenance requirement form:

Fig. 3.4.2: Sample maintenance requirement form

The service engineer should maintain a checklist for scheduling the maintenance. The
following ﬁgure shows a maintenance checklist:

Fig. 3.4.3: Maintenance checklist
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4. Manage Customer’s
System Remotely
Unit 4.1 – Monitoring Systems Remotely
Unit 4.2 – Repor ng Performance
Unit 4.3 – Interac ng with Customer, Vendor and
Superior
Unit 4.4 – Achieving Delivery Standards
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Key Learning Outcomes
At the end of this module, you will be able to:
1.
2.
3.
4.
5.
6.

Deﬁne remote monitoring and management (RMM)
Explain incident management
Use sta s cal tools for monitoring
Achieve down me of less than 1% or as contracted
Escalate problems
Maintain records of ac vity
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UNIT 4.1: Monitoring Systems Remotely
Unit Objec ves
At the end of this unit, you will be able to:
1. Deﬁne remote monitoring and management (RMM)
2. Describe the remote monitoring system process ﬂow

4.1.1 What is Remote Monitoring and Management (RMM)?
RMM is an assembly of informa on technology tools that should be installed at servers and
client systems. These tools gather informa on related to the applica ons and hardware
opera ng at the loca on of the client and provides ac vity reports to the IT service
provider, enabling them to resolve an issue. RMM generally oﬀers a collec on of IT
management tools such as remote desktop monitoring and support, trouble cket tracking,
and user informa on by means of a complete interface. The following ﬁgure shows a
process of support service being provided remotely:

Fig. 4.1.1: Support service network

With the help of RMM, network and computer health can be proac vely remote tracked.
RMM helps to increase the overall performance of the exis ng technical support staﬀ and
take advantage of available resources eﬃciently.

Advantages of RMM
·

IT service providers employ remote monitoring and management tools to manage their
clients' IT requirements eﬀec vely.

·

Using RMM, technical support staﬀ can enhance produc vity by monitoring mul ple
clients and diﬀerent worksta ons simultaneously.
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·

They can also resolve issues quickly even before the clients confront those in their
environment. The RMM solu on also enables automation of scheduled maintenance
tasks.

·

The RMM can detect problems, report to the service providers about them, and allows
technical experts to remotely ﬁx the problems.

·

Addi onally, RMM solu ons provide highly eﬀec ve management and maintenance
func ons. Ac ve maintenance comprises of managing OS updates, defragmen ng the
hard disks, upda ng an virus informa on and so on.

Network Diagram of Remote Monitoring IT Hardware Systems
An IT hardware service engineer needs to have complete knowledge of how to remotely
monitor, manage and troubleshoot hardware as well as related so ware through RMM. A
network diagram of remote monitoring IT hardware systems is shown in the following
ﬁgure:

Fig. 4.1.2: Network diagram of remote monitoring IT hardware systems

The IT Hardware support team has access to a monitoring server. When a customer
contacts IT support team, the service engineer requests the customer to provide basic
details of the customer’s computer like IP address, user name and password and then
accesses the computer remotely via Internet. With the help of RMM tools, the technician
troubleshoots and resolves the issues in the customer’s computer remotely. If the issue is
not resolved remotely, the service engineer plans a visit to the customer’s site for further
assistance.

Features of RMM:
Some prominent features of RMM are:
·

Upda ng of so ware’s remotely: Install new or update exis ng so ware remotely
(including patches, version updates and conﬁgura on changes).

·

Detec ng devices remotely: Detect new devices and automa cally, install the RMM
agent/client and conﬁgure the device.

·

Performance observa on: Observe the behaviour of the managed device and so ware
for performance and diagnos c tasks.
Automa c fault escala on: Automa cally alert when fault occurs and create a report
document for future reference.

·
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4.1.2 Workﬂow for Monitoring Systems Remotely
The following ﬁgure shows workﬂow for monitoring systems remotely:

Take remote
connec on
to monitor
systems
remotely

Link the
monitoring
system to
regional hub
and develop
or reﬁne
monitoring
tools

Use
monitoring
tools to
monitor as
contracted

Conﬁgure
systems
manually or
automa cally

Iden fy
problem
areas in real
me and
troubleshoot

Fig. 4.1.3: Process ﬂow of remote monitoring systems

Taking Remote Connec on
To monitor a system remotely, an Internet connec on with TCP/IP is needed. Generally, IP
address of the system to be controlled and the administra ve creden als for accessing that
system should be known.

There should be a dedicated lease line to monitor a system as there are always
chances that a dial-up connec on may be disrup ve
To be able to see the customer’s system and then monitor it remotely, the service engineer
needs to install so ware like TeamViewer. Using such remote administering so ware, the
service engineer can perform the tasks shown in the following ﬁgure:
Remote Administra on
Use

System Monitoring

Service Request Resolu on

Fig. 4.1.4: Remote administra on

System Monitoring
Service engineers need monitoring systems, or tools, to track and monitor performance of
system resources such as monitoring CPU usage and temperature, amount of free RAM,
amount of free space on hard drives and so on.

203

Par cipant Handbook

System Monitoring can be done by using any of the following methods:
1. Single System Monitoring – In this method, na ve monitoring tools are used to
monitor a host system remotely. Some of these tools include:
i.

Ac vity Monitor – It is a system monitor for the Mac OS. It also includes task
manager func onality.

ii. Windows Performance Monitor – It is used to monitor a system using
performance counters, event trace data, and conﬁgura on informa on. These can
be collec vely viewed as Data Collector Sets.
iii. Resource Monitor – It is an inbuilt tool in Windows for viewing informa on related
to devices, such as CPU, memory, disk, network and applica ons. A snapshot of this
tool is shown in the following ﬁgure:

Fig. 4.1.5: Snapshot of resource monitor

This tool includes the following ﬁve op ons:
o

Overview – Shows an overall performance of the CPU, Network and other
related informa on

o

CPU – Lists Processes, Services, Associated Handles and Modules, graphs of
CPU Usage

o

Memory – Shows overall Physical Memory consump on and individual Process
consump on, graphs for Used Physical Memory, Commit Charge and Hard
Faults/sec

o

Disk – Shows Processes related to Disk Ac vity, Disk Ac vity and Storage,
graphs of Disk Usage (KB/sec) and Length of Disk Queue
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o

Network – Shows Processes related to Network Ac vity, TCP Connec ons and
Listening Ports, graphs of Network Usage for individual adapters and TCP
Connec ons

2. Distributed System Monitoring – In this method, distributed systems are monitored
by collec ng and interpre ng informa on related to simultaneous process execu on.
Typically, this method is used in organiza ons with several systems connected to a
central server. Some tools used for di stributed system monitoring are:
i.

Argus – This tool, an applica on, is used to monitor the status of network services,
servers, and other network components. It raises an alarm to send no ﬁca ons to
conﬁgured authori es when an issue is detected.

ii. Nagios – This applica on is also used to monitor network and its systems. However,
this tool raises an alarm to send no ﬁca ons to conﬁgured authori es when an
issue is detected in the servers, switches, network applica ons, or services. It also
no fies when the issue has been successfully resolved.
iii. HP Site Scope – This so ware focusses on the accessibility and performance of IT
infrastructures, such as servers, networking devices and services, applica ons and
their components, opera ng systems and other components in a network.

Techniques for Monitoring Data in a Network
Other than using the common monitoring tools, service engineers will o en need to use
other techniques to check remotely the services and availability of servers for the
customer’s system. Some common techniques used for monitoring data in a network are:
1. Ping – Used to test the availability of a system (can be a server) in an IP network. The
informa on displayed using a ping can help a service engineer analyse whether a
system in the network is ac ve or not. In addi on, ping can ﬁnd out the transmission
me for data and packet loss, if any, when communica ng with that system.
2. Simple Network Management Protocol (SNMP) – Used for interchanging informa on
between systems in a network which have network monitoring so ware. This is a
common protocol used in distributed systems for their network management and
monitoring. This protocol includes the following components:
·

Managed device: It is the node that supports SNMP and can access speciﬁc
network informa on.

·

Agent: It is a so ware which has access to the management informa on database
(MIB) of the device and permits network management systems (NMS) to read and
write to the MIB.

·

NMS: It is an applica on that monitors and controls managed devices in a network
through the agent using SNMP commands.

3. Syslog – It is a logging system which enables devices to send event messages or
no ﬁca ons using IP addresses in a network. These messages can be used by the
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system/network administrator to extract relevant informa on or for security audits.
Printers, router, and ﬁrewalls are some of the devices that support the Syslog u lity.
4. Command Line – It is used to run commands remotely using the customer’s system’s
command line interface.
5. Process Manager – It is used to monitor and manage (start, pause or end) processes of
a system remotely.
6. Power Shell – It is used to remotely run power shell scripts using the command line
console.
7. Service Manager – It is used to remotely monitor and manage services on systems.
8. Leveraging the Power of Scripts – It is used to run scripts containing common network
u lity commands, such as ping and netstat. The scripts are usually used to perform
ac ons such as retrieving informa on for devices, changing device conﬁgura ons or
scheduling tasks. Some common scrip ng tools are Bash scripts and Perl.

4.1.3 Using Monitoring Tools
The network consis ng of servers, computer systems and other devices has become the
lifeline of organiza ons. Therefore, it is important that all the systems are func oning ﬁne
and giving op mum resource u liza on to the organiza on.
Service engineers need to ensure that the IT infrastructure of the organiza on is constantly
monitored and managed. Some advantages of regular monitoring of systems remotely are:
·

Proper and op mum u liza on of all hardware resource

·

Issue avoidance and mely problem detec on

·

Detec on of poten al problems

·

Decrease in system down me and cost in ﬁxing systems resul ng in higher customer
sa sfac on

To monitor systems remotely and view the desktops of other remote systems, several
monitoring tools are available. The following ﬁgure displays a typical scenario for
monitoring remote systems and providing support to customers:

Fig. 4.1.6: A typical scenario for monitoring remote systems and providing support to customers
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Monitoring Tools with Real -Time Data
Some common tools used for monitoring real- me data remotely in a network are:
1. Hardware Sensors Monitor – This so ware is a paid so ware and provides HDD SMART
(Self-Monitoring Analysis and Repor ng Technology) and GPU or CPU monitoring. It is
used to check motherboard, graphics card, HDD, and CPU temperatures, speed of fans
and level of voltages.
The following ﬁgure shows the Hardware Sensors Monitor window:
(The following screenshot has been taken from the “Tools to Monitor Your System
Hardware",
Web.
h ps://www.raymond.cc/blog/monitor -hardware-healthtemperatures-voltages-and-fan-speed/)

Fig. 4.1.7: Screen shot of Hardware Sensor monitor in real me

2. HW Monitor – This tool is used to remotely view system temperature, fan speed and
voltage. It shows three values; current values, minimum and maximum values, since
the program has started.
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The following ﬁgure shows the HW Monitor window:
(The following screenshot has been taken from the “Tools to Monitor Your System
Hardware",
Web.
h ps://www.raymond.cc/blog/monitor-hardware-healthtemperatures-voltages-and-fan-speed/)

Fig. 4.1.8: Screen shot of CPUID Hardware monitor in real me

3. Open Hardware Monitor – This tool does all that the HW Monitor can do plus it shows
the detailed frequencies and load of CPU or GPU, memory informa on, storage space
of hard drive and remaining life and data throughput of a Solid-State Drive.
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The following ﬁgure shows the Open Hardware Monitor window:
(The following screenshot has been taken from the “Tools to Monitor Your System
Hardware",
Web.
h ps://www.raymond.cc/blog/monitor-hardware-healthtemperatures-voltages-and-fan-speed/)

Fig. 4.1.9: Screen shot of Open Hardware monitor in real me
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4.1.4 Linking the Monitoring System to Regional Hub
To remotely monitor a computer system or hardware devices, there is a basic network
setup required using the Internet. The following ﬁgure shows a typical linking of monitoring
systems to a regional hub through the Internet:

Fig. 4.1.10: Use of tools by IT hardware support technicians

In the preceding ﬁgure, there are two diﬀerent client loca ons at remo te places. The
hardware systems and devices such as printer are connected at the loca ons through
Virtual Private Network (VPN). The VPN is connected to a network switch. This switch is
used to process and forward data to the monitoring server though the Internet.
The proxy server acts as an intermediate system for requests from the IT support team
seeking resources from the monitoring server team. The service engineer, at ﬁrst connects
to the proxy server, then, requests for a service, such as a connec on, ﬁle, web page or any
other resource, that is available on the monitoring server. All the reques ng and
monitoring is done using an Internet connec on which uses IP suites to connect the
monitoring system with the VPN at diﬀerent loca ons.
The service engineer is connected to remote monitoring system and uses various RMM
tools to monitor the hardware at diﬀerent loca ons remotely.
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4.1.5 Conﬁgure Systems Manually or Automa cally
A popular use of RMM is to execute some ac ons daily, automa cally or manually, to
monitor hardware systems located remotely. To use RMM, there are two modes available
automa c dialing and manual dialing.

Automa c Dialing
In automa c dialing, status and conﬁgura on informa on, current data, and error l ogs of a
remotely moniotered system are collec vely stored on the RMM system. The RMM tools
then check this informa on and data and automa cally no fy the service engineer about
any poten al issue with the remote system.
An example for this can be that the remote system’s temperature is detected as much
higher than the op mum temperature. The RMM tool will, in this case, automa cally alert
the engineer along with the cri cality of the issue.

Manual Dialing
Typically in situta ons when the RMM is unable to automa cally connect with a remote
system, the engineer can manually dial-in to the rmeote system. In manual dialing, the
engineer can use a variety of func ons to collect informa on/data and modify
conﬁgura on se ngs. The engineer can also inspect complaints or reported issues.
An example for this can be that one of the so ware of the remote system, suppose an
an virus, is out of date, which can be very cri cal since the customer is mostly browsing
the Inernet. In this case, the engineer can manually access the customer’s system remotely
and then update the so ware’s latest version.

4.1.6 Iden fy and Troubleshoot Problem Areas in Real Time
In real me, the service engineer would need to iden fy and then troubleshoot the
problems or issues with the customer’s system remotely.
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The following ﬁgure shows a typical ﬂow for discovering and troubleshoo ng issues:

Fig. 4.1.11: Work ﬂow for troubleshoo ng issues remotely

The steps for the preceding workﬂow are:
·

Iden fy the problem – The ﬁrst step is to iden fy the problem, analyze it and ﬁnd the
possible cause based on the symptoms. The engineer would also need to document the
ﬁndings.

·

Evaluate system conﬁgura on – The next step is to review the remote system’s history
and ﬁnd out the conﬁgura on changes, if any, since the system last func oned. Some
typical conﬁgura on changes may be that a new hardware or so ware was installed,
or an incompa ble Windows applica on is installed.

·

Track possible solu ons – Once the symptoms have been iden ﬁed, and the causes
are narrowed down, then comes the step to ﬁnd possible solu ons.

·

Execute a plan – The next step is to devise a plan in case the possible solu ons do not
work. This plan will also include taking backups and other such data restora ons.
Check results – Once solu on has been applied and problem has been ﬁxed, the system
needs to be checked again to see if the problem has been ﬁxed as expected and is giving
the desired results.
Take a proac ve approach – It is always advised to keep documen ng your issue,
possible causes, possible solu ons, the solu on that solved the problem, and then the
ﬁnal results. This would help other engineers resolve similar problems quickly.

·

·
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Ac vity
You received a service request that the browser’s homepage automa cally changes. How
would you resolve this problem remotely?
Components:
1. System with browser hijacker such as Babylon toolbar, Ask toolbar,
2. Remote administra on so ware on client and host mach ine
3. Internet Connec on
4. An -virus installed on host machine
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Ac vity
You received a service request that the an -virus on the customer’s system does not load
or gives an error when it a empts to load.
Component:
1. Defected an virus
2. Remote administrator so ware
3. An -virus backup
4. Internet connected
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Ac vity
You received a customer message that some applica ons in the are giving invalid page
fault and crashes automa cally. How would you resolve this?
Components:
1. A system with corrupted applica on.
2. Remote administrator so ware
3. Internet connec on
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UNIT 4.2: Repor ng Problems
Unit Objec ves
At the end of this unit, you will be able to:
1. Describe problem management
2. Use sta s cal tools to develop intelligence and spot poten al areas of disrup ons
3. Record down me details

4.2.1 Problem Management
Problem Management is the procedure for dealing with the lifecycle of all issues. It aims to
keep issues from recurring or if possible, preven ng issues and to limit the eﬀe ct of
occurrences that cannot be predicted. The Informa on Technology Infrastructure Library
(ITIL) characterizes an issue as the reason for at least one issue occurrence.
Problem Management combined with incident management and change management can
help organiza ons maintain service quality and customer sa sfac on.
The various aspects of problem management process are listed in the following ﬁgure:
Problem detec on

Problem logging

Problem priori za on

Problem inves ga on and diagnosis

Known error records

Problem review

Fig. 4.2.1: Various aspects of problem management process
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Problem management involves:
·

Problem detec on – This step involves detec ng an issue or a problem and then
analysing that issue to ascertain possible causes and their solu ons.

·

Problem logging – In this step, the engineer needs to log or document the issues
along with their reported date and me. Several ﬁelds need to be marked for the
logged issues such as:

·

o

Details of service

o

Details of equipment

o

Date/ me ini ally logged

o

Details of priority and categoriza on

o Descrip on of incident
Problem priori za on – Based on the severity of the issue, the problems are
priori zed. To determine the priority of an issue, the engineer should ask the
following ques ons:
o

Would the system recover from the issue or would it need to be replaced?

o

What will be the cost of ﬁxing the problem?

o

Who will be able to ﬁx the issue?

o

How much me will it take to ﬁx the issue?

o

Will any other resource be needed to ﬁx the issue?

o

How does the issue eﬀect other resources/systems?

·

Problem inves ga on and diagnosis – This step involves deﬁning and describing the
problem, iden fying the reasons, analyzing the reason for the problem and valida ng
the actual reason for the problem.

·

Known error records – A er analyzing the problem and its causes, and iden fying the
possible solu on, a Known Error Record is sent to be stored in the database for future
reference. This helps in solving similar problems or issues faster in the future.

·

Problem review – A er the problem has been solved, it is impera ve to review the
problem and its resolu on by checking the following parameters:
o

Were the correct steps taken to solve the problem?

o

Were there any addi onal problems that occurred while solving the major
problem?

o

Is there a need for improvement in the system?

o

How can such issues be prevented from recurring?

o

Was there a third-party or vendor involved for solving the problem?

217

Par cipant Handbook

While solving problems and ﬁnding their resolu ons, some key performance indicators are
considered. These include:
·

Priority – It is the determining factor calculated using the problem’s impa ct on other
systems/resources and its severity.

·

Response Time – This is the me taken by the service engineer to take ac on on the
reported problem.

·

Resolu on – The restora on of the normal func oning of the system is the resolu on.
It may be a work-around temporary resolu on ll the root cause for the problem is
iden ﬁed.

·

Service Agreement – It is an agreement that lists the services that will be provided by
the service engineer (or their organiza on) and the cost of these services.

·

Service Level Agreement (SLA) – The SLA is an agreement between a service providing
organiza on and the customer that lists the services which will be provided by the
organiza on and the func onal levels at which support will be provided. It also includes
the costs for the services. A service agreement is diﬀerent from an SLA as there are no
ongoing service level areas deﬁned in a service agreement.

·

Service Level Areas – It is a commitment by a service provider that is deﬁned in the
SLA. The service level areas are deﬁned as per the service level requirements of the
customer. The areas are documented to ensure that the IT services meet the expected
service level requirements.

·

Severity – It is deﬁned by the level of disrup on that has been caused to the user’s
work by the problem. There are three levels of severity:
o

3 - Low - Problem prevents the user from performing a por on of their work

o

2 - Medium - Problem prevents the user from performing cri cal me sensi ve
func ons

o

1 - High - Service or major por on of a service is unavailable

4.2.2 Use Sta s cal tools to Spot Disrup ons
Sta s cal tools are so ware that empower service help -desk operators monitor customer
requests and manage user related issues.
Service help-desk tools that can monitor and manage customer requests have become
vastly popular. Service help-desk tools work by automa ng the following tasks:
·

Ticket Management

·

Automa on Suite

·

Repor ng and Op miza on
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Service help-desk tools are popular as they act as a point of contact for the customer, 24
by 7. Customers can send their queries, report issues, and even read FAQs or user manuals
for ﬁnding faster resolu on to common problems.
Service help-desk tools are categorised based on their deployment, size for targeted
customers and availability of the source code.
Some popular service help-desk tools’ categories are:
·

Web

·

On-premises

·

Enterprise

·

Open-source

·

Cloud based

Some advantages of using service help-desk tools are:
·

Helps in management of complex customer query databases, reports, and SLAs

·

Faster resolu on of issues for all types and sizes of organiza ons

·

Automa on of issue resolu on tasks such as cke ng and priori za on, aler ng and
no fying and issue record upda on.

·

Helps provide be er customer services, thus enabling higher customer sa sfac on.

Informa on Technology Infrastructure Library (ITIL)
ITIL is a set of guidelines which are used to map IT services with the business requirements
of customers. ITIL deﬁnes various generic processes, func ons and responsibili es that can
be used by an organiza on to develop its service delivery strategies and core competency
levels. Some areas deﬁned in ITIL are listed in the following ﬁgure:

Fig. 4.2.2: Some areas deﬁned in ITIL

ITIL enables organiza ons to deﬁne a standard for planning, execu ng and measuring
service delivery.
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Some ITIL based tools used by service help-desk teams are:
·
·

Automa c call distributor (ACD) – Diverts customer calls to appropriate team/engineer
based on informa on received from the customer and work load of the team.
Computer telephone integra on (CTI) – Manages customer calls based on customer’s
historical data and ensures smooth query handling.

·

Global conﬁgura on management database (G-CMDB) – Standardizes service
implementa on by globally managing ckets based on the ITIL incidence compliance,
problem management and change management.

·

Knowledge Database (KDB) – Stores common problems, their causes and resolu ons

4.2.3 Recording Down me Details
The me for which a system is unable to func on is called down me. Down me is the result
of a malfunc on of a system or an occurrence of an unintended event.
Down me may be due to failure of regular maintenance of the system or an existence of
an undesirable condi on, such as voltage surge, virus a ack, incompa bility of so ware
and other such reasons.
To manage and ensure that down me is minimum, service engineers should keep checking
the down me history of the system and all its assets.
Generally, asset d own me is logged in Down me Reports. The reports typically consist of
the following parameters:
·

Start Code – A code that denotes the cause for the start of the down me.

·

End Code – A code that denotes the cause for the end of the down me, or the status
update of the system from down to up.

·

Opera onal – A selec on state when the system or asset achieved down me, referring
to the state of the system as in use.

·

Non-opera onal – A selec on state when the system or asset achieved down me,
referring to the state of the system which was not in use.
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UNIT 4.3: Interac ng with Customers, Vendor and
Superior
Unit Objec ves
At the end of this unit, you will be able to:
1. Prepare ac on plan and share it with customer and/or vendor
2. Interact with senior management of customer
3. Recommend new solu ons to customer
4. A end customer’s IT mee ngs
5. Escalate unresolved issues to superior

4.3.1 Prepare ac on plan and share with customer and/or
vendor
Ac on plans are a series of steps that are deﬁned and followed to achieve a par cular goal
or target. Ac on plans can help IT support technicians to manage and structure the day -today interac ons with customers. Ac on plans usually consist of one or more phases, each
phase having one or more steps. When a customer service technician uses a best prac ce
methods model to follow through with a client inquiry, it is an example of following an
ac on plan.
For every customer inquiry, a support cket is generated. This cket enables the suppor t
technician to spot when an issue has reached its cri cal stage. The plan of ac on for
responding to an issue may vary on the basis of the type of issue. For example, the ac on
plans for upda ng driver so ware would be very diﬀerent from the ac on plans to tackle
the issue of server cooling system going down. Nonetheless, every ac on plan created
should follow some basic guidelines as shown in the following ﬁgure:

Spot the issue

No fy the team
members

Classify the issue
as Cri cal or Fix
ASAP

Send customer a
follow-up
message

Respond to any
addi onal issues

Fig. 4.3.1: Some basic guidelines for ac on plan created
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Once a cri cal issue has been triggered, the helpdesk technician can take one of the
following two ac ons:
·

Report to the problem management team to resolve the issue by sending an alert

·

Inform the customer how to resolve the issue based on past incidents

Consider a scenario where a customer calls the help desk about 25 mes, repor ng an issue
that the server’s cooling system is down. From the frequency and the number of calls, along
with the issue reported, this would be considered a cri cal issue that needs immediate
ac on.
A er the issue has been resolved, the help desk professional needs to close the loop by
upda ng the customer complaint database with details of the issue such as:
o Time of star ng of the issue
o

Time when it was resolved

o

Cause of the issue

o

Ac ons to be taken to avoid it in future

o

Chances of related issues in the short-term future?

This procedure ensures two things. Firstly, the customer gets regular update on the status
of issue and secondly, the support agents get a hint about the issues that may be
experienced in near future.
The ac on plan for cri cal issues should be created keeping in mind the company values
and customer expecta ons. As per the company’s policies, the system engineer needs to
take a call whether to immediately respond to a cri cal issue reported or whether to devise
a suitable resolu on before taking any ac on.

4.3.2 Interact with senior management of customer
The help desk professional represents the IT staﬀ of the organiza on. The customers o en
judge the en re organiza on on the basis of their interac ons with a help desk
professional.
It is, therefore, essen al for help desk technicians to recognize their roles within the
organiza on as well as in rela on to clients. Help desk technicians also require to possess
a strong set of so skills along with strong technical skills.

First Line of Support for Users
The help desk is the ﬁrst point of support for users whenever a problem is confronted by
them. If the help desk is able to resolve the problem, customer is sa sﬁed. In case, help
desk professionals cannot resolve the problem completely, they need to oﬀer assistance in
a way that it leaves a favourable impression about the organiza on on the customer. The
help desk personnel require strong communica on skills and they need to recognize the
customer service goals of the organiza on.
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Evaluate Problems and Iden fy Solu ons
The main reason for a customer for contacting the help desk is to get solu on to a problem
they are facing. Help desk specialists must have technical knowledge and should be able to
assess the problem and iden fy the solu on.
However, for help desk technicians, troubleshoo ng the problems of the customers goes
beyond the technical skills. They also require having good communica on skills to
understand the customer’s problem and communicate the solu on.

Recognize Required Skill Sets
A successful help desk technician requires a wide range of skill sets, categorized as hard
skills and so skills. A combina on of good hard and so skills aid the technician become a
good service engineer and a lack of both or either can hamper his performance
considerably
Hard Skills
Hard skills are some speciﬁc abili es which can be measured and taught such as conﬁguring
and troubleshoo ng systems. For example, someone might enrol in a hardware
maintenance course and then pass the qualifying exam to earn cer ﬁca on in hardware
maintenance. The cer ﬁca on signiﬁes that the person has speciﬁc skills related to IT
maintenance. The following ﬁgure shows some of the common hard skills that are required
by help desk technicians:

Security skills

Troubleshoo ng
skills

Technical skills

Business skills
Hard skills

Fig. 4.3.2: Common hard skills needed by help desk technicians

Technical skills
Technical skills refer to the ability of a technician to conﬁgure IT systems, maintain them,
and troubleshoot the problems. These skills may vary organiza on to organiza on,
department to department within an organiza on as well as between diﬀerent levels in a
par cular department. For example, a technician working at er 1 must have deep
knowledge of the products and systems operated by the end users. As one moves up the
hierarchy to er 2, addi onal knowledge, skills and exper se is required.
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Security skills
Security skills refer to the ability of the technician to recognize the rela onship between
various vulnerabili es, threats, and risks. For example, technicians must be able to
recognize the symptoms of malware and resolve them. Addi onally, they should be able to
understand the security policies of the organiza on and ready to comply with them.
Troubleshoo ng skills
Troubleshoo ng skills deals with the technician’s ability to iden fy and ﬁx a problem.
Generally, the highest er in majority of the organiza ons is er 3 and technicians at this
level troubleshoot and ﬁx the problems that are the most complex ones. However, er 1
technicians must be able to perform basic troubleshoo ng steps to minimize the problem.
Business skills
Business skills involves the understanding of the technician of the vision, mission, values
and goals of an organiza on. The technicians must have the capability to use various tools
such as help desk applica ons. They should be able to insert customer informa on into
speciﬁc help desk applica on and use the informa on to search for previously occurred
problems so that they can ﬁx the customer’s issues quickly.
So Skills
So skills are more subjec ve than the hard ones. So skills are associated with personal
a ributes and involves the ability to communicate with others eﬀec vely. They represent
how successfully individuals can work in a team together with other people and how
eﬀec vely they can interact with users. The following ﬁgure shows some of the common
so skills that are required for help desk technicians:

Communica on
skills

Personal skills

Wri ng skills

Training skills

Fig. 4.3.3: Common so skills needed by help desk technicians
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·

Communica on skills: Communica ng eﬀec vely is of utmost importance in IT
support job roles. Technicians must be able to ask the user to acquire adequate
informa on about a problem without having on a tone of interroga on. Two important
skills required for eﬀec ve communica on are:
o
o

·

Using open-ended ques ons
Ac ve listening

Personal skills: Personal skills deals with the ability of a person to manage himself in
diﬀerent situa ons. Core personal skills comprise of the ability to:
o

Maintain a posi ve a tude

o

Evoke a service a tude towards the customer

o

Manage personal me

o

Handle stress

o

Manage one’s career

·

Wri ng skills: Wri en communica on is one of the most important so skills for help
desk technicians. Majority of the organiza ons maintain a knowledge base of
complaints of customers and their solu ons. Technicians u lize the database for
searching for common problems and their solu ons. For this database to be helpful,
the technicians should document their ac ons a er resolving an issue, in a clear,
concise and comprehensive manner. This makes it vital for help desk technicians to
have strong wri ng skills.

·

Training skills: In many cases, the service engineer guides or trains the customers on
simple resolu ons to common problems that a customer may come across. This helps
the customer to quickly solve simple issues on their own. In most organiza ons, when
a new applica on or so ware is implemented into the system, there is a formal training
for all employees who would be using that applica on/so ware. This training is
typically provided by senior service engineers.

·

Cri cal Thinking: Cri cal thinking skills make a lot of diﬀerence in job performance.
Cri cal thinking involves the ac vi es as shown in the following ﬁgure:
Ac ve thinking

•Using experience, knowledge,
intelligence and skills to explore a
problem and iden fy probable solu on

Asking

•Ques oning oneself about a problem to
get the answer

Changing perspec ve

•Resolving a problem by looking at it from
a diﬀerent perspec ve.

Evalua ng evidence

•Using reason to assess exis ng facts to
reach a conclusion

Fig. 4.3.4: Cri cal thinking ac vi es
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4.3.3 Recommend New Solu ons to Customer
Many organiza ons use ﬂow charts with pre-illustrated procedures that technicians can
u lize to iden fy problems. Figure 4.3.5 illustrates a ﬂow chart that can be u lized when a
complain comes telling that the “computer has broken.” The technician should ask simple
ques ons such as “Can you see anything displayed on the screen?”, “Can you see the power
LED of the monitor?”, and “Is the computer LED to you?” Based on the responses to these
simple ques ons, the technician can either ask more ques ons to be clear about the issue
or follow a predeﬁned procedure to ﬁx the problem. A simple ﬂow chart, such as given in
the following ﬁgure, helps technicians resolve these problems quickly.

Fig. 4.3.5: Flow chart for support process ﬂow

But, what happens when either the ﬂow charts are not available or the problem is not
simple? In such situa ons, cri cal thinking skills play a vital role. Complex problems display
numerous symptoms and the technicians need to assess each of them and dis nguish the
relevant symptoms from the non-relevant one. They should then draw on their experience
to troubleshoot and resolve such complex problems. In other words, cri cal thinking skills
enable them to analyse a problem and compare it to past ones they have experienced.

4.3.4 A end customer’s IT mee ngs
An important element of customer service is building good rela onships with customers. A
happy customer is a loyal customer who will always come back. The only way to oﬀer good
customer service is to recognize the requirements and expecta ons of the customers.
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To be able to meet customer’s expecta on, the IT technician needs to follow the steps as
shown in the given ﬁgure:

Know the customers

Understand the customers' needs

Meet the customers' needs

Fig. 4.3.6: Steps to meet customer’s expecta on

Know the customers
The ﬁrst step is to collect informa on about the customers. The idea is to ﬁnd out about
the customers’ needs and what they are looking for as per the IT support. When trying to
understand their needs, try to know details such as their loca on, IT hardware equipment
and their conﬁgura on. Try also to consi der any poten al customers who have enquired
about the service.
Understand the customers' needs
Every customer has diﬀerent expecta on from customer service. The second step of good
customer service is to have knowledge of how to fulﬁl the needs of the customer.
Make it a point to understand how the customers expect the help desk to meet their needs.
The expecta ons of the type of service may vary from consumer to consumer , marketplace
to marketplace and industry to industry. Try to inves gate the ma rketplace to ﬁnd out what
the customer expects from the organiza on.
Meet the customers' needs
A er taking care of the ﬁrst two steps, the next thing is to modify the level of service to suit
the customers' needs. There can be two ways of mee ng custo mer’s needs:
·

Provide a basic level of service

·

Go beyond the expecta on of the customer and leave a good impact on the customers

Some ways to go beyond the expecta ons of customer are:
·

Introducing ini a ves which send a clear message to customers that their inputs are
valuable and desired. Examples of such ini a ves can be customer survey cards,
customer focus groups, or a sugges on box

·

Sugges ng add-ons
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Some ac ons that can be taken to upgrade customer service are:
·

Inves gating the areas of issue

·

Providing training to the staﬀ in customer service and sales skills

·

Oﬀering job rotation to the staﬀ so that they can enhance their knowledge of other
areas

·

Encouraging and supporting teamwork

·

Reviewing recruitment and selec on procedures

4.3.5 Escalate unresolved issues to superior
There may be cases where the customer’s request is not closed within the agreed SLA me
frame. In such a situa on, the technician should escalate the ma er to his superior/ back
line support and the escala on manager. The supervisor is responsible for ensuring that all
escalated enquiries are dealt with and resolved promptly. However, the technician should
try to exhaust all the op ons at his level before escala ng any enquiry to the supervisor.
A customer enquiry should reach the supervisor only if there is a need to oversee the issue
from a holis c viewpoint. The manager will evaluate the situa on, facilitate the issue
resolu on and act as an advocate on behalf of the customer.
Complaints escala on process
The helpdesk technician should do everything to ﬁx an issue at ﬁrst instance. To facilitate
eﬃcient resolu on of the problems at the ﬁrst point of contact, a complaint process needs
to be designed and followed.
If an issue is unresolved and needs expert guidance, the helpdesk technician should clearly
explain the escala on op ons to the customer before proceeding. The following ﬁgure
illustrates the steps of a complaint resolu on process:

Step 1

Step 2

Step 3

Step 4

•First contact

•Escala on to supervisor or manager

•Referred to Solu ons team

•Further op ons

Fig. 4.3.7: A complaint resolu on process
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Step 1: First contact
A helpdesk technician needs to be empowered to resolve ﬁrst level complaints, complex
issues and make ra onal decisions to provide be er customer service.
Step 2: Escala on to a supervisor or manager
If a helpdesk technician is unable to ﬁx an issue, it can be escalated to the supervisor or
manager. The manager will respond to the customer a er reviewing the problem and
a empt to ﬁx that to achieve customer's sa sfac on.
In circumstances where the manager cannot resolve the complaint and achieve customer
sa sfac on, the complaint will be escalated to the Solu ons team.
Step 3: Referred to Solu ons team
The Solu ons team will review and try to ﬁx the issue in accordance with industry code and
regula on and ensure customer sa sfac on.
Step 4: Further op ons
Most of the complaints can be handled internally by u lizing all possible avenues in
resolving the complaint. However, if customer is s ll not sa sﬁed with the handling of the
complaint, then as a last resort helpdesk technician may seek complaint media on or
further assistance from the supervisor.
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UNIT 4.4: Achieving Required Delivery Standards
Unit Objec ves
At the end of this unit, you will be able to:
1. Adhere 100% to contracted standards of work
2. Achieve down me of less than 1% or as contracted
3. Escalate problems in me and as per cri cality of work process
4. Maintain 100% records of ac vity

4.4.1 Adhere 100% to Contracted Standards of Work
A customer service department must own a measurable set of standards so that the
helpdesk technicians can be aware of what expected from them. These standards ensure
that the customer service and sa sfac on is consistently at the highest possible level.
The standards for customer service should also reﬂect the organiza onal values. For
example, hospitality industry may have diﬀerent customer service standards in comparison
with a corporate service that provides technology tools to a wide range of commercial
customers. To make sure that the service levels are consistent throughout the organiza on,
a clear and measurable set of standards need to be designed and followed.
The following ﬁgure shows the features of customer service standards:

Timeliness

Accuracy

Appropriateness

Measurability

Fig. 4.4.1: Features of customer service standards

·

Timeliness – The IT helpdesk technician should aim for a mely resolu on of customer
issues.
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·
·

·

Accuracy – Customer service must be accurate. The focus should be on solving the issue
with right set of methods and standards.
Appropriateness – Appropriateness refers to how eﬀec vely the expecta ons of the
customers are met. The helpdesk technician should ensure that the best possible
solu on is selected to resolve an issue.
Measurability – To be eﬀec ve, the standards need to be measurable. Along with
se ng standards, guidelines should also be created to be aware of how to monitor
them and evaluate the results. The helpdesk technician should use these guidelines to
point out the problem areas and maintain the service standards consistently.

Beneﬁts of Implemen ng Standards
Once the service standards are deﬁned, they need to be followed by the customer service
team. The helpdesk technicians should have a clear understanding of the beneﬁts of
following such standards. Some beneﬁts of these standards are as shown in the following
ﬁgure:
Clarity of expecta ons will lead to consistency in service
levels

Provision of proper tools will help achieve the standards set

Accessibility to necessary data will help to evaluate customer
problem

Pinpoin ng problem areas will facilitate accurate solu ons

Reaching and maintaining standards will bring rewards
Fig. 4.4.2: Beneﬁts of customer service standards

ISO and The Interna onal Customer Service Ins tute (TICSI) have published the following
standards for customer service:
·

ISO 9004:2000, on improvement of performance

·

ISO 10001:2007, on customer service conduct

·

ISO 10002:2004, on quality management in managing complaints of the customer
complaints

·

ISO 10003:2007, on resolu on of disputes

·

ISO 10004:2012, on monitoring and measuring

·

The Interna onal Customer Service Standard (TICSS)

[

231

Par cipant Handbook

4.4.2 Achieve Down me of Less Than 1% or as Contracted
Down me or outage dura on refers to the period when a system becomes unavailable and
is not able to perform its primary func on. When this happens, it raises ques ons on the
availability, reliability and recovery of the system. The unavailability is the propor on of a
me-span that a system is not available because of the system failing to func on due to an
unplanned event, or as a result rou ne maintenance.
As depicted in the following ﬁgure, down me occurs in two ways:

Down me

Planned

Unplanned

Fig. 4.4.3: Occurrence of down me

Planned down me
Planned down me is the result of scheduled system maintenance work. This includes
upgrading a system or replacing aged hardware from me to me, which requires
reboo ng a machine. Planned and scheduled down me in service windows has minimal
impact but is diﬃcult to avoid.
Unplanned down me
Unplanned down me is beyond the control of the organiza on and is unforeseeable. It,
therefore, has more impact on the business. Examples of unplanned down me are
infrastructure failures, human mistakes or even geographical catastrophes.

Steps to Consider to Check Down me
It is important to minimize the down me and maintain the service level agreements (SLAs).
This can be achieved by designing products and services with service up me in mind.
The following ﬁgure illustrates the steps needed to move towards zero down me:

Step 1
Step 2
Step 3

•Prevent Hardware Down me
•Maximize Service Availability
•Minimize Human Mistakes

Fig. 4.4.4: Steps needed to move towards zero down me
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Step 1: Prevent Hardware Down me
Just as in building a house, preven ng down me depends on choosing the best founda on
for IT. The two most cri cal components for preven ng down me are right hardware and
opera ng pla orm. A system should be set up i n such a way that it gives consistent
performance on a wide range of hardware architectures. This provides extra stability and
availability features across diﬀerent pla orms on customer service aspects.
Step 2: Maximize Service Availability
The ul mate goal of a helpdesk technician should be to maximize service and workload
availability. The general availability of the system can be improved by introducing
redundancy. This can be done by using the concept of open source clustering technologies.
Several redundant servers are combined into one cluster, achieving higher availability than
is possible with a single server.
Step 3: Minimize Human Mistakes
As per an es mate, about 13 percent of down me incidents are caused by human mistakes.
One of the ways to reduce the risk of error in repe ve or complicated tasks is by using
proper tools and automa on.

4.4.3 Escalate Problems in Time and as Per Cri cality of
Work Process
Escala on is the process of highligh ng certain issues within an organiza on, to make sure
that the right personnel can respond to the situa ons and monitor the ﬁxes. There can be
a number of reasons for escala ons in support centres. An escala on management system
enables an organiza on to track, monitor and manage situa ons that need increased
awareness and prompt ac on.
Escala on Management
Escala on management consists of escala on processes that are created carefully to
ensure that unresolved issues are addressed promptly. Escala on management includes
re-prioritizing, reassigning, and monitoring a situa on to an acceptable closure.
As depicted in the following ﬁgure, there are two types of escala ons:

Escala on

Hierarchical

Func onal

Fig. 4.4.5: Types of escala on
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Hierarchical Escala on
It is used to grab the a en on of seniors or experts so that they can take the necessary
steps to ﬁx an issue. This happens when the ﬁrst level support cannot resolve the issue. It
is escalated to second level support. In case the 2nd level support cannot solve it, they
escalate it to the third level and so on un l the issue is ﬁxed. The following ﬁgure shows
hierarchical escala on:
Level 1
Support

Level 2
Support

Level 3
Support

Fig. 4.4.6: Hierarchical escala on

Func onal Escala on
It is used in situa ons when the support team cannot ﬁx the issue within the speciﬁed
meline. In such a case, the issue is sent to a diﬀerent func onal department for resolu on.
The following ﬁgure depicts one such case, where diﬀerent support teams work together
to resolve an issue:
[

Network support
team

Applica on
support team
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Fig. 4.4.7: A case of func onal escala on

Escala on management process is designed to ensure that the targeted me for the
resolu on of customers’ complaints is not exceeded, as such a situa on can result in
customer dissa sfac on.
The escala on management process may include the following ac vi es:
·

Ini ate an escala on

·

Assign an escala on manager

·

Register the escala on

·

Assign the escala on team.

·

Spot appropriate service providers

·

Conduct a detailed appraisal and review of situa on

·

Perform an escala on management ac on

·

Review the escala on management ac on plan

·

Ini ate hierarchical escala on

·

Escala on team starts to ﬁx the problem

·

Monitor the situa on for a speciﬁc dura on

·

Keep standby escala on team in case the problem recurs

·

Close the escala on

·

Conduct a post escala on review

4.4.4 Maintain 100% Records of Ac vity
Good customer service also involves maintaining accurate records, managing details of
dealings with the customers. Customer records can help in gathering informa on about
how best it is to market a company's services and help to
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ensure that the organisa on is running smoothly. Most records are stored electronically on
a database.
Objec ves of Documenta on
·

To record all the p roblems reported by users.

·

To record the ming of the correc ve ac on.

·

To record the issues that are escalated and to whom.

·

To record what ac on has been taken by whom.

·

To record when the outstanding requests get cleared.

Right documenta on can make a lot of the diﬀerence in ge ng quick resolu ons.
To achieve this, certain steps need to be taken as shown in the following ﬁgure:
Document every complaint

Document common problems

Document cket escala on process

Make documenta on an on-going process
Fig. 4.4.8: Steps for right documenta on

Document Every Complaint
The help desk technicians need to document issues as they come in. In addi on to recording
the symptoms described by the customers, they should probe for the right symptoms. For
example, if a customer says that his computer is running slow, the help desk needs to
diﬀeren ate whether the problem is caused by a virus or a malfunc oning hardware or an
unpatched system.
The help desk technician should know how to ask the right ques ons to try and resolve an
issue within the ﬁrst call.
Document Common Problems
Majority of the help desk issues can be reduced to a handful of common problems. If there
is a good documenta on process that has resolu on paths for all common problems, then
the help desk technician does not have to reinvent the wheel for every cket. He can use
the internal help desk knowledge base and me tested processes to resolve the issues
quickly.
A well organised process enables the help desk technician to respond to a cket quickly and
resolve most of the customers’ problems immediately.
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Document Ticket Escala on Process
A good escala on process makes sure that when the helpdesk technician is not able to
resolve a problem, he addresses cket escala on promptly. The cket gets send to the next
level of customer support and the customer does not have to wait for days for it t o get
resolved.
Documenta on should be an on-going eﬀort
Documenta on is not a one me eﬀort; it needs to be an on -going process. The help desk
technicians should regularly op mize the issue resolu on procedures and processes. This
ensures that the customer issues are resolved promptly.
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5. Coordinate with
Colleagues and Coworkers

Unit 5.1 – Interac ng with Supervisor
Unit 5.2 – Coordina ng with Colleagues
Unit 5.3 – Interac on with Customers and Superiors
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Key Learning Outcomes
At the end of this module, you will be able to:
1.
2.
3.
4.
5.

Recognize the organiza onal goals and targets
Communicate with superior and subordinates
Manage Cross-func onal interac on to accomplish produc vity
Achieve inter-personal communica on skills
Develop rapport with customers

240

Service Engineer

Unit 5.1: Interac ng with Supervisor
Unit Objec ves
At the end of this unit, you will be able to:
1.
2.
3.
4.

Recognize the organiza onal goals and targets
Use inter-personnel skills to resolve issues
Communicate with superior and subordinates
Evaluate non-biased feedback from client regarding task comple on

5.1.1 Work Requirements
As an IT service engineer in any organiza on, one of the major roles and responsibili es is
to understand the work requirements. The following image shows a service engineer
working on network servers a er understanding the work requirements:

Fig. 5.1.1: Understand the work requirements

The major roles of an IT service engineer are as follows:
· With hardware and so ware glitches inevitable, an IT service engineer needs to come up with solu ons as soon as possible to eliminate any bo lenecks in terms of
produc vity. It is an integral part of maintaining a smoothly running working
environment having zero tolerance for even major delays.
· Coordina ng with customers, co-workers, subordinates and superiors is also deﬁned
as one of the major roles of an IT service engineer.
Having a clear picture about the work requirements determines the smooth func oning of
an organiza on. This keeps the down me of IT hardware and so ware to less than 1% at
customer facility.

Understand Work Requirements and Targets
The targets and short term goals set by the organiza on determine the targets for the
personnel. An IT service engineer needs to understand the goals set by the superiors.
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The goals may be set with respect to mespan as listed in the following ﬁgure:

Quarterly
Monthly
Weekly

Daily

Fig. 5.1.2: Goals set by superiors

These goals then further deﬁne the targets to be assigned to the team responsible for all IT
related personnel. The incen ve policy should be clear so that the employees can
understand the policy well. It will mo vate them to put maximum eﬀort in maintaining I T
facility of an organiza on.
Any ambiguity in understanding the work requirements deﬁned by the supervisor results
in me delays and confusions. An IT service engineer needs to avoid such instances at all
costs. For example, failing to understand the priority of jobs or tasks assigned by the
supervisor for the day. Understanding the technical requirement is also equally important.
So, while replacing faulty modules, an IT service engineer should check the warranty on the
faulty module while replacing it and also ensure that no damage to the other hardware is
done.

New Product Models
Since IT industry evolves at a very fast pace, service engineers need to be updated with the
latest products, their so ware ecosystem and methods to operate the technolog ically
advanced machines. New tech savvy hardware comes with a speciﬁc set of rules and
opera ng methods. Therefore, service engineers need to acquire complete knowledge
about their func oning.
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The following image shows service engineers learning about new product models:

Fig. 5.1.3: Learning about the new models installed in a facility

An IT service engineer should do the following when working with a new product:
· Keep in mind the constraints related to the use of the new product to avoid any
hardware or so ware failure.
· Comply with the codes put in place for the use of any machine or so ware.

Escalate Issues
With IT hardware equipment, breakdowns are normal happenings. Same is true for
so ware installed to keep the hardware running . Any glitches with hardware, installed
so ware or some compa bility issues between the two can result in down me which can
hamper produc vity of any organiza on.
Any issue raised by the subordinates and other personnel of the organiza on regardin g
problems in the opera ng system, so ware like AutoCAD or hardware such as routers or
switches should be conveyed to the concerned department/person at the earliest as shown
in the following image:

Fig. 5.1.4: Escala ng issues to the concerned person
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A service engineer should use a format for escala on of the diﬀerent issues. One of the
escala on form formats is shown in the following image:

Fig. 5.1.5: Format for escala ng issues to the concerned department

Also, an IT service engineer should get in touch with the higher management if the raised
concerns are not being addressed. There can be unnecessary bo lenecks created by the
supervisors and such behavioural anomalies can hamper the produc vity of a facility.

Receive feedback
Once the issue/problem is solved, feedback from the person or department is very
important. This gives a clear idea regarding the improvements that can be done in reducing
down me of machines.
Feedback also helps to create a reference guide for the IT servic e engineers in an
organiza on if the same problem creeps up again. Having discussions with the supervisor
in rela on to the problem and its solu on solves a lot of intangible problems in the
organiza on.

5.1.2 Inter-personnel Skills
An IT service engineer not only needs to be acquainted with all the technical requirements
of the facility, but also needs to have interpersonal skills to solve meagre issues.
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Communica on and the ap tude to solve problems, as and when they occur, is an
important skill set which helps in the long run.
The ability to report problems in accordance with the guidelines and understandability of
the supervisors and the higher management is preferred. A service engineer also needs to
be skilful enough to resolve personnel grievances tac ully. The following image shows
inter-personnel skills:

Fig. 5.1.6: Interac ng with subordinates

Communicate Poten al Hazards
Understanding all the possible hazards that can happen in a facility are the responsibili es
of a service engineer. One possible cause of hazard could be the lack of clear understanding
about the company’s code of conduct or reference handbook which puts constraints on
the use of equipment for purpose that is against the code of conduct. A service engineer
can handle the hazard by:
·
·
·

·

Communica ng any such hazard to the supervisor can prevent unaﬀordable
down mes which could hamper cri cal func oning of the organiza on.
Having clear communica on with the other staﬀ members and ge ng in place early
warning systems for poten al threats in another dimension.
Making risk assessment is an integral part of an IT service engineer’s job descrip on.
Poten al hazards should be assessed with precision and supported with prac cal
evidence.
Adop ng a systema c approach is one dimension of communica ng poten al hazards.

The following ﬁgure shows a systema c approach for handling hazards:

Iden ﬁca on of
cause

Assessment of the
cause

Fig. 5.1.7: Systema c approach for handling hazards
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Report Problems in Field
Service engineers need to report any kind of problem (hardware or so ware) to
supervisors keeping in mind the code of conduct. Proper communica on of any kind of
issue in the facility is important as misleading informa on can complicate the issue further.

Resolve Personnel Issues
Resolving personnel issues involves the followings:
· Communica ng eﬀec vely with the personnel ensures posi ve feedback in the
organiza on. Two-way communica on within and beyond the facility is also advised
for IT service engineers in any organiza on.
·

All conﬂicts of interest, misunderstandings and personnel grievances need to be
understood and then reported to the higher authority.

Sugges ons on resolving the problems is important as it helps the facility staﬀ to
concentrate on the job at hand.
Any personal issue or grievance also needs to be a ended to by the service engineer
himself before pushing the issue through to the supervisors. Managing the personnel is the
most important part of team eﬀort towards a uniﬁed goal.
·

5.1.3 Meet Targets
Just like any other job proﬁle in an organiza on, mee ng the targets set down by the
management is very important. IT service engineers need to be clear about the goals and
visions of the organiza on to achieve all the designated targets. The fol lowing ﬁgure shows
the key points which will help an IT service engineer to meet the expected targets:
Maintain the
quality of
work

Ensure
availability of
machinery
and so ware

Manage the
team
Service
Engineer

Scru nize the
procedures
on site
Fig. 5.1.8: Key points to remember for mee ng targets
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The quality of work needs to be maintained always in compliance with the referral
handbook of the company. The job descrip on of a service engineer also lays down the
requirement for keeping the down me of the machines to below 1 percent, otherwise it
results in heavy losses during that period.
To keep up with the requirements, service engine ers need to handle their team well.
Learning about their skillset and deploying the suited personnel for a set of tasks gets the
job done in the s pulated me period.
Ensure inspec on of procedures on site. Making sure that individual roles and
responsibili es are understood by the personnel is vital. Timely check of the machinery and
so ware systems needs to be done to avoid any bo lenecks in achieving weekly or monthly
targets.

5.1.4 Customer feedback
Just like it is essen al to address issues within the facility, it is also important to get
feedback of the customers and clients. To maximize the poten al of work done in an
organiza on, service engineers need to make it a habit to get unbiased feedback from
clients on the designated tasks performed.
The customer is always special and customer’s feedback is the most important thing for an
organiza on. The procedure as shown in the following ﬁgure should be followed:

Fig. 5.1.9: Procedure to be followed for taking customer feedback

The me taken to resolve an issue, and the diﬃcul es that a customer encountered while
communica ng the problem should be understood. The misunderstandings observed
during the interac on should be clearly documented.
The methods of interac on and behavioural aspects also need to be considered in drawing
conclusions a er each task or problem handling rou ne. Ge ng honest feedback from
clients helps to improve the organiza onal func oning for the greater good.
The service engineer can have a feedback form ﬁlled up by the customer at the facility. If
the service engineer is working remotely, he/she may have an online feedback from the
customer through email, chat or feedback SMS.
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Unit 5.2: Coordina ng with Colleagues
Unit Objec ves
At the end of this unit, you will be able to:
·

Explain achieving inter-personnel communica on in an organiza on

·

Manage Cross-func onal interac on to accomplish produc vity

A workplace that feels like a ba leﬁeld requires inculca ng a sense of harmony and unity.
These are the keys to develop a healthy and compe ve environment in an organiza on
of any sort. Higher the rank, bigger the responsibili es, and more complex the problems
are. Holding the fort at an organiza on as a service engineer comes with its own highs and
lows.
Taking into considera on the current scenario, the IT department is the backbone of any
organiza on. Hence, it’s no less than walking in the line of ﬁre for a service engineer.
However, the brighter side is that the person in charge always has the authority to
command his/her team of skilled professionals whom he/she can deploy to ensure smooth
workﬂow even if the environment is plagued.
The work group is united by the goals and missions of the organiza on, but, at mes, small
issues like varied viewpoint plague the work environment. Keeping everyone focused and
mo vated to work in synergy is what the role of a service engineer is.

5.2.1 Inter-personnel Interac on
Every worker works towards a common goal in an organi za on, s ll all of them are divided
by certain roles and ac vi es and the way they accomplish that objec ve. Inter -personnel
communica on – whether formal or informal - is the most common and important key to
accomplish produc vity and perform social func ons in an organiza on. Inter-personnel
communica on deﬁnes form and func onality of an organiza on as all work groups require
an ac ve inter-personnel communica on to accomplish produc vity.
The primary objec ve of a service engineer is to understand the process and the health of
the communica on taking place among the co-workers in order to improve its quality.
Doing so enables the service engineer to comprehend the way groups interact and work.
The following ﬁgure shows the steps for ensuring spontaneous inter-personnel
communica on:
Analyse
communica on
challenges

Iden fy gaps

Fig. 5.2.1: Steps for ensuring spontaneous inter-personnel communica on
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Resolve Conﬂicts
As discussed earlier, individuals are divided by roles and responsibili es in an organiza on
despite working towards a common goal. Hence possibility of conﬂicts is nearly
unavoidable.
Here are a few ps to reinstate be er communica on among co -workers in such quandary.
·

Clarify role and responsibili es
Going to basics is the best way to resolve a problem. Role of a service engineer is to
ensure a glitch-free workﬂow in an organiza on. He and his team will par cipate in
addressing IT issues, whether small or big. Providing a more rounded perspec ve of job
roles and responsibili es oﬀers inculca on of a posi ve and resolute approach for
problems among co-workers. Also, this enables people with less job experience take up
things in a more construc ve manner. The following image shows a service engineer
clarifying roles and responsibili es to a team member:

Fig. 5.2.2: Clarifying roles and responsibili es to a team member

·

Plan strategically
In most organiza ons, conﬂicts between co-workers occur due to ght schedules and
deadlines. Employees working on deadlines are required to work on short turnaround
mes, resul ng in causing frustra on and stress. Strategic planning in advance is the
best way to avoid such circumstances. Irrespec ve of the team size, this can be
achieved by deploying tools like Google Calendar to communicate deadlines. The
following image shows planning using a calendar:

Fig. 5.2.3: Planning using a calendar
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Receive Equipment/Tools from Stores
Ge ng the job done in a process depends on informa on communica on. Furthermore,
accuracy of the end result en rely depends on eﬀec ve inter -personnel communica on.
For example, the IT department of an organiza on wants to replace old computers with
the new ones, accurately and smoothly. The en re exchange process depends on how
eﬀec vely the IT department communicated with the person in charge at the store, the
requirement for infrastructure upgrade.

Customer Complaints in the Respec ve Geographical Area
Serving customers at an organiza on with a wide spectrum of consumer base poses
addi onal challenges. Maintaining service quality in such cases can be a challenging task,
owing to cultural and social diversity. However, such barriers can be overcome in a be er
way by giving the opportunity to a worker hailing from the respec ve geog raphical area.
Addressing such problems in this way can improve the ability of an organiza on to
implement strategies aimed at improving the service quality. The following images show
the segmenta on of the customer base to collect their complaints accordingly:

Fig. 5.2.4: Segmenta on of customer base

Assist Colleagues
Be it work alloca on, manpower distribu on or iden ﬁca on of areas of high
responsiveness, healthy communica on is the key to improve service quality. Informal
communica on is what is usually seen to be dominant in most workplaces. People asking
for help from the person si ng at the adjacent desk to troubleshoot an IT issue, rather
than consul ng an IT person, is one of the most common examples of informal
communica on. The communica on is spontaneous and successful in achieving the goal,
paving the way to formal inter-personnel communica on. Despite having established
communica on procedures, the informal communica ons occur in every organiza on and
help in resolving problems and conﬂicts in real me. Hence, the role of a service engineer
is to understand poten al of this form of communica on and further it with the help of
modern-day technologies.
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The following image shows colleagues assis ng each other:

Fig. 5.2.5: Colleagues assis ng each other

5.2.2 Cross Func onal Interac on
Success of an organiza onal plan depends on eﬀec veness of training, goal -oriented ac on
planning and mo va on. However, another key element that deserves a special
considera on is cross-func onal communica on. Cross-func onal communica on is a
method of understanding the importance of liaising and collabora ng with other key
departments of an organiza on. The following image shows cross func onal interac on:

Fig. 5.2.6: Cross func onal interac on
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This is how workers learn the skills of persuasion and nego a on required for eﬀec ve
teamwork and synergy. Any plan or strategy cannot yield desired results un l cross
func onal communica on is ﬂawless, because this is the key factor to determine the level
of mo va on and skills of the team needed to achieve the goal.

Interact with Colleagues from Diﬀerent Func ons
Cross-func onal communica on implies working closely with people from diﬀerent
func ons in an organiza on to send a message. This is important because it impacts success
of an organiza on signiﬁcantly. Working in collabora on with colleagues and looking
forward to interac ng with them is a way of bringing fun in work.
A work environment where teamwork is a culture, always yields more results than a lowmorale and individual work environment. This is because generally everyone cares about
people they work with. Taking onus of an assigned job role and ge ng it done in
collabora on with people from other departments makes an eﬀec ve work rela onship
and a win-win situa on for both. The following image shows collabora on with people
from diﬀerent departments:

Fig. 5.2.7: Collabora on with people from diﬀerent departments

Conducive work rela onship is purely dependent on eﬀec ve inter -personnel
communica on, which in turn decides the success of an organiza on and its plans and
strategies. Work rela onships that take place in an organiza on could be within the
department, with colleagues of other departments and customers. Establishing healthy
work rela onships depends on coopera on with other departments while dealing with
conﬂicts of interest through good communica on to achieve common missions.

Understand their Workload
Developing a culture of teamwork is an important step. Training them to work ﬂawlessly as
a team is the next step towards building a cross func onal communica on for pursuing

252

Service Engineer

a long-term goal, because a close-knit work environment posi vely aﬀects a team and the
individuals. Be it understanding stress level and workload, or simply par cipa ng in small
victories they make while overcoming hurdles in day-to-day work, building rela onships
with people of other departments strengthens an organiza on in unexpected ways.
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Unit 5.3: Interac on with Customers and Superiors
Unit Objec ves
At the end of this unit, you will be able to:
1.
2.
3.
4.

Explain a service level contract
Communicate with customers and superiors
Develop rapport with customers
Develop interpersonal and decision making skills

5.3.1 Introduc on
As a service engineer, there are certain roles that come by default. Yet, the job requisite of
a service engineer remains to service the machinery and electronics and look a er its
upkeep from me to me. Since, service engineers are involved largely in maintaining and
servicing worn out electrical equipment, they are also known as maintenance engineers or
ﬁeld service engineers.
The service engineer is required to review each electrical equipment a er a speciﬁc period
of me. The idea is to ﬁnd faults and then rec fy them to avoid major mechanical failures
in the near future.
The job of a service engineer does not end at just examining or maintaining the equipment.
Once an equipment, for example a computer is worked upon, the engineer is required to
create a detailed report on the changes made, and the next supposed date when the
hardware or the so ware on the system may require repair or update.
In the role of a service engineer, an individual has to fulﬁl a host of responsibili es. Major
responsibili es are as shown in the following ﬁgure:
To provide customers with on -site installa on of equipment

·To provide hands -on, on-site technical support and training to customers
·To perform troubleshoo ng, service and repair of equipment as and
when necessary at the customer’s loca on
To create documenta on of all services and repairs and maintain service
informa on in the organisa onal database
Fig. 5.3.1: Major responsibili es of a service engineer
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Working with Customers
Service engineers are not shut away in the workshops or customer labs. They’re at the
centre of an organiza on. They are required to professionally handle customer service
calls, address issues arising from ﬁeld service visits, and ensure customer sa sfac on.
With advancement in technology, computers are doing to the brains, what steam engines
did to the trains – they are steering the path. This has shi ed the service engineer’s work
from mere physical to mental labour, which suggests each support, service or repair work
is me bound. The work has to be completed as per the customer’s meline so as to avoid
a lag in the work process and thus inﬂuence the customer’s ul mate targets.
Good communica on skills can help a technician build rapport with a customer. Built up
trust ensures that the customer can explain the problem in detail (if customers do not have
trust in the technician, they may not divulge complete informa on, fearing data the ).
Detailed informa on can decrease the service engineer’s turnaround me, limi ng
disturbance in the customer’s workﬂow.

Understanding Service Level Agreement
Managing the expecta on of a customer in an IT-based service business is not easy for a
service engineer. The expecta ons can turn into a grave problem if the responsibili es and
the roles of both the par es are not clearly deﬁned on paper and agreed upon by both the
customer and the service provider.
An agreement of a sort is therefore important to understand that both the par es –
customer and organisa on– have du es and responsibili es to each other and these must
be properly detailed. This is where Service Level Agreement(SLA) comes in. An SLA is a
formal contract between the service provider and the customer, deﬁning services,
responsibili es, scope and du es of both the par es. For instance, an IT service company
may oﬀer rou ne inspec on and maintenance service for a certain period of me as part
of one me cost at the me of purchase of equipment.
The following image shows an SLA:

Fig. 5.3.2: Wri ng out an SLA
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It’s important for the service engineer to read and understand the SLA before visi ng a
customer, so that all the queries, support and service can be addressed according to the
terms speciﬁed. This will minimize all the issues related to service expecta ons of a
customer.

Communica ng Contractual Ma ers and Customer Concerns to
Superiors
The service engineer should know the line of communica on to communicate the
customer concerns. The following ﬁgure shows the line of communica on:
Senior Management

Downward
Communica on

Upward

Manager
Shi in Charge
Supervisor
Service Engineer

Customer
Fig. 5.3.3: Line of communica on

Service engineer is a company representa ve that walks out to the customer’s territory to
ﬁx issues that may have crept up in the machinery supplied by the organiza on.
Customers can have varied queries and issues, and at mes, some may even fall beyond
the scope of the signed SLA. The service engineer should respond to these queries in the
ways as shown in the following ﬁgure:
Understand customer query and help resolve it if possible

If the solu on is beyond the contract purview, take up the issue with the
seniors before commi ng anything to the customer on -site

Fig. 5.3.4: Ways to respond to the customer queries

Contract and agreements are largely generic and real on-ﬁeld situa ons can be lot diﬀerent
to what the SLA may cover. If there is an issue brought up by a customer, which should be
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resolved even out of the scope of the contract, it is important for a service engineer to take
such an issue to the superiors.
A service engineer should perform the following steps for an assigned task to be completed:

Provide the
superior with
general overview
of the problem

Show the speciﬁc
impact it has on
customer’s
business and own
organiza on’s
image

Explain how the
problem could be
addressed

Clearly deﬁne
speciﬁc approach
or alterna ve
op ons along with
supposed op ons

Fig. 5.3.5: Steps for an assigned task to be completed

5.3.2 Communica on Skills
Service engineers need to be excellent communicators to ensure their work is properly
understood by the customers, colleagues and superiors. The following ﬁgure lists the
persons with whom the service engineer has to communicate:

Customer
Senior
management
of the
organisa on

Colleagues

Service
Engineer
Senior
management
of client

Vendor

Supervisor

Fig. 5.3.6: Persons with whom a service engineer communicates
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The service engineer may also be required to communicate in local language to understand
the customers’ queries and suggest them appropriate solu ons where service alone would
not solve the purpose. For example, a customer located in a remote area requires his
computer serviced but can only converse in the local language. During on-site visit, a er
the computer disk drive is repaired, the customer should be advised by the service engineer
to place a DVD gently in the disk drive, amid other sugges ons, in the language best
understood.

Seeking Details to Assess the Problem and Sugges ng Solu on to
Customer
Each customer will have a diﬀerent problem, and a very diﬀerent idea of what customer
services means to them. Therefore, to provide appropriate customer service, a servi ce
engineer must be able to communicate well to understand the customer’s needs and
provide accurate solu on to the problem.
Without details, a service engineer cannot assess the problem correctly. Also, without
being able to provide service on-site, a service engineer is of no use. It’s important thus to
communicate to understand the area of issue properly. A detailed inves ga on alone will
lead the engineer to the root of the problem, which will then become easy to solve.
As a customer service representa ve at the customer’s loca on, a service engineer may be
required to ‘tell the customer what they want to hear,’ but that’s not a good prac ce, even
though all representa ves are trained to do so. The correct thing will be to suggest real
solu ons to the customer. To ensure customer sa sfac on the service engineer must do
the following steps:
Seek for problem details
Communicate well
Provide eﬀec ve service
Suggest solu ons
Fig. 5.3.7: Steps to ensure customer sa sfac on

For example, a customer is facing a problem where the computer is overhea ng. Easy
solu on would be to tell the customer that the fan is not working properly and it requires
replacement. Sugges ve solu on would be to request the customer to place the system in
an airy space and clean the fan through the vent using an air blower and to inform if the
problem persists.
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Assis ng and Educa ng Customers about Warranty and Precau ons
A service engineer out for an on-site visit to the customer’s loca on must detail the
requisites regarding warranty to the customer. This will educate the customer on whether
the equipment is in warranty or not.
The following ﬁgure lists some important informa on that a technician should
communicate to the customer:
Tell the customer about warranty period and the parts covered under
the warranty
Detail the process of replacement of any faulty component and
tell about the cost of service
Inform the customer about the precau ons to be taken to avoid
malfunc on
Fig. 5.3.8: Informa on to be shared with the customer

5.3.3 Interpersonal skills
The work of a service engineer is not just technical; a service engineer’s job role requires
the individual to frequently liaison with customers. Addi onally, the engineer also has to
work in mul -disciplinary teams, interac ng with colleagues and seniors. Therefore, the
individual is required to have strong interpersonal skills.
Good rela onship with your customers and vendors is vital, but it is equally important to
ensure that the rela onship is documented properly, so that the decisions on the
rela onship can be taken in accordance with it. The following ﬁgure shows essen als of
interpersonal skills:

Fig. 5.3.9: Essen als of interpersonal skills
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Managing Vendors and Building Rapport with Customers
In addi on to being a skilled engineer, a specialist service e ngineer also has to adopt the
role of a good bargainer and become a good face of the organisa on – as the technician
will deal with vendors to close deals and provide on-site customer assistance. The service
engineer has to liaison with customers and vendors and interact with them to understand
and explain details provided in the service level agreement. A clear understanding of the
SLA ensures that there are no issues later, when an equipment is purchased from a vendor,
or when it requires service at the customer’s loca on.
When dealing with vendors, a service engineer presents a detailed work requirement and
makes self-assessment of the requirement. Talking and detailing the essen als, the
engineer ﬁnalizes a deal that is mutually beneﬁcial for both the organisa on and the
customers in the long run.
Outside the purview of the organisa on, service engineers are as good as customers judge
them to be. It is essen al for service engineers to build rapport with customers to be er
understand their problem and address it to perfec on. The following ﬁgure lists the
beneﬁts of building rapport with customers:

Sa sfying customer needs

·Priori zing important customer needs

·Achieving the highest level of customer service
Fig. 5.3.10: Beneﬁts of building rapport with customers

5.3.4 Behavioural skills
With the good comes the bad; this phrase just becomes right when dealing with diﬃcult
customers. Most of the me, this may be because of uncontrollable situa ons such as a
manufacturing defect. But at mes this can be related to service or a er sales issues. In
either case a service engineer has to keep a cool head and deal with the issues maturely.
The service engineer should collaborate and communicate clearly the issue to the customer
and in some cases if it’s necessary, to the superiors. The service engineer should be able to
see the bigger picture while deferring perspec ves, and eﬀec vely priori se situa ons.
A service engineer working eﬀec vely on the ﬁeld can be professionally groomed to handle
situa ons. The individual should con nuously strive for improvement in e que e while
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dealing with customers, so that even the most diﬃcult of customers can return with
sa sfac on and goodwill.

Dealing with Customers
Primarily, the service engineer must listen to the customer, even if the viewpoint is the
same – let the customer vent it oﬀ. A er the customer has ﬁnished, express feeling and
apologize for the inconvenience in a suppor ve way.
Provide immediate response to the problem detailed by the customer, if possible. At mes,
it may mean bending the rules, but customer sa sfac on is the key, and going out of the
way can just hit the nail on its head. For example, it’s be er to assist and resolve the
problem of a customer who may be crea ng a scene in front of other customers.

5.3.5 Decision Making Skills
Decision making is a diﬃcult thing. Nearly every decision involves some sort of conﬂict or
dissa sfac on. But the diﬃcult part is – decisions have to be made – and a service engineer
generally has to make decisions on the ﬂy.
Decision making is necessary majorly in case of dissa sﬁed and diﬃcult customers. There
can be an odd situa on when the issues at hand are beyond the permissible limits of a
service engineer’s proﬁle. This is when decision has to be made whether to take up the
query to a superior or just escalate the issue with the vendor.
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[

Role Play
You are a service engineer. You are given the responsibility of providing personal
counselling to a disgruntled subordinate. The person is not able to cope with the
func onality of facility machines due to non-understanding of an easy to learn skill. Handle
this situa on.
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Role Play
You are a service engineer. You just received a phone call from an angry customer, who has
complained of an overhea ng computer system twice before. Th e system is responding
poorly and the hassled customer’s business is being aﬀected. Fan replacement is not
covered in the service contract but it is vital here. How should the situa on be handled?
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[

Role Play
Say you are a service engineer. A co mputer that you sold to a customer was expected to
have 1TB hard disk drive. Due to some manufacturing error, which went unno ced with
the vendor and you, the system had only 500GB hard disk. The customer gets angry at you
in front of 10 other customers. This is when you have to decide that on what priority you
will address the customer’s issue and how you will tackle the problem.
Should the issue be taken to the superior, or should it be escalated directly to the vendor ?
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