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1. Team Work
Unit 1.1 – Communication with Colleagues
Unit 1.2 – Assist colleagues
Unit 1.3 – Communication with the supervisor
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Key Learning Outcomes
At the end of this module, you will be able to:









Share work load as required
Resolve personnel issues
Communicate effectively
Build team coordination
Interact with colleagues from different functions and understand the nature of their work
Pass on customer complaints to colleagues in a respective geographical area
Assist colleagues with resolving field problems resolve conflicts and achieve smooth
workflow
Report to supervisor
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UNIT 1.1: Communication with Colleagues
Unit Objectives
At the end of this unit, you will be able to:






Understand the meaning of TEAM
Share work load as required
Resolve personnel issues
Communicate effectively with others
Build team coordination

1.1.1 To share work load as required
In an organization, the work is usually assigned to a team. You, as an individual, are part of a
team that is responsible to work on a project. Before proceeding further, let’s understand
the meaning of TEAM, which you can consider as an acronym:
TEAM:





T: Together
E: Everyone
A: Achieves
M: More

Royalty Free Image: http://www.freeimages.com/photo/team‐1168771

3

Participant Handbook

A team is a group of employees who distribute the workload and support each other in the
time of crisis. A team, consisting of individual contributors, works towards a common goal of
a project. Jointly, individuals put their best efforts and achieve a common goal, which has
been defined for them. A team working for a common goal helps to raise individual as well
as organizational performance. In an organization, individuals having similar capabilities and
specializations form a team.

1.1.2 Importance of Team and Team Work
Henry Ford, the founder of Ford Motors, once said:
“Coming together is a beginning. Keeping together is progress. Working together is success”

Royalty Free Image:
http://www.publicdomainpictures.net/viewimage.php?image=147052&picture=background
‐wallpaper
He simply highlighted that working together is the way to success. Let’s consider the
example of a shopping mall. You would have visited at least one shopping mall. The moment
you enter the shopping mall, you meet the security guards. Then, there is an enquiry
counter that helps the customers with the specific queries. A few cleaners who mop the
floor and ensure cleanliness of the shopping mall. A manager who walks around to see if
everything is in order. All have divided responsibilities but work as a team to ensure the
shopping mall stays in good condition. In an organization, team work provides huge benefits.
Some of the key benefits are:


Meeting targets: Each organization works with targets, which cannot be met by
individuals. Employees must work in coordination to meet these targets. For example,
project team has a target to build a product. Sales team has the target to sell it to the
clients. Marketing team has a target to market the product. If any of the group does not
coordinate and work as a team, the product does not sell. An individual cannot perform
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all these tasks. After a team structure is established, delegation of work takes place.
Since work is divided, it becomes easy to accomplish the set targets.


Building the speed: An individual can work at a certain pace and can accomplish only a
limited amount of work. If an individual is responsible for most of the tasks in a project,
it would cause delay in completing the work. On the other hand, if work is divided, then
multiple people work on different tasks and accomplish the common goal, which is
completing the project. The project is completed must faster and more efficiently as a
team, rather than as an individual.



Managing the work: Consider that you are a single person team who manages an
important client. If you should go on leave, someone needs to ensure the coordination
with the client. Therefore, it becomes important to put a team in place to ensure that
another person can manage one person’s work. Within a team, when you are willing to
help others in a time of crisis, you will also get a helping hand when you are in need.



Increasing the coordination: In a team, people work in coordination with one another.
They get to know each other and accommodate depending on each other’s personality
traits. It helps to increase the bonding between the employees. It is usually observed
that within a team, two or three people often become best friends. They extend help to
each other officially or unofficially. Despite their differences or egos, team members are
into situations where they have to rely on the other team members and trust them to
meet the common project goal.



Bringing in healthy competition: Everyone within a team tries his or her level best to
give best performance to ensure that the set goals are met. Team culture brings in a
healthy competition amongst the employees, which is a necessity in each organization.
Employees must strive for his or her best performance.



Gaining the benefits: Everyone in a team has different personality traits, qualities and
behaviours. When working together, each team member benefits from other team
members’ strengths. Each one can be a critic to the other team members in a
constructive way and help them overcome the weaknesses.



Sharing responsibilities: In a team, everyone has collective accountability for the
success and failure of a project.
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Royalty Free Image Source: https://www.dreamstime.com/stock‐photo‐teamwork‐team‐
together‐collaboration‐business‐communication‐outd‐outdoors‐concept‐
image48568990#res336036
It is important to note that not everyone in a team has equal amount of strength and skills.
You need more than one employee to accomplish a goal. For example, let’s assume that you
need to develop a software and deliver it to a customer. In this situation, it is very unlikely
that you will have one person who will design the software architecture, program it, design
the interface, and also manage the overall delivery to the customer. Each of these tasks will
be divided and assigned to multiple people, who you call a team. Unless each individual,
owning different responsibilities in the delivery of the software, works in coordination,
delivery to the customer will not be possible. However, it is important to note that building a
strong bond within a team does not happen overtime.
Some Dos and Don’ts of working in a team:
While working in a team, ensure that you do the following:




Help others
Work in harmony
Focus on completing the work

However, you must also be cautious so that you don’t:




Overload yourself with extra work
Criticize everyone else in the team
Try to complete everything yourself
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1.1.3 Resolve Personal Issues within a team
A team will consist of people with different personalities and capabilities. Each individual is
likely to have different viewpoints and reservations, which when working with others, may
create conflict. A conflict involves three key components: emotions, perceptions, and
actions. You typically experience conflict at all three levels. When resolving conflict, you will
need to resolve it at all three levels.

Perceptions
Emotions

Actions

Conflicts
Depending on a given situation, a conflict can be handled using different methods. Some of
these methods are:







Inform someone senior
Try to deal with it
Clarify your viewpoint with the person
Try to negotiate
Compromise with it
Ignore the conflict

Remember that there is no one size that fits all. Therefore, you may want to apply a solution
in a given situation that is probably the best in that case.
Most people consider conflicts to be bad. However, conflicts are not necessarily bad if they
are handled with proper caution. In a team, each employee will have different views and
opinions. It is important that team members must openly acknowledge these differences
and not let them turn into conflicts. It is often seen that a group with people with diverse
opinions and views have more success than the people with similar views and opinions.
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Royalty Free Image Source: http://www.publicdomainpictures.net/view‐
image.php?image=134741&picture=conflict‐silhouette
When working in teams, team members must know the following to avoid conflicts:




Respect everyone’s views and opinions by maintaining a constructive balance
Avoid negative conflict that is destructive and disruptive in nature
Be patient and understand the opinion or views that are not similar to yours

Sources of conflicts
As stated earlier, a conflict is nothing but difference of opinion and views of individuals
working within a team. Other than the views and opinions, some of the key sources of
conflicts can be the following:


Communication factors: Poor listening skills, insufficient information sharing,
differences in interpretation and perception, and nonverbal cues being ignored or
missed



Structural factors: Organisation size, its turnover rate, and participation levels



Personal factors: Self‐esteem, personal goals, and values and needs

Types of conflicts
Conflicts largely depend on human behaviour. Here are some of the common behaviours in
a conflict:



Finger‐pointing: Find faults in others. One of the most common behaviours of blaming
others for failures
My way or no way: Show no considerations for other’s point of views. Always
considering theory view to be the most appropriate.
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Personal insults: Use personal insults and name‐calling of colleagues
Verbal Threats: Use verbal threats to convince people
Avoid: Run away from people and problems hoping that they will go away
Defensive: Try to justify why you are right and others are wrong
Complaints: Complain about what others are doing wrong rather than accepting what
they have done wrong

Resolving Conflict
Resolving a conflict is a three‐stage process:


Acknowledge: In the first stage, you must acknowledge that there is a conflict. Then,
you need to decide how you would solve the conflict. Everyone in the team must agree
to solve the conflict. Everyone must openly communicate to resolve the conflict.



Understand: In this stage, you along with the people involved need to understand the
situation. Listen to everyone and understand their point of view. If the team is large
enough, put people into smaller groups and ask them to work on the situation. By this
time, each group should have concluded to a single point of view. Then, put the team
back as a large group and understand each group point of view.



Resolve: In this stage, you and others have concluded on the facts and assumptions. You
should now reach to an agreement. Everyone in the team must agree to the agreed upon
decisions.

1.1.4 Communicating Effectively
Communication is a method of transferring signals or messages between two parties, who
are a sender and a receiver. A sender may use various methods, such as written words,
nonverbal cues, or spoken words to share a message that a recipient can understand. In an
effective communication, one must convey a message in a manner that is acceptable and
the message is clearly articulated by the recipient.
Effective communication is a necessity in daily life and in a corporate environment.
However, most people do not realize the importance of it. To effectively communicate with
others, you must follow a few tips:
Body Language: It is just not about listening to someone. Body language plays a critical role
in effective communication and is simply not dependent on the words that you say or hear.
Think about an open conversation where your partner is having his or her arms closed,
which convey that the person is unwilling to accept your conversation. Your body should be
in power pose, which means that you are standing straight or sitting straight with the
partner and communicating. Develop an eye contact with the partner for open
communication, which means that you are paying attention to what your partner is saying.
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Tone: For an effective communication, always use polite tone. Communicate with the tone
that you would like to hear yourself. Even a small discussion can turn hostile if appropriate
tone is not used.
Simplify: You may have to convey a complex idea or thought to one or more audiences. Try
to simplify your thoughts into simple statements that the audiences can understand. More
you simplify it, better the communication is.
Conversation Filters: A lot of people use unnecessary conversation filters to keep the
conversation going. These unnecessary conversation filters are ‘um’, ‘ah’, or ‘like’. These
conversation filters do not help in effective conversation. It is better to pause, think, and
then talk before continuing the conversation.
The ‘I’ Message: To make your conversation partner more receptive and empathetic, you
should use the words like ‘I’, which conveys that how you feel about a specific thing or
action. This rule specifically applies when you want to raise a concern in more effective way.
Rather than using a direct blame, make it more constructive by telling them how their
actions make you feel.
Small Talks: It is difficult to have an effective small talk with the people you hardly know.
Come up with a script in your mind of what you want to talk about and how you want to
initiate the discussion. Sometimes a script in your mind can help you find a common ground
with the person you hardly know.
Clarifications: When you think you are done with a conversation, it is better to repeat the
important points. In case of any doubts, you should simply ask questions and clarify your
understanding with your conversation partner. This shows that you are interested in their
statements.
Distractions: Most conversations fall short not due to the time but due to the distractions. It
is often observed that in a discussion of two people, one person is talking and another one is
busy doing something else, let’s say busy on mobile, and not paying attention. It is a rude
gesture, which strictly needs to be avoided. Now, be in that person’s shoes and let them not
pay attention. You will know how the other person feels when he or she is not being heard.
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Royalty Free Image Source: https://www.pexels.com/photo/woman‐using‐a‐smartphone‐
while‐fronting‐a‐macbook‐pro‐and‐black‐ipad‐196656/
Audience: One of the most important factor of an effective communication is tailoring your
conversation depending on the audience. It is important that you know your audience’s
perspective before initiating a conversation. For example, when a kid is your conversation
partner or an audience, you need to think like them and talk in a manner that they
understand. Of course, a kid is not going to understand a word if you talk like an adult.
Similarly, when speaking with your supervisor, your tone and message will be tailored to
what he or she wants to hear.
Dynamics: No one like a monotonous tone. Modulate it depending on a situation. The level
of tone should be appropriate with the words that you want to communicate.
Pause and Respond: When communicating with someone, don’t rush to respond to a
statement. Pause, think and respond. While talking to people, it is necessary that you pause
momentarily so that you can think and continue to talk.
Open, Trustworthy, and Honest: Keep your communication open and honest. When you are
honest and trustworthy with people, you don’t have to cook stories to tell. You can say what
is right and not create stories to hide a truth. When you make a dishonest statement, you
need to make up stories and to support these stories, you have to again lie more.
Understand: Most often people listen to someone just to respond to their statements.
People need to listen to understand what is being stated.
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Follow‐up: When you communicate something to an individual or a group, you usually
assume that what was communicated is fairly understood. However, this is not the case in
many cases. To ensure that the audience have understood what you wanted to
communicate, you should follow‐up with the person or group to ensure that your
communication was well understood.
Feedback: You should always try to get feedback on your communication style. It may not
be easy on regular basis but it is a good mechanism to improve your communication style
and ensure that your communication is effective.

Royalty Free Image Source: https://www.pexels.com/photo/abandoned‐antique‐
architecture‐building‐263532/
The summary of effective communication is to pay attention to communicate with others
and also understand and pay attention to how others communicate with you.

1.1.5 Team coordination
Aristotle once said:
“The whole is greater than the sum of its parts.”
This quote illustrates the example of team coordination. Let’s first define what coordination
is. It is the synchronization and integration of activities and responsibilities amongst the
individuals in a group. Team coordination helps to efficiently utilize the resources of an
organization to achieve specified objectives. When a group of individuals coordinate as a
team, they can accomplish more than they would have when working as individuals.
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Royalty Free Image Source: https://www.pexels.com/photo/jet‐show‐training‐team‐34481/
But, why do you require team coordination in an organization? Let’s look at the necessity of
team coordination:


Management functions, such as planning, organizing and execution etc. are dependent
on team coordination.




It is a function of management.
It is known as the core principle of management. Every other principle in management is
dependent on coordination.
It creates an addition value. Combined efforts through team coordination, a group can
achieve more than what an individual can achieve.
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Royalty Free Image Source: https://www.pexels.com/photo/people‐meeting‐workspace‐
team‐7097/

Benefits of team coordination
Team coordination provides several benefits and therefore, it extremely important for an
organization to keep growing at a steady pace. It is a known fact that a group of people that
has better team coordination is able to provide better results than a group that does not.
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Importance of Team Coordination
You now know the benefits of team coordination. However, the fundamental problem is to
build a team that is well coordinated. It is simply not that easy but it is not impossible also.
People in a coordinated team complement skills and talents to achieve a specific goal.
Everyone must contribute to the goal that needs to be achieved as a team. Everyone in the
team must keep the personal differences aside and ensure that their personal efficiencies
contribute to achieve the desired goal.
Most often, organizations happily reward individual performances but do not pay attention
to the team work. It is equally important to reward the team performance along with the
individual performance. Let’s consider an example of people using Lego to build a house. A
team was asked to build a house with Lego. Everyone had to play their role but individually.
This meant that one person will build the walls, another will build the roof, third will build
the floor etc. Everyone did a fantastic job as an individual. However, none of the built pieces
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fit together. In this example, everyone was an individual performer and there was no team
coordination. Everyone did a fantastic job in building their own pieces but did not pay
attention to the coordination and how these pieces needed to fit together.

Royalty Free Image Source: http://images.freeimages.com/images/thumbs/7a1/team‐work‐
1520803.jpg
Encourages team spirit: Everyone in a team has their own aspirations and objectives.
However, what is more important is to focus on the organizational objectives rather than
individual objectives. Team coordination helps to focus more on the organizational
objectives by bringing in a common goal. Individuals may have difference in views and
opinions with the others in the team but team coordination encourages everyone to work as
a team and work towards one or more common goals. When people in a team work
together, the team spirit is automatically increased.
Provides direction: In an organization, there are departments who work towards a specific
goal. For example, Sales department focuses on sales of a product. The production
department manufacturers the product. Operation team manages the overall production.
All three have distinct functions but all have one goal: ensure that the product is good,
timely marketed and delivered, and sales numbers are roaring. It is the common objective
to sell the product well. All departments coordinate with proper directions to ensure that
they can sell the product.
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Facilitates motivation: Coordination encourages team members to take initiatives and
motivates them to do better.
Achieves objectives: Because everyone works in a coordination, the assigned work is
achieved more quickly with better synchronization. Coordination reduces a number of
problems, such as conflicts, rivalries and dependencies, and therefore, allows everyone to
work together as a team. Everyone is able to help each other to achieve a common
objective.
Improves relations: When people work in coordination, their relationships are automatically
improved. They understand what the other employee wants and how he or she wants. Each
one in the team tries to adjust as per other person’s understanding.
Increases efficiency: Team coordination directly leads to higher efficiency, which for an
organization is optimum utilization of resources. Higher efficiency means less cost with
higher returns. Organizations obviously want to have better team coordination so that
highest level of efficiency can be achieved.
Increases healthy competition: Everyone in a well‐coordinated team tries to work with his
or her best efforts and calibre. This creates a healthy competition, which motivates an
individual to do better than the other team mates.
Multiplies strengths: A team usually will never have people with the same skillset and
capabilities. Each one brings in different set of skills and capabilities. Team members are
able to perform because each one is capable of performing a specific task.

1.1.6 Interact with colleagues from different
functions
A cross‐functional team consists of people from different functional teams within a
company. For example, in a project, you can have people from marketing, production, sales,
engineering and human resources department. A cross‐functional team can include people
who are decision makers and the people who simply execute these decisions. Let’s take an
example of a project in which the project manager belongs to the Project Management
Organization (PMO) is authorized for decision making and software developers, who belong
to the software development team implement these decisions. Sometimes, the cross‐
functional teams extend beyond the organizational resources. You may hire a consultant to
perform a specific task. The consultant is not the company resource but is an extended arm
of the team.
In the recent times, the trend of using a cross‐functional teams has increased. There are
many primary reasons due to which organizations now try to use cross‐functional teams:




Improved coordination and integration
Extended teams beyond organizational boundaries
Reduced development time and resources
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Improved problem solving with different capabilities and skills
Improved customer satisfaction
Increased insight into other functions and understanding of how other functions work

Royalty Free Image Source: http://www.freeimages.com/photo/global‐team‐1238048
Cross‐functional teams and conventional work teams have several similarities but also their
own differences. For example, a member of a cross‐functional team member has his own
primary responsibilities that he or she needs to fulfil. He or she will have strong ties with
their primary function. Another difference is that this he or she is in the cross‐functional
team only on temporary basis and will go back when the project or assigned task is
completed. However, one of the clear advantages of cross‐functional team is that an
individual can gain insight into the other function and understand how it works.
Let’s take can example of a senior software developer. When working with the people from
Sales and Marketing department, they can understand the process of how a software is
marketed and sold to a client. They can get insight of the Sales function from the Sales team
member.
Even though there are clear benefits of a cross‐functional team, it is also noted that cross‐
functional teams often fail because of the following reasons:


There is a lack of a systemic approach.
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There is no properly defined governance.
There is lack of accountability amongst the team members.
Goals are not clearly defined for individuals and the team.

To ensure a cross‐functional team succeeds, you need to keep the following points in mind
that the individuals, part of the cross‐functional team, must be:


Open‐minded



Highly motivated



Have correct skill set, capabilities, and experience



Own the accountability

When individuals form a team, they must have:


the authority and the accountability



appropriate number of resources



adequate amount of support



management backing and support



clearly defined goals

If any of the above‐mentioned points are not available, then it is difficult for the cross‐
functional team to smoothly function.

Setting up a cross‐functional team
As mentioned earlier, cross‐functional teams are formed of individuals who are part of
different teams. Individuals with different skills and capabilities must work together to
achieve a goal. It is quite possible that in the initial stage, conflict between two or more
individuals may arise because of various reasons. One reason can be the working style. One
person may be process‐oriented and another may like to work with a non‐process method.
In such cases, conflict is likely to arise between these two individuals.
One of the common method to resolve such conflict is to define clear goals for the team and
individuals. An individual, who has more authority than the others, such as a project
manager, may do the following:



Define generic goals to start the cross‐functional team
Move ahead with defining specific goals

One of the generic goal can be simply stating that the existing quality of their product needs
to be improved. You are not guiding this goal with a concrete measurement but keeping it
generic. With the generic goal, you can then make it more specific with something like
reduce the number of bugs in the product from 10 to 1 in next 30 days. This is a very specific
goal. Further, this goal is assigned to everyone. For example, software developers need to
bring down the bug count from 10 to 1 in next 30 days. Quality assurance individual needs
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to find more and more bugs to ensure no bugs are leaked out with the product. Both goals
are specific but they are tied to the generic goal of improving quality.

Benefits of cross‐functional teams
Let’s assume that your organization has several departments. You are part of the software
development team. Did you ever wonder what other departments do? It is not easy to
connect and understand other departments work unless you get to know them and work
with them. If you restrain yourself to your own department, you miss the big picture of your
company. You will not have any idea neither of the department nor their functions.
To ensure that the employees get the complete big picture, organizations put together
cross‐functional teams. The intent is to ensure that everyone in the team gets to know the
main goal, which may be project specific or the organizational level goal. It helps the
employees to look beyond to gain the holistic view of the organization and its goal, rather
than just their own project.
Another benefit is sharing of skill sets across multiple departments. When skill set is shared
across multiple teams, it helps the organization hire redundant talent when it already exists
in another department.
Different people bring different idea. Some of the colleagues are more experienced than the
others. Experienced employees help the less experienced employees with their expertise
and bring new ideas to work with.

Royalty Free Image Source: https://freerangestock.com/photos/39663/colorful‐hands‐up‐‐
happiness‐or‐help‐concept.html
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UNIT 1.2: Assist Colleagues
Unit Objectives
At the end of this unit, you will be able to:



Pass on customer complaints to colleagues in a respective geographical area
Assist colleagues with resolving field problems resolve conflicts

1.2.1 Helping colleagues in resolving customer
complaints from different geography
Many times, you will receive a complaint from a colleague who belongs to a different region.
Your colleague will typically ask you to go and attend the complaint. It is always advisable to
do the following when you receive such a complaint:




If you have a call or ticket management application, ask your colleague to enter the
complaint in the system, which should either automatically or manually assign the
complaint to a person in your region.
If there is no call or ticket management application, then ask your colleague to inform
your supervisor to assign the complaint to someone in your region.

It is unprofessional to directly entertain a complaint from a colleague, whether the colleague
is from your region or another region. However, it is important to note that the client ticket
is the highest priority. Therefore, it needs to be handled but in a more systematic and
process‐oriented manner. Your company should have a process to manage such compliant
and therefore, you need to strictly follow it.

1.2.2 Helping colleagues in resolving customer
conflicts
There will be several times when you will find that your colleague is not able to handle a
customer. Let’s look at some common scenarios:




A conflict can arise when your colleague provides wrong information to the customer,
who would typically get agitated. Seeing this situation, you should intervene and help
your colleague in handling the customer with accurate information.
Your colleague is working in the defensive mode. This indicates that your colleague is
trying to find a way out of every problem rather than providing solutions to the
customer. You should display your solutioning ability to your colleague in a way that he
or she does not feel offended. Hopefully, this can inspire your colleague to start focusing
on the solutions. Also, you may want to talk to the colleague at the personal level if he
or she is your friend.
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Your colleague has created a situation that the customer is now in reactive mode.
Everything that your colleague tells the customer, he or she is not ready to either
understand or believe your colleague. This is the best time for you to intervene and
salvage the situation. A fresh face always helps in such situations.



Your colleague has created a situation where the customer is escalating the problem to
the next level, which means they want to talk to the person with more authority,
typically a supervisor. You can intervene in this situation even if you are not a manager.
When speaking with the customer, you can tell him or her that you have been employed
with the company for several years and understand the customer situation. Make sure
you understand the customer problem from your colleague before you start talking to
the customer. When you know and understand the situation, your customer, talking to a
fresh face, is likely to cool down and will explain the situation once again. Ensure that
you have thought over the possible solution to the customer’s problem.



Half knowledge is always dangerous. A customer is likely to get agitated when he or she
finds out that your colleague is unaware of the complete process. You can intervene and
handle the situation if you know the complete process. Customers like to talk to the
people who are well versed with their concerned processes.

It is critical that you remember that a customer takes out time to complain. You have to
extend your efforts, when your colleague has failed, to win back their confidence. When
your colleague has failed, your first response to the customer is to apologize and then offer
to extend the help.
Different companies have different complaint policies. You have to understand what kind of
complain policy your company offers. You may have to seek your supervisor’s permissions to
resolve a complaint. In many cases, a supervisor, because of your knowledge and skill set
designates this authority to handle escalated customer queries. When you handle an
escalated customer query, remember that the customer is already agitated and is almost on
the verge to walk away from your company. You must handle the customer professionally
and with utmost care.
One thing that you do not want to do is get defensive. Remember, in some cases, your
colleague has already made that mistake. Avoid any kind of argument with the customer.

Tips
Handling a customer





Never say “it’s not my job”.
Politely ask the customer for their name and remember it.
Know the customer problem. If you have been assigned a colleague’s issue, ensure that
you know the history of this problem.
Listen to the customer. Take notes if necessary.
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Do not ask the customer to repeat the information.
Do not interrupt the customer. Let them complete their story.
Be patient and stay calm.
Never make any promises that you cannot deliver.
Don’t blame other people or say it has nothing to do with you. You then have to
decide what to do and take the necessary action.

Steps
Steps to resolve a customer query:
STEP 1: Understand the exact problem. If this problem has been passed on to you, ensure
that you understand the problem before you even start talking to the customer.
STEP 2: Repeat the problem and its key points back to the customer. You need to ensure
that you and your customer are on the same page.
STEP 3: Before moving ahead, apologize to the customer for the inconvenience caused
STEP 4: Empathize with the customer. Tell the customer that you understand how they feel
and you understand their frustration. Ensure the customer that you will help them resolve
the problem.
STEP 5: At the point, even if you are not able to resolve the customer problem, ensure that
you tell your colleague all details about the problem that customer is facing. Do NOT let the
customer repeat the problem for the third time. Introduce the customer to your colleague
and assure the customer your colleague will handle the problem.
STEP 6: If you are going to continue handling the customer problem, ensure that you follow
all rules and policies set by your organization. Just to resolve the problem, do not go out of
the way.
STEP 7: While resolving the problem, ensure that you keep the process transparent with the
customer. Being transparent, even if the resolution is taking more time, will assure the
customer you are putting in all efforts to resolve the problem.
STEP 8: After the problem is resolved, verify the resolution with the customer. Take their
consent in the resolution. This will ensure that the customer not only helps you close the
issue but also provides good feedback.
Dealing with a customer is not difficult but if they are not handled professionally, then even
a simple issue escalates to the higher authorities. You must handle them professionally and
courteously. Ensure that the problem is resolved at once and is not repeated.
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UNIT 1.3: Communication with Supervisor
Unit Objectives
At the end of this unit, you will be able to:



Communicate with the supervisor
Deal with your colleagues

1.3.1 Communication with supervisor
It is essential that you have open and transparent communication. Your supervisor is
someone who has more experience and skills and therefore, is there to guide you to
accomplish your work in a more systematic manner. When communicating with your
supervisor, it is essential that you remember some of the key points:











Follow instructions: You should be able to follow instructions given by your supervisor.
These instructions help you achieve a specific task.
Ask appropriate questions: When working with a supervisor, you should ask
appropriate questions in case you have doubts. It is essential that these questions are
asked in right manner and at the right time.
Report your work: You should always report the outcome of your work. It is a basic
expectation that each supervisor will have. Remember that the tasks are your
responsibilities and therefore, it is your duty to report to the supervisor when tasks are
completed.
Raise alarms: While working on the assigned tasks, you may face certain issues. It is
necessary that you raise alarms at the right time so that a supervisor can provide timely
help.
Discuss your performance: You should regularly take feedback on your performance. It
is essential so that in case of any issue with the performance, you can take timely action
based on the feedback.
Suggest where necessary: Even though it is necessary to follow instructions, if you can
add value to the instructions, you should discuss with your supervisor. It shows that you
can take initiative and are able to add value to the assigned tasks.

You should aim for stronger relationship with your supervisor. It helps in getting the right
results of the tasks that you perform. Here are some quick tips of maintaining a stronger
relationship with your supervisor:


Know the other side: Your supervisor will depend on you to complete one or more
tasks. Sometimes many decisions are taken the way a team performs. Think from a
supervisor’s point of view and understand the challenges that they may face on a
project if things do not go the way they are planned. Thinking in this manner can get you
ahead of the others.
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Add value: You must be able to add value to the organization. Most supervisors do not
want to hire a person who just listens and does what he or she has told to do. They want
to hire a person who can not only listen but also speaks up to make a point. They want
to hire a person who can positively counter them with reasonable suggestions and facts.
Build confidence: You should work in a manner that your supervisors build confidence in
you. It helps them to look good in front of others. They will usually highlight you as part
of the team with confidence.
Know the communication style: You should understand your supervisor’s
communication style and adopt it when reporting it to him or her. For example, some
supervisors like one‐liner E‐mails and don’t like to read long E‐mails. On the contrary,
some supervisors like detailed reporting. Make sure that you adopt the reporting
method that they prefer.
Ask for feedback: You should regularly take feedback on your work. Your supervisor
may not have time to regularly provide feedback. Since it is your career, project, or
performance, you should regularly connect with your supervisor and ask for feedback.
Build personal touch: Other than just professionally working on a project, it is always
good to have a personal touch with your supervisor. To create a personal touch, you do
not need to spend time with him or her outside the office but generally know what they
like or how was their weekend. Remember that they are also humans. So, bringing in
human touch is always good.
Offer help: Your supervisor may have more than one or more projects. If you find the
time, offer help wherever you can.
Communicate regularly: No supervisor likes surprises. If you are facing challenges or
there are road blocks in achieving a set goal, do let your supervisor know about them.
Even if things are going well, you should regularly provide an update to your supervisor.
Exceed expectations: Always try to exceed the expectations set by your supervisor. For
example, if you commit to a timeline, try to complete your work before the deadline
with expected quality.
Show respect: Your supervisor is at a position because of his or her experience and
skills. You should respect them.
Communicate openly: Always communicate openly and honestly with your supervisor.
This way you can earn respect and build trust in your relationship with your supervisor.
Be on time, every time: Schedule meeting and be on time. Keep an agenda for the
meeting if you schedule the meeting. Ensure that you are not late for the meeting.

Some more tips for an effective communication:


Establish transparent and open communication right from the time when you start
working with a supervisor



Avoid negative thoughts even if you are scolded or given negative feedback
Don’t overthink what your supervisor may be thinking about you
Knowing your responsibilities and owning them
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What should you not expect from your supervisor:




Detailed instructions on how to work on a task or assignment
His availability to solve your problems or provide instant feedback
Being a close friend who can listen to all your problems

Some Case Studies:
Case 1: Ram is part of a team for last few years. He always had a cordial relationship with his
supervisor. However, off lately, he feels that his supervisor has been harsh with him. Ram
received negative feedback for his previous and current project.
Case 2: Mahesh feels that his supervisor acts more professionally with him than the others.
His supervisor does not speak with him on regular basis. Mahesh usually gets to talk to his
supervisor only once or at best twice a month.
Case 3: Raheem feels that he is not given the due benefit for his hard work. His supervisor
does not really pay attention to his hard work. Other team members get praises even for the
little work they do.

1.3.2 Dealing with colleagues
When working in teams, you will deal with different types of colleagues or team members.
You may have to use different methods to handle them. Some of the common methods are:








Provide immediate feedback: To gain the maximum impact of the feedback, it should
be instant and given right away to an employee. When you observe a problem, ensure
that it is highlighted to the employee, who may not be even aware of the problem.
Holding on to a later time only increases the problem and reduces the impact of the
feedback.
Factual Feedback: When providing feedback, you should base it on the fact, not keep
generic. Ensure that the feedback is based strictly on your observations, not on
someone else.
Give Feedback in Person: It is better to give the feedback in person rather than route it
through someone else. An employee, who is the recipient of the feedback, obviously
wants to know it directly from you, not from anyone else.
Escalate: In case the first round of feedback does not work, you can escalate it to the
next level. However, keeping in mind what you need to escalate. For example, if it is
performance related problem, you can escalate it to the next level. However, if there is
something that is of an organization’s concern, then you may want to directly raise it to
the higher authority. For example, if you suspect that someone is stealing organization’s
confidential information and you have concrete proof, you may directly escalate it to the
concerned authorities.
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Notes
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2. Working Methods
Unit 2.1 – Self‐grooming
Unit 2.2 – Achieving Targets
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Key Learning Outcomes
At the end of this module, you will be able to:











Understand the importance of personal grooming
Be polite and courteous under all circumstances
Improve work processes
Reduce repetition of errors
Spot process disruptions and delays
Understand and assess work requirements
Deliver work of expected quality despite constraints
Achieve 100% target on monthly installations
Achieve the targets
Understand the targets and incentives
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UNIT 2.1: Self‐grooming
Unit Objectives
At the end of this unit, you will be able to:



Learn to be self‐motivated
Learn to gain self‐confidence

2.1.1 Self‐grooming
Let’s first understand what self‐grooming means. Self‐grooming is the act of keeping
yourself neat and clean. It also includes what you wear, how you look, and the kind of image
you portray to other people. It is important for one to self‐groom because self‐grooming
reflects your self‐confidence. Being well groomed is not difficult. One should put in a little
extra time and effort, which essentially becomes the part of daily routine. A person who is
self‐groomed always stands out in the crowd.
Let’s look how one can self‐groom by following some simple rules:
Shower or Bath: Take shower or bath every day. It makes quite a difference to yourself
when you shower and feel fresh, which then reflects in your tone and body language, even
though you don’t notice it. You can always use a soap of your choice. Don’t forget to put the
deodorant. It helps you stay fresh.
Right Clothes: Wear the clothes that you like and that fit you well. It is not necessary that
you must wear an expensive dress or suit to look good. Even clothes with a small price tag
can make you look good. You need to look good and feel comfortable. It goes without saying
that the clothes must match the occasion that you are attending.
For example, when attending a customer complaint, you should be in formals, which need
to be clean and wrinkle free. Many customers will notice your clothing style. It is also
important that you wear clothes keeping up with the trends. Do not wear clothes that are
too loose or too tight.
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Royalty free image: http://www.freeimages.com/photo/wearing‐a‐suit‐1434278
Visualize: When you dress up in the clothes that you like, look at yourself in the mirror. See
how the world is going to see you when you step outside from your home. If mirror is not
available or you feel shy looking at yourself in the mirror, visualize yourself in your mind.
Shoes: It is a good old saying that shoes reflect your status as they tell a lot about your
personality. Ensure that your shoes are always shining bright. Clean them well before you
step outside your home.
Hair Style: Always keep neat and tidy hair as they reflect your confident image. It really does
not matter which hair style you keep, whether long or short, but what matters the most is
that they are nicely combed and tied. When you talk to people or customer, avoid hair
handling with your hands. Try to pay attention to what the customer is saying rather than
your hair.
Nails: Ensure your nails are trimmed and are clean. Even if intend to keep long nails,
specifically in the case of a female, ensure that they are clean and in good condition.
Remember not to bite nails in front of other people.
Negative Thoughts: Avoid negative thinking, which are reflected with the words that you
say. It is important to kill the negative thoughts in your head and then speak. “Think before
you say” – think it over before your thoughts are converted into words. Remember, a
customer feels happy to talk to someone who has positive things to talk about.
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Know Yourself: Before the outside world comes to know, you should know yourself. You
should know your strengths and weaknesses. If you know your weaknesses, you have won
half the battle. Then, figure out how you can overcome these weaknesses and work towards
converting the weaknesses into strengths. If you think too much about your weaknesses,
you tend to become a negative thinker. Start acting rather than just stop thinking.
Act Positive: Think positive and then act on the positive thinking. Your actions will help you
achieve your goal. Positive thinking will drive positive actions and negative thinking will drive
negative actions. Therefore, work towards achieving your goal.

Royalty Free Image: http://www.freeimages.com/photo/smiling‐portrait‐1431203
Smile: A customer always like to talk to someone who greets and talks with a smile. Keep a
smile on your face when talking to people. It portrays a positivity about you.
Confidence: Be confident in whatever you do. Remember that if you have skills, you will be
confident. To get the skills that you require in your job, you need to work hard. It is often
observed that an individual despite of having skills lacks confidence. You need to know
yourself better than anyone else. Once you know you have the skills, you will automatically
gain confidence. Learn to feel good about yourself and believe in yourself – this is guru
mantra for building self‐confidence.
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Royalty Free Image: http://www.freeimages.com/photo/confident‐business‐man‐1‐1438926
Directions: Do what is right. Create principles for yourself and follow them. If you don’t have
principles, you are living without directions. Mostly people have principles but they are
unaware of them even though they follow them regularly. For example, you never leave the
house without taking a shower. This is also a principle. Don’t talk about principles that you
have but do not follow it is better to preach what you practice.
Be competent: Gain skills and be competent. To be able to achieve competence, you need
to study and practice. Remember to practice the right thing. Wrong practice makes a wrong
thing perfect. Don’t try to be competent in too many things at once. Set goals and achieve
them one at a time. It may take longer but results would be positive.
Talking: Never talk too fast. Talk slow and with confidence. It is often perceived that slow
talking people lack confidence. If you talk slow, people can understand you and hear you
better. Mostly, fast talking puts people off the track – unless you are cracking a joke.
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Royalty Free Image: http://www.freeimages.com/photo/smile‐1439253
Posture: Posture is an important part of body language. Incorrect posture reflects lack of
confidence. It you stand tall and straight, you display confidence. When you talk to a
customer, ensure that your posture is correct, you talk slow, and display confidence. You will
be amazed that customers gain confidence that their problem will be resolved.
Focus: Have a correct focus – focus on the solutions rather than the problems. No one is
going to solve it for you. Motivate yourself and start thinking about how you can find
solutions and do away with the problems. It is often not easy to do but right focus will help
you overcome problems much faster.
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Royalty Free Image: http://www.freeimages.com/photo/target‐1166687
Self‐grooming is an important part of the personality development. The way you dress up,
the way you talk, and the way you reflect yourself to people makes a huge impact. People
will believe what they see, not what you think you are. Self‐grooming is a constant process
of improving yourself to become better.

2.1.2 Being Polite and Courteous
Why is being polite and courteous an important part of our lives – be at the personal or
professional level? The social distance between you and others is reduced when you are
polite and courteous. You are able to open a channel of communication. Being polite and
courteous often allows you to easily start communicating with others.
Let’s first define what is being polite. It is about being aware, knowing, and respecting other
people’s feelings. Politeness can help you to:






Improve relationship with other people and colleagues
Respect others and gain respect
Improve your communication skills
Gain self‐confidence
Portray a positive image amongst others

36

Access Controls Installation Technician

When dealing with customers, it is a golden rule that you should be polite and courteous. A
customer is likely to openly discuss a problem or an issue with you if they see that you are
courteous towards them. Remember that a happy customer is a repeat customer. Most
customers return to the same company because they talked with a customer support
professional or sales person who was courteous and polite to them.

Scenarios
Let’s take an example of you walking in to an electronics showroom to buy a television set.
You look around but no one seems to be attending you. Finally, you catch hold of a sales
person to talk to but he is not responsive. He does not pay attention. It is evident that you
are now frustrated.

Royalty Free Image: http://www.freeimages.com/photo/smiley‐mask‐1245109
Now, consider another scenario. You walk into the same showroom. The moment you enter
you are greeted by a sales person who offers his help. He takes you around the showroom
and provides valuable inputs about the television sets. He suggests the best buy. You are
now a happy customer because you met someone who helped, was polite, and courteous.

Dealing with Angry Customers
When dealing with a customer, you should ensure that the customer needs are met. It is not
one time service that you are providing to the customer but trying to build a long‐term
relationship. Organizations that have staff courteous and polite to the customers have built
a strong customer base. Their sales numbers include most sales from returning customers
who choose to stick with the organization because they are treated professionally and
politely.
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Mostly, an angry or rude customer calms down after you continue to be polite to them. Even
if a customer is rude, you should remember to be polite. A customer gets angry when his or
her expectations are not met or he or she does not receive the promised services. The
customer has paid for the services and it is his or her right to be upset if promised services
are not delivered.
Some customers have justified reasons for being angry and others will get angry without any
reason. However, you need to handle them professionally. The way you respond to an angry
customer will decide whether the customer walks away or stays with your organization.
Here are some guidelines that help you handle an angry customer:
Remain Peaceful: This is the first golden rule when dealing with an angry customer. Do not
add fuel to the fire by responding to an angry customer in the same manner. It is important
that you remaining cool, calm, and peaceful. Let the customer take out all the frustration
before you start responding to the customer.
Sympathize and apologize: After a customer is finished by taking out his or her frustration,
you need to start sympathizing with the customer. You must assure the customer that you
understand how they feel. It is necessary that the customer feels satisfied after talking to
you even if you still have not provided any solution to the customer. Sometimes, a customer
complaint may not be legitimate, you need to express an apology. Assure the customer that
you will try to make things right for the customer.
Avoid making it personal: Unless you have triggered the anger, a customer is usually angry
with the product or service provided to him. You should not make it a personal affair and
think that the customer is angry with you. Keep your feelings aside when talking to an angry
customer.
Listen, listen, and listen: You need to listen to the customer with full attention. At the point,
if a customer is already angry, then you allow the customer to let out all the anger. They
need someone to listen to them. When you listen patiently and peacefully, you can diffuse
the situation. After the customer is done, you should summarize customer’s discussion
points.
Find a solution. After understanding customer’s frustration, you need to now offer the
solution. To make the customer more comfortable, suggest the solution to the customer and
also request if they have any specific solution in mind. Do not be rigid on your solution if
customer wants something to be done in a specific manner. If customer suggestion is not
aligned to your organization’s policies, then politely tell the customer that it is not possible.
However, be ready with an alternate solution.
Take a few minutes on your own. After the situation is resolved and the customer is on her
way, it’s helpful for you to take your own “time‐out.” Even if you’ve handled the situation in
the most professional way possible, it’s still a stressful experience. Rather than let that stress
linger inside you, take a short walk, treat yourself to a snack or find someone to talk to who
makes you laugh. Then you’ll be ready to once again engage with your customers.
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Tips
Importance of Being Polite and Courteous
Here are some tips for being polite and courteous:


Be on time. When you have fixed a time with the customer, ensure that you are
available on time and reached the designated location.



Avoid being lethargic when talking to the customer. Being lethargic can be considered
rude and impolite.



Meet and greet the customers with politeness and courtesy.



Do not casually talk to the customer. Be professional in your tone so that customers feel
respected.



Listen to your customer and do not interrupt their conversation. Take time to listen to
them.



Remain calm.
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Sound positive to your customer even if he or she keeps pointing out issues in the
services or products. Try to divert the attention to the strengths rather than
weaknesses.



Acknowledge your mistakes if you have made any or given any incorrect information to
the customer. Accept and correct your mistakes.



Thank the customer if your conversation has been successful. Assure the customer that
he or she can call any time if they need any help.



Follow up with the customer as a courtesy call if your organization policies permit.
Customers usually acknowledge and feel privileged when they receive a follow‐up call.



Ask customer if they want any improvement in the service or product. This method not
only assures customers of better service and product but also helps you collect feedback
for improvements.



Avoid agitating the customer with negative remarks.



Do not point out a customer for being negative.



Extend your help and check with the customer if there is anything else that you can help
with.



Make proper eye contact and smile when meeting in person.



Be approachable to the customer without putting any negative feeling in to the
discussion.



Remain friendly and positive with the customer.



Use appropriate language with the customers. Be respectful and avoid making
derogatory or inflammatory comments.



Be assertive and confident.



Avoid using jargon, acronyms, and slangs that may be difficult for customers. Remember
that acronyms may be your organization specific that a customer will not understand.



Do not appear arrogant.



Use humour carefully and where necessary. If a customer is agitated, adding humour
will add more fuel to the fire.

2.1.4 Improve Work Processes
A process is a set of steps to achieve a goal. For example, a process could be:


Hiring of new employees in an organization



Generating a report for your board meeting
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Resolving a customer complaint



Selling a product to a new customer



Programming a new application

Processes can either be formal or informal. Formal processes are further divided into
procedures. For example, new employee hiring is a process. However, it is made of several
procedures. For example, you have one procedure to shortlist resume based on certain
criteria. When multiple procedures combine, they make up a process, which is well‐
documented and has well‐established steps.
Informal processes, on the other hand, are processes that are undocumented. These
processes are mostly that you use in daily life. For example, you have a habit of creating a To
Do list on daily basis. This is a small informal process but it helps you to work in a more
systematic manner.

Royalty Free Image: https://pixabay.com/en/mark‐marker‐hand‐leave‐516277/

Need for Processes
Processes have one goal: they are designed to streamline the way you work. They reduce
the number of errors, reduce duplicated efforts, and lead to higher customer satisfaction.
Let’s consider the following scenario of a process‐based customer interaction. An
organization, which has a detailed process‐based approach of customer handling, will have a
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higher customer satisfaction than an organization that does not have any processes. In a
process‐oriented organization, customers are greeted with well‐documented script and their
questions are answered in more systematic manner. Every person answering the customer
queries has equal amount of knowledge.
The organizations that do not follow the processes, usually have several problems. Some of
the common problems can be:


Poor service to the customer



Higher number of customer complaints



Increased costs



Lesser productivity



Dissatisfied employees



Resource wastages



Unnecessary overheads



Missed timelines

Creating Process
If you face any of the above‐mentioned issues, you need to realize that processes must be
implemented.

Royalty Free Image: https://pixabay.com/en/blackboard‐process‐business‐1906399/
Processes can be implemented using the following steps:
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Steps
STEP 1: As the first step, you need to first understand the current state of operations in your
organization. If you observe several problems and see the possible improvement areas, you
know that there is need for processes. You should identify the areas that need improvement
and then prioritize them. Create a list of processes that need to be implemented.
STEP 2: Talk to the people who own these activities. They are the process owners who need
to be informed why you need to change the way they do things and why these actions need
to be documented in the form of processes.
STEP 3: Next, you need to develop a plan for implementing the processes. To be able to
implement the process, you need to do the following:


Identify risks associated with process implementation



Define a mitigation plan



Decide the timeline for process implementation



Plan training and mentoring



Plan the deployment

STEP 4: Finally, move to the deployment phase. Deploy the processes and see the impact.
STEP 5: To see the impact of the processes, you need to start monitoring them. This is done
in the form of auditing the processes.

Improving Processes
After processes are implemented, you need to monitor them. You will notice that some
processes work as you had planned them. However, some processes may need
improvement after the implementation.
Let’s see how a process can be improved.

Steps
STEP 1: Identify the process that you want to improve. You should visually draw the process
in a form of a flow chart and understand where the gap in the process is. You should consult
the process owner before making any modification. A process usually contains several sub‐
processes or procedures that may be well‐known to the process owner. It is always
advisable to consult with the process owner before making any modification.
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STEP 2: Use the flowchart to identify the bottleneck. There could be different kinds of
problems in a process. For example, you may have quality issues with a product and how the
product is developed or manufactured, you want to identify in the process and then identify
the gap within the process.
STEP 3: Brainstorm with the people or team that owns the process. Ask them for
suggestions for improvement. Because they are the ones who use this process, they might
be able to highlight the issue faster than anyone else. In your organization, there might be a
similar team that is using a similar process. You can also cross‐check with them to verify if
they are facing similar problems. Inputs from other team will definitely add value.
STEP 4: After identifying the problem in a process, you need to now alter the process. Before
proceeding with the actual implementation, identify the risks associated with the alteration
of the process. Now, document the process.
STEP 5: Depending on the level of change you need in a process, you may have to change
the existing systems within the organization. You may have to add more resources or modify
the existing team.
STEP 6: Now, run a pilot. Notice the impact and identify the potential problems, which you
should fix before moving to the final implementation.
STEP 7: Implement the process. Remember that a new process will always have teething
problems and will cause some amount of dissatisfaction amongst the people who need to
use it. However, this is just the starting point.
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STEP 8: Also, it is important to communicate the implementation to the relevant teams and
stakeholders. If they don’t know the process, they cannot follow it. Train the teams and
stakeholders well so that the implementation is smooth.

2.1.5: Process Disruptions
A process disruption can cause a process to break. A disruption can be temporary, which
means that it is one time disruption. For example, at an electronics store, electricity failed
due to fault in the switch board. This is a temporary disruption.
Another type of disruption can be continuous, which means that it occurs on a regular basis.
For example, at a bottling plant, you notice that every tenth bottle is not capped properly.
There is something wrong that you need to find and fix. However, till the time it is fixed, it is
a continuous disruption in the bottle capping process.
A process disruption can either be fixed or you may have to change the entire process if
disruption is large enough. You can either establish a separate process to handle the
disruption or fix the main process to handle the disruption. In both ways, the disruption
should be handled.
Depending on where the disruption is occurring, you need to decide how to handle it. For
example, a junior accountant checks the annual statement and then sends it to the senior
account, who discovers that there are errors in the annual statement. Without correcting
the errors, senior accountant cannot show the annual statement to the senior management.
Senior accountant also notices that the junior accountant usually sends the erroneous
statement. Now, the question is how do you fix this process disruption as it is delaying the
submission of the annual statement to the senior management?
You can do the following:


Review the errors from last few submissions and notice if it is on a specific section or
errors are random in the entire annual statement



Understand if the errors are due to lack of knowledge or lack of attention



Accordingly, train the junior accountant and make them practice so that errors are
reduced or eliminated

You should be cautious to spot the process disruptions, which can be in any form. Once the
process disruptions are spotted, understand if they are temporary or frequent and then
accordingly plan your next action.
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1.1.5 Reduce Repetition of Errors
You are a salesman in an electronics store. When you talk to a customer, you keep your
hands in your pocket. It is a habit that you have tried to do away with but you randomly end
up making the same mistake.
Repetition of errors happens due to old habits that you are used to. It is not easy to get rid
of old habits but with consistent efforts, you can still make the change. You will need to
erase the old habits to reduce the repetition of errors.

Royalty Free Image: http://www.freeimages.com/photo/eraser‐1423965
Some of the methods that can help you change the old habits and reduce the repetition of
errors:
Know your mistake: You will continue to repeat the same mistake till the time you recognize
it as a mistake. The most difficult part is to recognize a mistake and then work on it to rectify
it. Most people avoid recognizing something as a mistake and then continue to keep
repeating the mistake. If you know something is a mistake, you will consciously make an
effort to avoid making it again.
Learn to make mistakes: No one is perfect and everyone makes mistakes. It is a good old
saying that you should make mistakes to learn something new. However, you should avoid
making the same mistake in a repetitive manner.
Keep doing the right thing: You need to continue to learn from mistakes and focus on the
things that you do right. You should continue to do the right things and know your strengths.
Correct mistakes: If you know you have made a mistake, ensure that you correct it and not
repeat it again. You must put conscious efforts to correct your mistakes. One of the best
method to correct mistakes is to stay focused and keep improving.
Keep practicing: To avoid making repetitive mistakes, keep practicing. You should set time
for practicing your skills on daily basis.
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Know what to change: List down the habits that you want to change and then prioritize the
ones that need to be changed immediately. Select only one or two and start working on
them. List down the situations or reasons that trigger your habits. Once you know the
reasons or situations, you will have a better control to change these habits.
Know what you want: When you want to change the old habits, then you need to adopt
new ones. You should know what you will do if you stop doing a specific task. For example,
you will not drink Coke but you will start drinking juices instead. Know the benefits of the
new habit.
Do it slowly: First, you should write down the habits that you want to change and then
spend time and effort in changing them. Remember they are old habits and old habits die
hard. It might even take days to weeks or even months to change an old habit. If you are
persistent, you will be able to change them. Once you start with the new habit, track your
progress, keep a tap on the failure, and enjoy the success of adopting the new habit.
Stop Worrying: You may fail to change a habit but you should not get discouraged. Failures
are bound to happen but you should not quit. Understand why failure happened in the first
place and then find a way out to overcome the failure. You should know the obstacles and
prepare to overcome them so that failure does not happen.
Continue with the change: After you have adopted the new habit, you need to ensure that
you continue with it. Keep yourself motivated and work towards maintaining the new habit.

2.1.6 Know the Work Requirements
Every employee wants to perform with best of their capabilities and get rewarded. You, as
an individual, an organization has certain expectations and you need to know what is
expected of you. You either have the skills to continue on your own and achieve the set
goals or you may require support and trainings from the organization. Every organization
sets targets for an individual so that they can perform to an expectation.
For example, let’s assume that you are an Access Control Technician. Your job is to install
the Access Control Units at the customer premises. The organization may have the following
expectations from you:


Install the Access Control Unit



Ensure customer satisfaction with 90% success



Ensure zero‐defect installation



Work independently without any support



Troubleshoot any error if it happens

You have been briefed on the job role that you need to perform and you know the goals.
Now, when work at the customer premises, you clearly know what is expected from you.
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It is not one time activity but part of a bigger picture known as Performance Management,
which is a continuous and positive alliance between you and your supervisor.

Know the Expectations
From the above given example, you know what was expected from you. The goals were set
in the beginning of the year. So, does this mean that you need not worry about them for the
remainder of the year? You and your supervisor should regularly discuss the set goals and
ensure that they are being achieved and if you need any support to achieve them. Your goals
are the work requirements that an organization has set for you and you need to ensure that
you achieve them. Your supervisor is there to support you.

Royalty Free Image: http://www.freeimages.com/photo/working‐1‐1570155
You should do the following with your supervisor:


Know your job role or work requirements



Set goals for yourself – do not forget that these are not your personal goals and your
goals should be part of the organizational goals



Identify the need for support and training



Set the timeline for next review
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UNIT 2.2: Achieve Targets
Unit Objectives
At the end of this unit, you will be able to:





Achieve 100% target on monthly installations
Achieve the targets given on installations
Understand the targets and incentives
Meet given targets

2.2.1 Achieve Targets
Let’s start with an example. Assume that you are an Access Control Technician. Your
organization has given you a target to achieve 100% target on the monthly installations. If
your organization gives you five installations, you need to ensure that you can achieve them.
Like your profile, the organization will have more technicians. If the organization has a target
to install 500 Access Control Units monthly, the target is divided into the number of
technicians.
Individual targets are part of the organizational target, which is divided into multiple people.
As mentioned in the example above, if 500 installations need to be done monthly and there
are 50 technicians, then each individual has a target of 10 installation. Achieving 10
installations monthly is your performance target, which is part of the wider framework of
the organisation’s performance measurement system.

Royalty Free Image: https://pixabay.com/en/tiro‐target‐butt‐shot‐gun‐bullet‐160574/
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It may sound easy but targets are not easy to achieve and most people fail to achieve their
targets, which in this case is the assigned work. There are a few reasons for the failure of
achieving the target:


Misunderstand the role and expectations from the role



Lack of support from the supervisor or the organization in achieving the goal – assigning
a goal to the individual is not enough



Participate in the target setting process – you should be one of the key stakeholder

So, how do you set target for yourself? Let’s understand a few methods that can help.


Know your targets: Clearly know your targets. More clarity you have on the targets,
better and easy it is for you to achieve them.



The Stakes: Know the reasons why you are striving to achieve a target. Know the stakes
that are at the end of achieving the target.



Action plan: You know the target and you know the stakes. Now, you have to work
towards the target to achieve it. To be able to do this, you need to create an action plan.
Be specific in your action plan.



Advise: In your organization, there will be more people with the same target or targets.
See how they are working towards these targets. You should evaluate if you can get
some help from them.



Review regularly: You should regularly review the progress even if you are not moving
at fast pace. Target might be far away but every step that you have taken helps you
move an inch closer to the target. Look back and see what you have accomplished. It will
boost your morale.

2.2.2 Targets and Incentives
Targets are linked with the incentives in most cases. For example, targets and incentives are
interlinked for the sales people. If they can achieve their targets, they are given an incentive,
which is up and above their monthly salary.
An incentive is a reward or recognition that is offered to the employee in exchange for their
performance. It is a form of variable payment, tangible or intangible, that is linked to the
employee performance. Incentives can be monthly, quarterly, or even annually‐based.
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Let’s quickly think over a few questions about incentives.


Why incentives?



Why are incentives required?



Are they important?

Let’s now look at the answers.


Incentives help people in an organization to work towards a common organizational
goal.



Incentives motivate employees to achieve their goals and the organizational goals.



Incentives make an employee feel valued and appreciated for their work. It helps the
employee to be engaged in the work.



Incentives are the ways for organizations to reduce operational costs. Employees are
motivated to finish their work within the defined timelines and with better quality.
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Incentives are based on the targets. It is important that when you are setting targets and
their linked incentives, the team, who needs to work on the targets and is the recipient of
the incentives, is involved. The team should feel that the targets are fairly defined and
incentives are not just an eye‐wash. It is important to keep the transparency in this process.

Tips
Defining monthly, quarterly, and annual target is recommended. When an employee misses
the monthly target, they have quarterly target to focus on.
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Notes
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3. Customer Interactions
Unit 3.1 – Customer Interactions
Unit 3.2 – Customer Assurance
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Key Learning Outcomes
At the end of this module, you will be able to:











Identify housekeeping requirements, procedures, and resources for different areas
Prepare for the housekeeping tasks
Call customer on phone, greet, and listen attentively
Communicate in local language
Achieve customer satisfaction for engagement behaviour
Have a happy customer by meeting the agreed service level
Develop a good rapport with customers
Put the customer at ease and suggest solutions
Educate and inform the customer about contractual issues such as warranty, cost of
service, and equipment replacement
Showcase company’s portfolio of products and compare those against the competitors
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UNIT 3.1: Customer Interactions
Unit Objectives
At the end of this unit, you will be able to:
 Understand the process of calling customer son phone, greet, and listen attentively
 Communicate in local language
 Achieve customer satisfaction on engagement behaviour such as listening to complaints
or appropriate dressing
 Have a happy customer by meeting the agreed service levels
 Develop a good rapport with customers

3.1.1 Talk to the Customer on Phone
In today’s world, customers make a lot of difference. An organization with higher customer
satisfaction has better success rate than the organization that does not pay the desired
attention to its customers. In the past days, customers did not have too many methods to
communicate amongst themselves to share feedback of a specific service or product.
However, with the invention of the Internet and then the social media, positive and negative
feedback is very easy to share. Therefore, it is important for any organization to keep a
watch on feedback from their customers.
To facilitate this, organizations find new and innovative methods to develop ongoing
relationships with the customers.

Royalty Free Image: https://pixabay.com/en/call‐center‐girl‐headset‐office‐158443/
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To understand the relevance of customer satisfaction, let us look at the results of a survey
conducted by IDG Research Services:




25 percent companies put customer interaction as highest top priority
54 percent companies put customer interaction as one of the top‐five initiatives
70 percent companies expect to make more investments in customer interaction in the
next 12 months

Over the last few years, the customers have become more and more demanding and
therefore, it is even more challenging for the organizations to get customers and even
harder to get repeat business from existing customers. Most organizations put a lot of
emphasis on customer service to ensure that before and after sales experience for a
customer is good and satisfying so that the customer automatically returns as a repeat
customer.
So, let us understand what customer service is and what are you supposed to do as a
customer service professional.
Customer service is an additional benefit in the form of support you offer to your customers:





It can be before and after a customer buys your product.
It is meant to answer their queries about your product or service.
It is meant to create an easy and enjoyable experience with your product or service.
It is meant to assure customer of the quality and brand name of your organization.

Why does an organization require customer service? Is it necessary?
Let’s look at why customer service is critical to an organization.
Good customer service can:





Create a big impact on your organization’s bottom line
Impact your organization’s reputation
Be critical to extending services to the customer – point of return for the customers
Serve as an integral part of an organization

You can define customer service in several ways. Some of the common definitions can be:





Customer service is about ensuring customer satisfaction.
Customer service is listening and understand the customers. It is also about helping
them resolve certain problems and queries about a product or service.
Customer service is about giving respect to the customers and being polite with them.
Customer service is about ensuring customer happiness with a product or service.

Customer service is mostly provided over the phone. Organizations set up helpline for the
customers to call. Customer service representatives are well‐trained professionals who
attend to the customer queries and help them with the appropriate resolutions.
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Characteristics of Good Customer Service
Being a customer service representative is not an easy job. Most organizations train their
employees for weeks and months to ensure that they are able to not only understand a
customer and their queries, but also able to handle the customer in the most appropriate
manner. Majority of the customer service is provided over the phone. When you are dealing
with a customer face to face, it is still easy to understand a customer from various angles
like face expressions, tone, and body language. However, over the phone is a little
complicated? It cannot be denied that remote communication has its own challenges but
good telephone etiquettes and the right attitude helps to serve a customer. As a customer
service professional working from a remote location, you need to avoid any kind of
ambiguity in your conversation and display professional competence so that you are able to
make the customer a happy customer.

Royalty Free Image: https://www.pexels.com/photo/woman‐phone‐call‐working‐work‐
space‐29594/
To ensure that a customer gets the expression of good service, you need to do the following:


Be Attentive: Customers do not like to repeat information. Therefore, you must pay
special attention to the intent and the content. When a customer starts talking, you can
judge the mood of the customer and in the first few sentences, you should be able to
understand the problem that a customer is facing. After listening to the customer,
provide an immediate but accurate answer. If required, repeat the problem or the issue
so that customer gains the confidence that you have understood the problem.



Be Prompt: Be prompt in answering a customer. Do not put the customer on hold for a
long duration and always ask for permission to put the customer on hold. Long holds can
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irritate a customer. Apologize if you had to put a customer on hold for a while. In some
cases, you may not have answers to a customer query. In that case, you should ideally
tell the person name and designation to whom the call is being transferred. Seek
customer permission before doing so. When you or your colleague returns to the call,
thank the customer for being on hold. However, try to minimize the time during the call
transfer.


Be Polite: Being polite can even bring back a lost customer. Always greet a customer
using words like “hello” or “good morning”. When you are greeting your customer,
ensure that you are audible and clear but not too loud. A customer should feel that you
are friendly, warm and professional. Start the conversation with your name. For
example, you can say something like “This is Ram. How can I help you?”



Be Professional: Treat your customer professionally. You should use your competencies
and skills to handle customer queries. Remember, you are there to answer customer
queries and your skills should be used to do this.

Royalty Free Image: https://www.pexels.com/photo/adult‐blur‐boss‐business‐288477/


Be Personal: Bring personal touch in the discussion. Often mention the customer’s name
to make it personal. If your service centre is integrated with a CRM system and you are
able to get the customer name with his or her call, ensure that you greet the customer
with his or her name.
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Be a solution provider: A customer has called you for a specific reason. You need to
understand the exact nature of the problem from the customer. To be able to do that,
you may need to ask questions in the form of who, what, when, where and how without
irritating the customer. If you have access to the customer information, ensure that you
do not ask the same information from the customer. Try to answer the customer query
in the same call. If you do not have an answer, then try suggesting a solution.

Royalty Free Image: https://www.pexels.com/photo/mathematics‐colorful‐game‐color‐
19677/
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Local Language
Depending on your organization’s reach to different geographies, you may have customers
who speak different languages. Most organizations put a customer service centre in
different regions so that such customers can be managed and responded to.
If your product is sold to people from different geographies, you should either identify the
customers yourself using a manual method or use a tool to analyse the data. This should
help you identify and focus on specific regional language rather than worrying about every
available language. For example, India has so many regional languages. To answer customer
queries in all regional language may not be possible due to many constraints, such as cost
and infrastructure. Therefore, the organization analyses the sales numbers and shortlists a
few regions where the product is being sold in good volume. It is wise for the organization to
put a customer service process to handle customer queries in their regional languages.

Royalty Free Image: https://www.pexels.com/photo/marketing‐man‐person‐
communication‐362/
It is understood that it may be difficult to handle customer queries in regional languages due
to:





Accent
Vocabulary
Product usage and understanding
Fluency
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Let’s look at some of the possible methods of language barriers:


Be precise: Be precise and to the point with the customer. It is not because you do not
want to interact with the customer but because of the language barrier, you want to be
precise and use shorter sentences. Keeping the language constraints in mind, you should
avoid upselling.
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Speak slow and clear: When speaking with a regional customer where you do not have
language fluency, you should speak slow and clear. Try to communicate in clear voice.
Avoid Jargons: You are well versed in English but that does not mean your customer will
understand what you mean or say. Use of jargons or specific regional or industrial terms
can cause confusion in customer’s mind. Also, consciously avoid cultural terms when
talking to a regional customer.
Showcase: You may want to display a product to the customer or even direct them to
the Website with the specific product or service. Most companies have multilingual
Websites, which can help the customer understand a specific product or service. It is
better to showcase information to the customer using multiple channels like Website,
blogs, or even the actual product. Sometimes, if possible, arrange for a demonstration
so that the customer gets to see the actual product. This helps in removing a language
barrier.
Seek Help: If you have difficulty in answering or understanding a customer’s local
language, you should try to seek help within the organization. You may find someone
within the organization who can help you answer the query or respond to the customer.
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Gather Information: Try to gather as much information as you can. If you continue to
have trouble in understanding customer’s language, it is best to ask for a follow‐up call.
Try to gather the information you can and then arrange for a call with the customer at a
scheduled time.

Royalty Free Image: https://pixabay.com/en/silhouette‐head‐bookshelf‐know‐1632912/
Confirmation: Confirm what your customer is saying. This stands true even if customer
speaks English but in the case of the regional language, this becomes even more critical
to understand your customer’s understanding. Ask questions in a different way so that
you can confirm the answers.
 Be Patient: It is not your fault that you do not speak the customer’s regional language.
Be patient with your customer.
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Organizations use different methods of handling language barriers. One of the most
effective method is to create processes and procedures to direct the calls to people who are
fluent in two or more languages. For example, you make a call to the credit card company.
When you dial the phone number, you are prompted with an automated response. You are
requested to press a number depending on which language you choose. If you choose Hindi,
you are directed to a representative, who is fluent in Hindi. Similarly, pressing another digit
of your choice will direct you to a representative who speaks the same language.

Royalty Free Image: https://pixabay.com/en/contemporary‐modern‐cartography‐1781582/
As an organization, you can also use different processes, such as training the customer
service representatives in different languages.
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You may also allow the customer service representatives to escalate a call to another agent
who knows the language.
Most organizations also put in extra effort to train their employees with two or more
languages. It helps the organization deal with customers who can only speak in certain
languages.

Building Rapport with the customers
Rapport is having common interests and a feeling of friendliness with another person, which
in this case is your customer. Many times, it is observed that a customer, instead of directly
connecting with the organization for a product or service, will directly connect with the Sales
person, who had sold the first product or service. This indicates that the Sales person has a
good rapport with the customer, who wants to purchase more products or services.
Whether you are in Sales, customer service, or in any role that interfaces a customer, it is
crucial for you to build good rapport with the customer. In certain jobs, your performance
actually depends on your rapport with the customers. Sales is a good example. A Sales
person, because he or she has built rapport with the customer, does not have to always run
after the new customers. He or she is able to get continuous repeat orders without much
efforts and is able to complete the sales targets.
Here are some methods using which you can increase your rapport with the customers:




Communication: You should learn to communicate in the method that a customer
prefers. For example, if customer talks more and listens less, then you need to listen
more and wherever appropriate, bridge the communication with few words. Customer
may like to start the conversation with casual conversation and then eventually talk
about business or vice versa. You need to adopt the customer style.
Commitments: One of the easiest way to develop rapport with your customer is by
keeping your commitments. Customers prefer to talk to a person who keeps
commitment. For example, if you have been asked to visit a customer site at certain
time, ensure that you reach there on time. If you assure a customer of completing a
task, ensure that you complete it.
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Interest: You need to show your interest in customer interactions and needs. Sometimes, a
customer may need something that you or your organization cannot provide. You should
extend your help and put them in touch with the correct person or organization if possible.
Treatment: Treat your customer with respect. If you give them respect, they will respect you
in the same way.

Royalty Free Image: https://pixabay.com/en/handshake‐regard‐cooperate‐connect‐
1830764/
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Perspective: You need to understand the customer’s perspective. By doing this, you
would be able to understand their needs and requirements better than anyone else.
Think of yourself as a customer and understand why a customer is asking for something
or facing a problem. By thinking like a customer, you will be able to understand them
better.

Royalty Free Image: https://pixabay.com/en/escalators‐hand‐iphone‐macro‐1866493/


Priorities: You should understand the customer’s priority. If you are unable to
understand, then you must get the list of issues verified with the customer. Make sure
that the priority issues and needs are handled first and then the remaining ones.
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Frustration: If a customer is agitated or frustrated, ensure that you allow the customer
to vent out all the frustration. At this time, do not try to justify or interrupt the
customer. If you interrupt, the customer is likely to get angrier.
Ownership: Ensure that you make a customer feel that their problem is your problem.
You should assure your customers that they can always come back to you in case of any
problem. By doing this, you are assuring them they are going to get the services they
want. Most customers love to have “one‐to‐one” relationship with the person they
interact with.
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Polite and Courteous: When you talk to the customer, you need to be polite and
courteous. At no point during the conversation or meeting with the customer, he or she
should feel that you are cutting them short or not paying attention to them. Start your
discussion with a smile and keep your volume low.
Adaptable: Always remember that no two customers are the same. They will have
different needs, issues, and expectations. You need to be adaptable with them and use
your skills and experience to understand them.
Rush: Do not rush to solve a problem even if you are able identify the problem quickly or
in the starting of a conversation. Let the customer finish the conversation and make sure
that you are able to get all the details. Customers feel better when they have told you
the complete problem or issue.
Positive: When a customer has approached you, customer needs help in resolving
something or wants to get some information. After listening to the customer, ensure the
customer that you will be able to help him or her. You can assure the customer with a
positive statement like “I understand your problem. Let me help you to get this problem
sorted for you.” You must sound positive to the customer.
Focus: When you are in a conversation with the customer, whether on phone or in
person, you need to ensure that you are not distracted either by mobile or another
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conversation. Your attention and focus must be diverted to the customer. At no time, he
or she should feel that you are not paying attention.
Assumptions: You should never assume a problem or need of the customer. Let the
customer complete the talk. First listen and then respond!
Innovation: Don’t stick to the old solutions with the customers. Think of the innovative
methods of answering to customers’ queries. Customers, who are specially the repeat
customers, will know your standard solutions. When you speak to them, think of the
innovative solutions.

Royalty Free Image: https://pixabay.com/en/business‐innovation‐money‐icon‐561388/


Closure: Before you close the discussion or call with the customer, ask them if there is
anything else that you can do for them. This shows that you are not worried to end the
call but also want to continue with the good service.
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Customers cannot read your mind. They can see your actions and hear your words. When
you are dealing with a customer, you have just about ten seconds to start building a
relationship with your customer.
Based on the points above, let’s summarize that a customer wants to:

Understanding


be understood



assisted with care



feel comfortable



be listened to

Respect


feel welcome



feel important



be recognised



have prompt and good service



be treated with respect

Trust


trust you
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Meeting the Agreed Service Levels
Whenever an organization sells a product or service, it assures a certain level of service to
the customer. The service needs to be provided within a specific timeline. The commitment
to provide service within a specific timeline is known as service level, which may be signed in
the form of a document or simply agreed upon. In most cases, service levels will be clearly
documented and written in the service level agreement (SLA) document. The SLA document
also defined the metrics using which the service is going to be measured along with the
penalty clause if the service levels are not met.
A SLA document needs to be signed between two parties. For example, it may be signed
between:


Manufacturer and Supplier



Supplier and Customer



Two departments within the single organization



Service provider and the customer

As part of our daily routine, you usually comply with a number of SLAs. For example:


You use a mobile connection provided by a mobile service provider. You have purchased
a plan with 4G connection. Your mobile plan commits that you will get 4G speed.



Your mobile service provider also has a commitment that if you pay through the mobile
App, you will get 5% discount in the next bill.



The mobile handset manufacturer provides a replacement guarantee within 3 working
days.



The online retail Website commits to provide an instant replacement of defective goods
within 10 days.

Royalty Free Image: https://www.pexels.com/photo/person‐holding‐silver‐pen‐signing‐
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Need for SLAs
An SLA documents collectively presents:


All the contracted services



Timelines



Penalties



Bonuses into a single document



Metrics



Responsibilities of both the parties



Expectations from both the parties

One of the biggest reason for having an SLA document is that both the parties are aware of
the expectations. Neither of the parties should be able to plead ignorance if the service
levels are not met. For example, an SLA document or agreement with the mobile service
provider clearly states that the customer should pay the bill within two weeks of the date of
issuance. On the other hand, the customer expects the mobile services to be up all the time.
When a customer buys a new mobile service connection, the terms and conditions are
clearly defined in a document that the customer needs to sign.

Customer Happiness
You need your SLA document to be clear, well‐defined and unambiguous. In some cases, you
may need to ask your customer what type of service they want and then help them define
the SLAs. A customer may not have a clear idea of what they want but in totality, they just
want ‘good’ service, which itself is not measurable. To be able to meet their ‘good’ service
levels, you will need to smartly define the SLAs that they can understand. It is important to
remember that SLAs cannot be one‐sided. Both parties should get equal benefits of the
services either by providing or getting.
When dealing with the customers, you can follow simple steps:

Know what the customer wants
You can ask the customer what they really want from the service they are opting for. As
stated previously, a customer may not be able to provide concrete idea but they may state
their terms in simple language. Let the customer state the terms that you can capture. Some
of the examples of the terms and conditions that customer might ask you for:


The product should work without fail.



If there is a requirement to change a component, it should be made available without
much delay.



Customer service should be quick enough to fix the problem.



If the product does not work, a replacement should be immediately provided.
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You have captured the customer terms and conditions that are really not measurable. For
example, a replacement needs to be immediately provided. Immediately can be a few hours
to a few days.

Measure the customer terms
After you have the customer terms, you need to verify each statement that can be
measured. There is slight possibility that you may be able to measure everything or may not
be able to measure. For example, let’s consider the following condition:


If the product does not work, a replacement should be immediately provided.
o



You can simply put an SLA of 24 hours and get the customer agreement.

Customer service should be quick enough to fix the problem.
o

Depending on the criticality of the problem faced by the customer, you can assign a
priority level – 1, 2 or 3.

For example, Priority 1 problem resolution time is 1 hour. Priority 2 problem resolution is 4
hours and Priority 3 problem resolution time is 8 hours.

Discuss Measurements
After you have defined the measurements, discuss them with the customer. A customer
must understand that these measurements are used only to measure the service levels. For
example, if you define 4 hours for a Priority 2 problem, it does not mean that you will take 4
hours to resolve the problem. It means that the problem must be resolved within 4 hours.
However, a few problems may take 4 hours but at the end of the month, all problems must
be cumulatively measured against the set SLA.

Royalty Free Image: https://pixabay.com/en/ipad‐online‐tablet‐internet‐screen‐407799/
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Explain to the customer that you are going to measure and report these numbers, and ask if
they agree that achieving the numerical targets will tend to indicate that you have achieved
the real customer target. Make sure they understand that the numbers are NOT the real
target, they are just what you will measure.

Achievements Through Reporting
You would typically send a monthly report to the customer. In this report, you need to
define the target versus the actual achievement. The report should clearly state the SLAs
and then your achievements against those SLAs.

Royalty Free Image: https://www.pexels.com/photo/woman‐wearing‐earpiece‐using‐white‐
laptop‐computer‐210647/
For example, you received five Priority 2 tickets and could resolve four of them in less than 4
hours and one in 4 hours 30 minutes. On the delayed ticket, justification is provided that the
material from an external vendor arrived late due to which there was a delay in resolving
the ticket. Ensure that the customer is fine with the justification, which should be
elaborative enough to stop further questioning from the customer.
The report format should ideally be frozen at the start of the project. This would help you
avoid any kind of disagreement with the customer on the data they want and the format in
which they want the data. In the report, you should use graphs and numbers to show the
trends. Avoid writing long stories. Customers will tend to understand the report and
measurements better if they see the visuals and short explanations.
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UNIT 3.2: Customer Assurance
Unit Objectives
At the end of this unit, you will be able to:




Put the customer at ease and suggest solutions
Educate and inform the customer about contractual issues
Showcase the company’s portfolio of products and that of competitors

3.2.1 Put the customer at ease and suggest solutions
When a customer complaints, it is evident that the customer is not happy with the service
that he has received. Before you lose a customer, you need to ensure that you put the
customer at ease and quickly suggest a solution. Depending on how difficult the situation is,
you may or may not be able to get the customer back. You need to ensure that you listen to
the customer complaint and then suggest a solution that helps the customer resolve his
solution.
You can handle the customer situation using two different methods:


Method 1: Ask the customer about the solution

Using this method, you are asking the customer for the solution that he or she is looking at.
In most cases, the customer is not willing to listen to what you should offer. Therefore, you
can simply request the customer to suggest a solution. You can then compare customer
suggested solution with your own. Because the customer is thinking from a different point
of view, sometimes you may be surprised that the customer suggested solution is better
than yours. If it turns out to be better, then you can implement the solution as long as it falls
within the company policies. If the suggested solution is not suitable, then politely offer your
solution and convince the customer that it will work.

Royalty Free Image: https://pixabay.com/en/connect‐connection‐cooperation‐20333/
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Method 2: Suggest your own solution

You should avoid suggesting a solution to the customer right away. If customer is not able to
suggest a solution, then you should suggest a solution. There are slight chances that the
customer may counter your solution but you must convince the customer with proper
justification as to why your suggested solution is better.

Royalty Free Image: https://pixabay.com/en/business‐businessman‐plan‐a‐plan‐b‐1370952/
To be able to suggest a solution to the customer, first you must think like them. Think about
what service you would like to have as a customer and what should be the service level.
Once you understand the customer mentality, you will be able to not only suggest a viable
solution to the customer but also win them as a repeat customer.
Let’s assume that one customer ordered a mixer grinder from your organization. A few days
later, the customer calls and states that the product she has received is defective and does
not work. You can request the customer for the solution she is seeking. She may want a
refund or a replacement of the defective product. The customer states that she wants a
replacement. You can quickly replace the product and win the customer.
In this situation, you use the Method 1 to resolve the customer problem. You asked her for
the solution and because the solution was as per your company policy, replace a defective
product, you could implement the solution.
When handling a customer, who is looking for a solution, you can use the SERVICE method.
There are multiple steps in this method that you will have to follow very closely to ensure
that you are able to provide a suitable solution to the customer.
SERVICE stands for:
S = Say hello to the customer
E = Establish ownership
R = Research the facts
V = Verify the facts
I = Initiate proposal
C = Commit to action
E = End the transaction
S + E + R + V+ I + C + E = SERVICE
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Educate Customers
Almost every product that you purchase in the market has a warranty. However, most
customers do not bother about the warranty till the time product becomes non‐functional
or defective. In this case, then the customers approach the company that sold them the
product. As a representative of your company, you should forewarn the customers about
the product warranty and help them understand it in the simplest terms.
Let’s consider an example of an access point, which you got installed six months back, has
become non‐functional. The customer wants you to replace it immediately. However, the
warranty on the product mentions that the product can only be repaired, not replaced. At
this point, the customer is likely to be unhappy because he or she would expect a
replacement.
It is your duty to help the customers understand the following:





Warranties
Cost of service
Equipment replacement
Equipment maintenance

A warranty is a written guarantee by its manufacturer that promises to repair or replace the
product within a specified period of time. Through the warranty, the manufacturer assures
the customer of the product quality and in case of any defect, the product can either be
replaced or repaired. For example, when you purchase a new mobile, the following
components are usually part of the package that you receive:





Mobile
Headset
Data cable
Charger

If you read the warranty conditions carefully, you will note that the warranty for the mobile
is 1 year. However, the warranty for the remaining items, which are considered accessories,
is 6 months. Warranty assures a customer that the manufacturer has done proper quality
check on the product before sending it out in the market.
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Royalty Free Image: https://pixabay.com/en/quality‐control‐gear‐process‐686328/
A manufacturer usually attaches a cost for the service of its products. For example, when
you purchase a new car, three services are provided free of cost. However, if you read the
terms and conditions carefully, ONLY the service is free but not the material. This means
that you still end up paying for the engine and break oil or any other component that may
need to be changed.

Royalty Free Image: https://pixabay.com/en/application‐money‐1756279/

79

Participant Handbook

Most customers misunderstand the term “free service”. They assume that the components
will also be replaced without any cost. However, it is not true. It is only the service that will
be free but not the component.
It is crucial that you clarify this point to the customer. For example, when you are
contracting a customer to purchase a few access points, you need to specifically mention the
terms and conditions for the service. You need to let the customer know that only the
service is free, not any component replacement.

Royalty Free Image: https://pixabay.com/en/coins‐banknotes‐money‐currency‐1726618/
Equipment replacement is usually included in the terms and conditions but is applicable only
for a certain time. Let’s take the example of the mobile handset, which has one year
warranty. The manufacturer or the reseller also provides 10 days return condition. If you do
not like the mobile, you have 10 days from the day of purchase to return it to the reseller.
Customers need to be aware that equipment replacement, specifically in the case of a
defective component, has a lengthy process at the reseller or the manufacturer’s end. The
replacement is usually not provided beforehand. First the defective component is collected
and then the replacement component is provided. However, the process may differ from
manufacturer to manufacturer. Some may provide a replacement before the defective
component is returned.
Equipment maintenance to some extent is also covered as part of the terms and conditions.
It is part of the free services that you offer to the customers for a limited time period. For
example, when you install access control unit at the customer premises, you provide the
customer a flexible approach to equipment maintenance. In case the product is out of

80

Access Controls Installation Technician

warranty, you can also sign an equipment maintenance contract with the customer. In this
contract, you need to clearly define the following:






Scope
Maintenance provisions
Customer obligations, such as financials
In‐scope and out‐of‐scope services
Warranty

Royalty Free Image: https://pixabay.com/en/electrician‐wires‐worker‐wiring‐729240/

Showcase Product Portfolio
When you sell a product to the customer, you should tell the customer as much as possible
about the products that your organization offers. A customer may not know about the
product and services that you offer unless you brief them about it.
Have you ever called the mobile service company about a specific problem with your mobile
connection? When your problem is resolved by a customer service professional, he or she
starts with the new plans that the company is offering to the existing customers. It could be
something like upgrade to the 4G connection with free SIM replacement. However, the
customer service professional also tells you that your existing data plan will be changed
from INR 100 a month to INR 150 a month. The customer service professional not only
resolved your problem but also sold you a service, which you may have not known
otherwise. This is an example of upsell, which means that you sell an add‐on or higher
version of the same product.
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You can also try to showcase your product portfolio to the customer and make a cross‐sell,
which is a method of selling different products or services than the customer is actually
buying. When you avoid offering quality products or services to the existing customer, you
are not really benefiting the company and the customers. A customer may not really have
thought about purchasing an additional product. However, when you talk to the customer
about your product and services, the customer may be convinced to purchase additional
product.
Let’s take an example of a customer who is buying a 36‐inch LED television. He is already
approaching the bill counter when you tell the customer that a DVD player worth INR10, 000
can be purchased with this television at the price of INR4, 000. There are high chances that
the customer will make the purchase.

Royalty Free Image: https://pixabay.com/en/folders‐fast‐stapler‐folder‐school‐1696539/

Your Products
You must thoroughly educate the customer on the product they are purchasing. While
selling a product, you should do the following:


Elaborate all the key features of the product you are selling in simple language.
Remember, your customer may not be a tech‐savvy person and therefore, simple plain
English will help the customer understand the product better.
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Talk about the benefits of product features to the customer. It will help you make an
easy sell to the customer.



Talk about other associated products and services – a customer deserves the right to
know more benefits that can be associated with the product he or she is purchasing.



Provide additional benefits if possible. Customers are easily lured into purchasing one or
more products when they see some freebees with the product they are purchasing.

Know your competitors
Other than selling the product, you need to know your competitors. You need to know the
uniqueness of your own products and the downside of the customer product.

Royalty Free Image: https://pixabay.com/en/dart‐board‐darts‐the‐accuracy‐of‐the‐1955256/
For example, let’s assume that you are trying to sell a 32‐inch LED television to a customer
who is more fascinated with your competitor’s product. In this case, you should know a few
features that your product has but not the competitor’s product. It may not be only the
product feature but something on the pricing, or may be 24‐hour helpdesk support that your
competitor does not offer. It may be something like longer warranty on the product.
If you know your products and services well enough, you have a clear win with the
customer.
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4. Fundamentals of
Access Controls
Unit 4.1 – Introduction to Access Control Systems
Unit 4.2 – Access Control Types
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Key Learning Outcomes
At the end of this module, you will be able to:















Understand the access control device systems and their applications
Know the different components of an access control system
Learn the quality standards that need to be followed
Suggest the best access control system that could best fit customer’s and site
requirements
Suggest the type of access controls and data recording system to be installed
Suggest the hardware / software requirements if it should be connected with IP network
or for remote accessing
Suggest the hardware system that suit the customer budget and meet the needed
requirements
Educate the customers about the different type of hardware / brands available in the
market and suggest an ideal system for the site
Know the different types of access control equipment in the market, their specifications,
and price
Know the different types of data information storage device and their purpose
Ensure that industry compliant and quality hardware products are used
Check the warranty associated with the hardware product
Know the different types of access control products and functionalities
Know the different types of access controls hardware available in the market
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UNIT 4.1: Introduction to the Access Control Systems
Unit Objectives
At the end of this unit, you will be able to:






Understand an access control device system and its applications
Know the different components of access control system
Know the various types of scanners
Learn the quality standards that need to be followed
Carry different types of hardware required for access controls system installation

4.1.1 Understand Access Control Device System and
Their Applications
In the good old days, the doors of a house or a building were protected with the help of a
lock and key. For many decades, it was believed that a lock could protect the house and the
building. Even though it is true to some extent but a traditional lock and key have a
fundamental problem: what if the keys are either lost or stolen. In either case, if the keys fall
into the wrong hands, a probable theft can take place. Also, at the same time, you will face
the challenges, such as:



Forcefully breaking the lock, OR
Find a key maker to come and make a duplicate key

https://pixabay.com/en/key‐gold‐door‐white‐isolated‐314676/
In both the cases, you will probably end up throwing the lock away. If you break the lock, it
will be damaged and would be of no use. If you ask the key maker to make a duplicate key,
then you would not want to use the same lock again just to safeguard your house or the
building. Let’s consider a scenario of a building with the traditional lock and key setup. You
have an office in a double story building. Both the floors in this building have four rooms and
two store rooms. Each room and store room needs to be locked in the evening.
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Both the floors have a main gate as well. Now, let’s count the number of keys for both the
floors:




Rooms (2 x 4) = 8 keys
Store rooms (2 x 2) = 4 keys
Main gates (2 x 1) = 2 keys

Total, you need to manage 14 keys. Two people in your office carry one copy of each key.
This means that you have total of 28 keys to manage.

Royalty Free Image: https://pixabay.com/en/padlock‐door‐lock‐key‐hole‐macro‐172770/
A bigger problem in this case is that anyone having the keys can access any door. Imagine a
situation when you do not want the store rooms to be accessed by anyone but the key
owners. However, the current situation implies that anyone who can get their hands on the
keys can access the store rooms.
Let’s now look at the same scenario with an access control system in place. Assume the
scenario of the same building with the same number of main gates, rooms and store rooms.
You are the administrator for the access control system. The access control system that you
installed requires you to press a combination of keys to open the door. There are only two
people who are authorized to go to the store rooms. You have an access control system on
each of the door in both floors. You authorize only these two people to go into the store
rooms. No one else is authorized and therefore, cannot open the store room doors.
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Royalty Free Image: https://pixabay.com/en/lock‐combination‐security‐safety‐1929089/
After you install the access control system on all the doors, they will be locked automatically
when the doors are closed. Unless the person knows the key combination, the person will
not be allowed to open the door. For example, you have given access to everyone on the
main gates as you need people to enter the office. You can, however, choose which rooms
have access to designated employees. They may have access to the specific internal areas of
the office, such as the store rooms.
Another benefit is that you can also allow access to certain areas at certain times of the day.
For example, you also have a recreation room that has an access control system installed on
the door. Employees are allowed to enter this room between 3 PM to 4 PM and then
between 6 PM to 8 PM. You can configure the access control system to allow access during
these specific times. For the remaining hours, the access control system will not allow
anyone to access the recreation room.

Access Control Systems
Access control systems are used as physical controls to secure a building, a house, or a
premises. They are an efficient and convenient way of securing a specific location. When you
install an access control system, you do not have to worry about losing the keys. Depending
on the type of access control system you implement, a non‐intelligent access control system
that requires entering a key combination, or an advanced system that requires retina scan or
finger print scan, each one will have its own advantages and disadvantages.
Depending on the amount of money that you spend on the system, you will have the scan
and permit entry very specifically.
Access control systems are of two types. The first type is logical, which is a software‐based
mechanism to control access to the network, systems, and data. The second type is physical,
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which requires hardware components, such as card readers or biometric devices. The
physical devices are used to restrict access to the buildings, floors, and rooms. When you
restrict a door entry using an access control system, you allow only the authorized personnel
to open the door and deny access to anyone else.

Royalty Free Image: https://pixabay.com/en/pin‐reader‐smart‐card‐reader‐1006677/
Advantages of Access Control Systems













Individual user‐based access
Different levels of access
Reduced manpower requirement
Control over Access key anytime
Time‐based access
Keyless operations
Managed from one or more systems
Restrict unwanted guests and people
Reduced cost in managing physical security
Centrally maintain personnel movement
Reduce human error
Record access of each area

Objectives of Access Control Systems
Some of the key objectives for implementing access control systems are:





Protect your house or building from any type of unauthorized access
Meet any type of statutory, compliance, and other legal responsibilities
Restrict access for different users with varying levels of access
Anticipate risks and take the most effective measures to mitigate them
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Factors for Implementing Access Control Systems
When implementing an access control system in your premises, be it a house or a building,
you need to consider the following factors:





WHO can enter a specific area – different users may require different levels of access
WHERE is the access granted to an individual
WHEN individuals can enter a specific area in the building
HOW an individual can enter a specific area – using which method of access control

Access Control System Components
In an access control system, there are different components that are required. These
components are:
System/Computer
A system will have the software installed that is used for managing the access control
system. Using the software, you can manage the access rights for the users. You can also
view various types of reports. For example, you may want to check how many times Ram
went out of the main gate and when did he return.

Royalty Free Image: https://pixabay.com/en/monitor‐binary‐binary‐system‐1307227/
All such transactions of moving in and out are stored in a database that resides on the
system.
Master Controller
The main task of a master controller is to automatically feed into an access control program.
A master controller can interconnect up to 16 access terminals to a single system for:






Door supervision
Door status capturing
Data collection
Data transfer
Service reconfiguration
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You can connect up to 8 master controllers to a single serial port on a system. This means
that you can effectively monitor 128 doors. However, when you connect the master
controller using Ethernet configuration, you can connect unlimited number of master
controllers to a single system. To connect unlimited number of master controllers, you will
need to assign them a unique IP address.

Image source: http://www.rfidshop.com.hk/datasheet/controller/SAM_InstallGuide_V3.pdf
Card Readers
A card reader is one of the important component of an access control system. A card reader
is installed near the door where you want to restrict access for the users. When a card is
presented in front of the reader, the card reader performs the following tasks:






Uses a specific inaudible frequency to detect a card in front of it.
If the frequency matches, then the card reader initiates a handshake with the card
presented before it.
The card reader sends a message to the master controller with the card details.
The master controller verifies the card details and if the card has access privilege, it
unlocks the door.
If card does not have the access privilege, then the master controller can trigger an
alarm via E‐mail, SMS, or using any other mechanism that is supported by the access
control system.

It is important to know that the access card contains data in the encrypted form. If the data
was stored in the readable form, then it would be easy to replicate that.
Types of Card Readers
You can categorize the card readers into four categories:


Standalone Readers: The standalone readers are designed with internal memory and
processing power. When you use a standalone reader, it can allow or deny access to a
person depending on the decision matrix that has been defined. Such type of readers
usually use a single access code, which is shared amongst the people who need to access
the area where it is installed.



System Readers: The system readers can accept inputs either from a card or a PIN,
which is entered through a keypad. After accepting the inputs, the data is forward to a
master controller, which then verifies the input. If input is valid, then the person is
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granted access. Most of the system readers provide either visual or audio‐based
feedback on the access granted or denied. For example, if access is granted, then the
system reader will reflect “Access Granted” or similar message.


Combined Reader and Controller: The combined reader and controller is a device that
not only authenticates but also stores the user credentials. A database of the user
credentials is stored in the controller. When a user attempts to authenticate, its
credentials are read by the reader and then authenticated by the controller. Both, the
reader and controller, are one single unit performing two functions. The database of the
user credentials is used to make the decision to grant or deny access. The combined
reader and controller does not require the network access.



Offline Readers: An offline reader works in a different manner than the combined
reader and controller. In this type of readers, the information of specific doors where
access is allowed is stored in the card itself. The reader does not contain any
information. The card itself contains important information of allowed doors and time
when the access is allowed.

Ideal places for card readers
The ideal places for card reader installation are not fixed. Depending on your requirement,
you can install them. Some of the suggested places are:








Main entrance
Server room
Storage rooms
Security control room
Cash handling areas
Production areas
Dispatch areas

These are some suggested places and not a comprehensive list. This can be further
enhanced depending on the exact requirements.

Card Read without Display

Card Reader with Display

Image source: http://www.rfidshop.com.hk/datasheet/controller/SAM_InstallGuide_V3.pdf
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A card reader receives and then transmits an input signal to the master controller. The
inputs can be received from one of the following:


Keypad



Proximity reader



Card swipe



Biometric reader



Key switch

Door Control Unit (DCU)
A Door Control Unit (DCU) controls the opening and closing of a door. It is important to
understand that doors vary in shapes, sizes, power systems, and also controls. The door
types are also different even within a single building. Depending on the type of door, its
control, and power system, you will need to choose an appropriate DCU.
For example, the door types can be:


Sliding



Plug sliding



Single leaf



Double leaf

Depending on the type of door, you can choose one of the following door control:


Spindle driven



Belt driven



Arm

A DCU typically controls one door. It also connects to the in and out readers.

Image source:
http://www.amperonline.com/sites/amperonline.com/files/styles/uc_product_full/public/d
oor‐control‐unit1a_1.jpg?itok=H9GNvpna
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Fitting in the components
The diagram below illustrates how all of the above‐mentioned components fit in together:

In addition to the above‐mentioned components, you can also use smart hub, which helps
you expand one port to 8 ports. This means that with the help of the smart hub, you can
connect up to 8 DCUs.
Smart Hub

Image source: http://www.rfidshop.com.hk/datasheet/controller/SAM_InstallGuide_V3.pdf
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Let’s look at the diagram how a smart hub fits in:

Function of an Access Control System
An access control system can function in different ways to authenticate a person who
attempts to enter a room or place. Depending on the type of an access control system
installed, it can:








Authorise
Identify
Authenticate
Grant or deny approval
Request for Personal Identification Numbers (PINs)
Perform biometric scans
Request for an electronic key

Types of Access Control Systems
Different organizations prefer to have a different access control system architecture
depending on their requirements. Most organizations mix and match different access
control systems, such as like biometric, RFID, door controllers and card readers etc.
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A typical access control system architecture in an organization will look like as shown in the
picture below:

Architecture of Access Control System
The different types of access control systems are:





Biometric
Proximity
Door lock
Smart card

Biometric Access Control System
The biometric Access Control System is a fingerprint access control system that tracks,
monitors, and records the data as and when people access it. It uses a software, which is
installed on a system, to record and report the data. This type of access control system is
used when you require high security.

Finger Print

Biometric

Biometric Access Control System uses fingerprints of an individual instead of an access card
system. When you configure a person’s access, you need to finger print one or two fingers of
an individual. In most organization, this type of access control system is used for attendance
and monitoring people movement.
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Proximity Access Control System
The proximity access control system uses the contactless card technology to detect a card.
When a card is held near the reader, approximately less than 15 cm, it is able to read the
card and its encoded number. Once the number is authenticated, it allows the person to
open the door.

Proximity Access Control System
Door Access Control Systems
A door access control system is a standalone and a low cost system. It is mainly used in
office, datacentres, and server rooms, where you need isolated access. This type of access
control system provides fast authentication in less than 1 second. This type is mainly used in
locations where high security is required. There are different types of door access control
systems:





Retina‐based
Palm‐based
Finger scan
Magnetic swipe card

Door Access Control System
Smart Card Reader Access Control Systems
A smart card reader has two key components: a card reader and a card. The card reader is
used to read authentication data from a card, which is a pre‐punched card. Based on the
information fed into the card, the reader authenticates the card. There are two types of
smart card readers:
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Contact‐based
When using a contact‐based smart card reader, you need to insert the card into the slot. The
smart card reader then reads the information from the card and authenticates or rejects
based on the information stored inside the card. An ATM is a good example as it requires
you to insert the card into the smart card reader slot and then reads the information from it.
Once the information is validated based on your ATM pin number, it authenticates the user
to perform more actions, such as withdrawing cash.

Contact‐based
Contactless
The contactless smart card reader reads a smart card using the radio frequency. Such card
readers are mainly used in payment or physical access control. One such example is Delhi
Metro, which uses a contactless smart card reader to read the information from the smart
card.

Key Card Systems

Access Control System Standards
Access control systems are critical in physical security. When you install an access control
system, you tend to rely more on them than the human security guards. There are certain
standards that have been formed:


EN 50133‐1:1996 ‐ Provides guidelines for the use of an automated access control
system and components in and around buildings. Focuses on design, installation,
handover, operation, and maintenance of access control systems
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BS EN 50133‐1:1997 – Defines system requirements for access control systems, British
Standards
BS EN 50133‐2:2000 – Defines component requirements for access control systems,
British Standards
BS EN 50133‐7:1999 – Defines application guidelines for access control systems, British
Standards
NCP 109 ‐ Defines the NSI Code of Practice for Planning, Installation and Maintenance of
Access Control Systems, NSI and
SSAIB Code of Practice for Access Control Systems, SSAIB
ISO/IEC 7810 ‐ Defines the physical characteristics for identification cards, such as
physical dimensions, resistance to bending, flame and temperature and humidity
BS EN 50131‐1 ‐ Specifies the requirements for Intrusion and Hold‐up Alarm Systems
(I&HAS). Does not include requirements for design, planning, and installation.
NFPA 101 – Life Safety Code, 2003 Edition

Example of the BS EN 50133‐1:1997 Standard

Source Website: http://www.nsi.org.uk/wp‐content/uploads/2012/10/NSF‐484.pdf

101

Participant Handbook

Focusing on installation and management

Source Website: http://www.nsi.org.uk/wp‐content/uploads/2012/10/NSF‐484.pdf
Example of NFPA 101 – Life Safety Code, 2003 Edition
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Source Website:
https://www.bicsi.org/uploadedfiles/BICSI_Mobile/Conferences/Fall/Wednesday/Basic_Prin
ciples_of_Access_Control.pdf

Access Control System Set‐up and Operation Example
If you have an access control system installed, let’s see the example of its operation.
You, as the security administrator, will manage the access control system. You have got the
access control system installed but now, you need to set the permissions for the users so
that they can go into various rooms. To allow or disallow the users’ permissions to visit
certain rooms, you need to now define the permissions.
Before doing anything, you will first setup the access control management software on a
system. After installing the software, you need to configure the software with the access
controls that have been installed.
After the software is configured, it is ready for use. You need to now start assigning access
to the cards. In case you are using a biometric system, you will start assigning access to
individual users as you validate their fingerprints. You also need to configure the time at
which the users can access certain doors. For example, you may disallow the finance team to
access the accounts room after 6 PM. At this point, you have tailored the access for the
individual users.
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You may assign permissions like this:
Ramesh: Regular worker and does not require any special access to restricted areas like HR,
Finance, and Admin. Work timings are 8 AM to 6 PM on Monday to Friday.
Raheem: Same permissions like Ramesh.

Royalty Free Image: https://www.pexels.com/photo/teal‐wooden‐door‐with‐stainless‐steel‐
door‐knob‐185357/
Ram Kumar: He is a manager who will need access to production area like regular
employees, HR, Admin, and Finance. He has access to work in the production area for 24
hours a day, 365 days a year.
Neela: She is a part time worker who comes on Monday, Wednesday, and Friday. She is
given permission to work only 9 AM to 5 PM on the production floor.

The Access Control System Process
After you install the access control system, it uses the following process to allow access to a
specific door:








A person can do one of the following:
Inserts the card into the slot
Flashes the card in front of the card reader
Uses the biometric method, such as finger printing
The card, after detecting the person identity from one of the above‐mentioned
methods, scans for the identity number and sends it to the master controller.
The master controller verifies the number for the door and validity for that specific time
when the identity is being authenticated.
The master controller sends a signal to unlock the door if the detected identity is valid,
then the person is allowed access.
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A valid access is recorded in the transaction database on the system that hosts the
access control system software. In the transaction database, following is recorded:
Person name
Identity card number
Door identity
Time of entry or exit

If the card identity and time is valid, then only the person can access the door, which means
it is a successful authentication. However, a user may intentionally or unintentionally access
a wrong door or access a right door at the wrong time.
In such as a case, the master controller detects it as an invalid access attempt. A transaction
record is recorded at the system. Just like the successful access event, the invalid access
attempt also records the following:






Person name
Identity card number
Door identity
Reason for rejection – wrong time or wrong door
Time of invalid access attempt

The valid or invalid access attempts are verified against the clearance codes in the access
control management software. A clearance code is given a name, such as Production floor. It
is nothing but a policy that defines the door, the time of access, and users who are allowed
to access the door.
Typically, all access control management software allow you to create a clearance code,
which is then saved in the software configuration settings. Please note that the clearance
code is not a fixed terminology. Some software may use different nomenclature, such as
Policies.

Royalty Free Image: https://www.pexels.com/photo/computer‐content‐control‐data‐
270700/
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UNIT 4.2: Access Control Types
Unit Objectives
At the end of this unit, you will be able to:





Suggest the access control systems that could best fit customer’s and site requirements
Differentiate between traditional and IP‐based access control systems
Educate customers about the different type of hardware / brand available in the market
and suggest an ideal system for the site
Check the warranty associated with the hardware product

4.2.1 Access Control Systems: Traditional vs. IP‐based
There are mainly two types of access control systems. The first called as analog access
control system, is known as the traditional access control system. The second one is the IP‐
based access control system.
The traditional access control system uses a control panel that works as a hub for door
readers, locks, a system and a camera. The control system and door readers connect using
the wiring. However, when you use the IP‐based access control systems, it does not require
this kind of setup. It directly connects the door to a network, which can be done through
Ethernet network or simply through wireless network. The latest advanced systems use
wireless technology.
The traditional access control systems usually have a limit from 1‐8 doors and also can cater
to the limited users. If there are several doors and floors in the building, then you need to
use several analog panels to secure all the in and out points. The IP‐based access systems on
the other hand, can cater to unlimited door readers and users. You can always extend the IP‐
based system through the Ethernet or the wireless network. This virtually means that you
can continue to extend them to a large number or doors and floors.
The IP‐based access control systems, because they are dependent on the Ethernet network,
are more prone to downtime and network breaches. If your Ethernet network is breached,
then the IP‐based access control systems are also prone to a breach.
Depending on the number of doors and kind of setup you have, either one of the access
control system can be used. You may consider the following features of traditional and IP‐
based access points when deciding the one that you want to use:
Features of a traditional access control system:





Uses Analog Panels from 1‐8 doors
Caters to limited users
Limited expansion
Uses RS232 or RS485
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Connects directly to the server
Works in single site

Features of an IP‐based access control system:






Works in multi‐site mode
Offers scalability and expandability
Uses a central database to log access events
Integrates with directory services
Reduces installation and maintenance cost

IP‐based Access Control System

IP Door Readers
Some of the IP Door Readers act as a controller and a door reader. One such example is
shown below in the picture.
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Cost Comparison
Traditional System

IP‐Based

Door access control
reader‐controller

$4000 (8 Door
controllers X $500)

$5600 (8 doors x
$700)

Software

$800

Free
$300

8 port network
switch with PoE
support
Card Readers

$ 1600 (8 Prox. Cards x
$200)

Power Supply

$500

Master Controller

$600

Wiring

$200

$100

Installation Cost

$5000

$3000

Total Cost

$12700

$9000

Access Control Software
An access control software is installed and configured on an operating system, mostly
Windows. It is a management software that allows you to:






Allow access or deny access to the users on specific doors
Allow or deny access to the users on specific time
Add or delete users
Create reports – who, when, and where access reports
Integrates into the existing directory services – users are managed through Active
Directory
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Process for the Access Control System Software
1. Install the software
2. Customize the access control
3. Software connects to the IP‐based readers and provides them the necessary information
about the access control.
4. Readers can work on their own in case of a network failure.
It is important to note that there are multiple proprietary software available that are linked
with their products. Some of these products can work with multiple types of access control
systems. Software, such as Easy Web Mobile, also allows you to manage your IP‐based
access control system through a mobile application. Another access control vendor, Isonas,
allows you to manage and monitor your access control system through the cloud
environment.

Different Types of Access Control Equipment
The various types of access control equipment needed include:


Video footage for surveillance purposes
o

Closed Circuit Television (CCTV) camera

o

Lenses
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o

Housing for the camera

o

Computer and hard drive where footage can be recorded onto

o

Modem – access to Internet so that user can access footage from anywhere in the
world

Motorised Garage Door
o

Garage door

o

Motor to open the door

o

Remote control to send the signal to the motor

o

Fingerprint reader

o

Fingerprint scanner

o

Reader

o

System network

While there are many different types of access control systems out there, their differences
are major. Although some of them are fairly cheap to install due to the access control
equipment not costing a lot, they may not be the most effective option.
Some access control systems like a retina scanner may be very expensive to install and
maintain, but it is way more effective than a system where a user has to make use of a key
that can easily be lost or stolen.

Suggest the Hardware System Based on Customer Requirements
Before reaching to the stage of suggesting a type of access control system, you need to
carefully understand the customer requirements. Depending on the needs and wants of a
customer, you can suggest a magnetic stripe card, proximity reader card, or a smart card.
You may even suggest different types of cards or tokens.
You may need inputs from various stakeholders at customer end:
 Current and future capacity – how many doors and how many people and if they are
likely to expand in near future
 The estimated budget
 Level of security
 Ease of management
Check with the customer as to what they really want. For example, a customer may want a
complex access control system, such as a biometric system, for his office. His team processes
confidential financial documents and he wants to ensure that only authorised people have
access to these documents.
On the other hand, a customer just wants to get rid of the traditional lock and key method.
He wants a simple swipe card system in his small office of three rooms.
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Both the customer requirements are entirely different. You should study the customer
requirements, understand them, study the location, and then finally suggest a solution. It is
not necessary that your solution may fit well into the customer premises.
It is important to note that each type of access control system comes with advantages and
disadvantages. Not necessarily everything will fit well into your requirements. Therefore, it
is crucial to determine a viable solution to enhance security.
Each type of access control card has its pros and cons. The main idea is to determine what
will work best to enhance your security as well as function well in incorporating other
applications that your stakeholders identify.
Some of the key points when working on the customer requirements:





Check with the customer how they want to operate the system – this will define the
requirements
Check for the practical feasibility of the implementation of the customer’s wish list of
requirements
Provide a solution that fits into today’s requirement but can accommodate tomorrow’s
requirements as well
Check with the customer how much are they willing to spend

A customer requires the access control system because they want to protect:
 Confidential and critical data
 Goods and other material in the warehouse, factory, production floor, or in storage
 Sensitive equipment
 Systems
 Building
Putting an access control system is not difficult but a proper installation requires a thorough
study and the implementation. You would not want to protect a few doors and leave the
others unattended. The implementation plan must carefully safeguard all the doors with
proper installation and most importantly, proper access to the designated individuals.

Royalty Free Image: https://www.pexels.com/photo/architecture‐beach‐bungalow‐cabin‐
282006/
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Security levels

It is not necessary that you may only use one kind of access control system. Depending on
your requirement, you may use one or more types of access control systems, which may
include the following components:





Access cards
Keypads
Fingerprint scanner
Lock and key

Let’s take an example of a building that consists of two floors. Each floor has a server room
where all the servers are hosted and serve the offices across the country. The head office is
in different city.
The entrance of the building has card readers. Everyone must swipe his or her card to enter
the building. The server rooms are protected with the fingerprint scanner and only three
people are allowed to enter the server rooms.
The storage room in a corner of the building stores broken items and cleaning material like
brooms etc. It is protected with a lock and key.
A similar example is of a financial institution. For example:





Everyone must use the keypads to authenticate themselves to enter the main premise.
When entering the production floor, everyone must swipe their access cards.
Finance area is restricted to only to a few individuals and is protected by fingerprint
scanner.
Gym is protected with card reader and allowed entry only from 5 PM to 9 PM.

Purchasing considerations

When purchasing an access control system, you need to ensure that you have planned well.
You must consider the following:








System integration: You should plan to integrate the access control system into the
existing infrastructure. For example, instead of retaining a separate user database, you
may want the access control system to integrate with Active Directory. Using this
method, you maintain a single user database and users are added or deleted from the
Active Directory.
Monitoring: You may want to incorporate control of multiple components, like card
readers, video camera etc. into a single system. Using this method, you can monitor
everything from a single platform and therefore, reduce the overhead of multiple
people to monitor the system. It saves a lot of money to have an integrated monitoring
system.
Expandability: From time to time, you will need to expand your solution. You may
change one card reader or add a few more. You need to ensure that the solution you are
implementing is expandable and scalable.
Standards: The system you are planning must adhere to the National Fire Protection
Association (NFPA) guidelines, NFPA 101: Life Safety Code.

112

Access Controls Installation Technician

Types
When implementing an access control system, you need to ensure that it balances for
security and convenience. You can use one of the following framework for access control
setup:





Standalone systems
Networked systems
Free exit systems
Control exit systems

Let’s look at each one in detail.
Standalone Access Control Systems
Standalone system is mainly implemented for:




A single door
An area
Small location

Royalty Free Image: https://www.pexels.com/photo/yellow‐door‐104982/
Some of the common places where you can use it are a front door or a back door. Some
examples of rooms where you can implement this are cash rooms and an interior office.
Each standalone access control system operates independently. It has limited security
options as it does not integrate with the other systems. When implementing a standalone
system, do remember that it is not scalable.
Cost Factor:
A standalone system includes the following components and their cost:
Component

Approx. Cost

Cabinet Locks

$1000

Keypad & cards

$400

Proximity cards

$1400
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Standalone Access Control Systems
Source Website: http://www.biometricchina.com/7‐granding‐products/11‐5b.jpg

Networked Access Control Systems
Such systems allow you to oversee security at several access control points. Some of the key
components are IP cameras or door‐mounted ID readers. You can use a software to manage
all the control points. Most advanced management software are also Web‐enabled and
available on mobile as a mobile app. Some of the key benefits are:








Programmable schedules
Managed via standard web browser
Comprehensive reporting, including people, cards, events, special days, schedules
Data exportable into XML file
Prevent unauthorized visitor access
Accommodate trusted vendors and suppliers
Generate traffic reports

This type of system is typically good in a large office where you have multiple floors or even
multiple buildings in a single compound. Some of the places where such system can be used
are warehouses, schools, and large organizations.
A networked access control system contains the following components and costs:
Component

Approx. Cost

IP cameras/Intercoms

$500

Keypad & card combos

$400

Bluetooth sensor

$400

Software (depends on the
licenses)

$1000 or more
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Networked Access Control Systems
Source Website: http://www.argus‐global.co.uk/images/argus‐access/system‐
design/system‐design‐thumb.png
Free Exit Systems
Free exit systems allow you to leave a room or an area without any authentication or
restriction. In most organizations, you will notice that you have to swipe to get inside but
when leaving, the door simply opens. Alternatively, they may have a hand‐activated button
or crash bar to open the door.

Mostly, such systems are used in manufacturing facilities, underground parking, and high‐
rise business complexes. Swing gates is an example of a free exit system.
The cost of components in free exist system:
Component

Approx. Cost

Exit wands

$500

Control boards

$400

Gate controls

$400

Keypads

$300

Warning devices

$450

Solar panels

$600

**The total cost of the system is dependent on the factors, such as multi‐lane access and
single‐lane exit points, or vice versa.
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Free Exit System
Control Exit Systems
Exit control systems prevent unauthorized exit from a secured room or location. They work
in the similar fashion as free exit systems but work with the delayed release of the lock. The
cost of components in control exist system:
Component

Approx. Cost

Locks

$600

Alarms

$300

Crash Bar

$400

Exit Pushbutton

$100

Turnstile hi‐gate

$10000

Control Exit Systems

Comparison of Major Brands
In the access control system market, there are a number of manufacturers. The top 10
manufacturers are:







Protection1
Tyco
Brivo
ADT
IDenticard
Stanley Security
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Kisi
Honeywell
VANDERBILT
ISONAS

The Toptenreviews.com Website provides a detailed comparison of such Websites:
http://www.toptenreviews.com/business/services/best‐access‐control‐systems/
It covers the following aspects in the comparison:






Overall Rating
Security
Reporting & Administering
Installation
Help & Support

Royalty Free Image: https://www.pexels.com/photo/black‐samsung‐tablet‐computer‐
106344/
Let’s look at the rating of each of these manufacturers using different aspects.
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Overall Rating:

In the overall comparison, Protection1 and tyco clearly take the lead.
Security:

Reporting & Administering:
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Installation:

Help & Support:

Security:
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Warranty Associated with the Hardware Product
A warranty is usually provided for a product and implies the conditions or terms in which the
repairs or replacement of the product will be carried out. For example, most products have a
warranty of one year and do not cover the breakage of the products. This means that if the
product is broken or has crossed the limit of one year, the product will neither be repaired
nor replaced under the warranty.
As defined by Wikipedia:
Source: https://en.wikipedia.org/wiki/Warranty
In contract law, a warranty has various meanings but generally means a guarantee or
promise which provides assurance by one party to the other party that specific facts or
conditions are true or will happen. This factual guarantee may be enforced regardless of
materiality which allows for a legal remedy if that promise is not true or followed.
Although a warranty is in its simplest form an element of a contract, some warranties run
with a product so that a manufacturer makes the warranty to a consumer with which the
manufacturer has no direct contractual relationship.
A warranty may be express or implied, depending on whether the warranty is explicitly
provided (typically written) and the jurisdiction. Warranties may also state that a particular
fact is true at one point in time or that the fact will be continue into the future (a
"promissory" or continuing warranty).
Wikipedia clearly defines the conditions in which a warranty is applicable. However, a
number of product manufacturers also provide extended warranty of a product at a nominal
fee. This means that beyond the free warranty of one year, which may be more in some
cases, the product will also be under the warranty, which is the extended warranty.
However, it is not necessary that the warranty and extended warranty may cover the same
conditions. Some of the extended warranties are defined for specific reasons. For example,
if you purchase a mobile phone, the warranty does not cover theft or breakage. With the
purchase of an extended warranty, both can be covered.
The access control systems are usually covered under the similar warranties. Each warranty
granted with the purchase of the product will have specific terms and conditions that will
apply to the product. For example, Honeywell provides a warranty of its product for one
year from the date of shipment to the customer. An important point to note is the date of
shipment. So, if a customer purchases the access control system and gets it installed two
weeks later from the date of shipment, then the customer has lost two important weeks of
the warranty.
In the similar manner, in the below case study, Honeywell will return the repaired or
replaced product to the customer within five business days. This indicates a clear term that
Honeywell, after a thorough inspection, decides whether the product can be repaired or
replaced. However, if the product is damaged due to a reason not covered under the
warranty, assuming burnt in a fire, then the product is returned to the customer without
repair or a fresh replacement.
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A customer, when purchasing an access control system must first understand the warranty
conditions. Most warranties against the manufactured products like an access control
system are known as the Manufacturer’s Warranties.
It is important for a customer to understand that a warranty must:





Use simple and plain language to state the terms
Mention warrantor’s name, business address, phone number and email
Must mention the time limits
Must define procedures transportation to the authorised entities who are considered as
repairers

Example of Warranty from Honeywell:
An example of warranty from the following URL:
https://honeywellaccess.com/resources/warranty/index.html
The intent of this example is to highlight some of the important sections of the warranty of
the access control system products. For the complete Warranty, you can refer to the URL
above.
6. Claims
Claims for price adjustment must be submitted to Honeywell Customer Service Department
within thirty (30) days from date of invoice in question. Claims for shortages, or incorrectly
filled orders, must be made within ten (10) days after receipt of shipment.
Explanation:
This is an important section in which a manufacturer clearly defines the terms for filing a
claim. For example, if you ordered a biometric system but received a different type of access
control system, you can use this section to file a claim with the manufacturer. However, it is
important to note that the claim must be filed within 10 days as mentioned in the example
above.
8. Limits of Liability
Honeywell’s sole Liability and the Customer’s exclusive remedy for damages regardless of
theory, shall not exceed the cost of correcting the defect and in no event shall such liability
be greater than the purchase price paid by the Customer for the defective equipment.
Honeywell SHALL NOT UNDER ANY CIRCUMSTANCES BE LIABLE FOR SPECIAL, INDIRECT NOR
CONSEQUENTIAL DAMAGES OF ANY KIND.
Customer shall hold harmless and indemnify Honeywell from and against all claims,
demands, losses and liability arising out of damage to property or injury to persons
occasioned by or in connection with the acts or omissions of Customer and its agents and
employees, and from and against all claims, demands, losses and liability for costs of fees,
including reasonable attorneys’ fees, in connection therewith.
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Explanation:
This section clearly indicates that the cost of damage cannot exceed the total cost of the
product. For example, if a product cost was INR 25000, the customer cannot ask more than
this amount from the manufacturer.
9. Product Design
Honeywell reserves the right to discontinue the manufacturing of any of the equipment, to
make changes in their design or to add improvements to the equipment at any time without
prior notice to the Customer, provided that Honeywell shall not be required hereby to change
equipment previously sold. No part of this paragraph will be deemed to affect the obligation
of Honeywell to fill orders previously accepted.
Explanation:
This section clearly indicates that the manufacturer owns the product design, which can be
discontinued, changed, or improved. The customer cannot have a control over the product
in whichever manner.
10. Software License, Warranty and Service
DEFINITIONS
“Licensed Program” means a software program and any updated, improved or otherwise
modified version (“Release”) of such a program and any related materials, in machine
readable and/or printed form, furnished to Licensee by or on behalf of Honeywell, including
any materials provided under any Honeywell software service, and any full or partial copies
of any of the foregoing.
License Programs include, but are not limited to, Operating Systems, Communications
Software, Query Languages, Honeywell Programs or any applications packages obtained
from Honeywell. "Honeywell Program” means a Licensed Program owned by Honeywell, or
for which Honeywell has the independent ability, including the right to use source code, to
provide maintenance and support.
“Designated Equipment” means, with respect to each Licensed Program, the specific
computer and peripherals (hereinafter called “Hardware System”) or with respect to any
subsequent releases, the particular Hardware System for which Licensee has paid
Honeywell’s applicable fee.
LICENSE GRANT AND SCOPE
Subject to the terms above, Honeywell hereby grants to Licensee and its third‐party
customer, and Licensee accepts a non‐transferable, nonexclusive license to resell each
Licensed Program only on the Designated Equipment for the Release in question. Licensee
expressly understands that a Licensed Program cannot be transferred to, or used in
connection with, any Hardware System not licensed by Honeywell to operate the Release in
question.

122

Access Controls Installation Technician

Upon request, Honeywell may license Licensee, for an additional fee, to use some of the
Licensed Programs in connection with a Hardware System which Honeywell determines to be
compatible after conducting an inspection at Honeywell’s usual charges for such inspection.
Releases furnished after such inspections are not warranted to work with future software
revisions or to the Hardware System if modified after Honeywell inspection.
Licensee may obtain Releases beyond those originally furnished for particular designated
equipment by either entering into a software support contract covering the Licensed
Program and Designated Equipment, or placing a purchase order which identifies the
Licensed Program, release number and Designated Equipment (by Hardware System
identification number), and in either case, paying Honeywell’s applicable fee.
Explanation:
This section focuses on the software licenses that may either run on the system to manage
the product or may be embedded within the product. In either case, the software cannot be
altered or transferred. The manufacturer retains the rights of the software even after selling
the product to you.
12. Warranty
Honeywell warrants its material and workmanship free from defects for a period of one (1)
year from the date of original shipment to Customer. The warranty on terminals, printers,
communications material and upgrade kits is ninety (90) days from the date of original
shipment. Satisfaction of this warranty shall be limited to repair or replacement of material
that is defective or becomes defective under normal use.
Return/Repairs: Defective warranty material must be returned to Honeywell’s factory for
repair or replacement. At Honeywell’s discretion, the material will be repaired and returned
or replaced within five business days. If defective warranty material is returned within ninety
(90) days of original shipment, and is replaced, it will be replaced with new material. If
defective warranty material is returned more than ninety (90) days after shipment,
Honeywell, at its discretion, will replace with either new or repaired material. Special ordered
equipment that must be returned to the vendor for repair may take longer.
Advancements: The prompt replacement of damaged or defective material prior to its return.
Honeywell Access will invoice the customer for replacement material and subsequently issue
credit upon receipt of the returned material. The customer must issue Honeywell Access a
purchase order prior to shipment of replacement material. There will be an additional
advancement fee for this service for which the customer will be responsible.
Test Fees: Any product received by Honeywell Access Systems that is tested and determined
to be in good working condition, will be returned to the customer along with a testing fee
that will be billed to the customer’s account. The purchase order number that was supplied
to Honeywell Access Systems for the advance replacement equipment will be used for the
billing of this testing fee. The testing fee will not be refundable. In addition, the customer will
not receive the credit for the return of the defective equipment and will be expected to pay
for the replacement equipment that was shipped as an advancement.
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PC On‐site Warranty: All PC systems that are sold include a one (1) year on‐site warranty for
hardware related issues.
Honeywell Access Systems guarantees next business day on site service for any problems
brought to our attention prior to 3:00 p.m. CST. Honeywell Access Systems and/or our vendor
will be required to provide troubleshooting over the phone with either customer or end‐user
to determine the extent of the problems. A purchase order must be supplied to the
Honeywell Access
Systems Customer Service Rep during notification of the problem to ensure that any defective
or unused repair parts are promptly returned to the vendor. In the event that the parts are
not returned to the vendor, the customer will be billed for the unreturned items on the
provided purchase order number. Any abuse of or power surges to the equipment will void
the warranty. (Please see below for further definition of non‐warranty issues.) The purchase
order number will be used, therefore, to bill the customer for the non‐warranty repair of the
equipment.
Extended PC System Warranties: Additional maintenance agreements can be purchased to
extend the warranty for our PC systems in time increments of one (1) year. These additional
extended warranties will not exceed a total of two (2) additional years from the expiration of
Honeywell’s normal one (1) year warranty. These additional warranties can be purchased
from our Sales Department. Please contact your Honeywell Access Sales Rep for more
information on these additional warranties. Extended warranties for PC systems must be
purchased during the initial warranty period only.
Extended Warranties: HID has extended its warranty to lifetime coverage on all of its
products except ISOPROX and DUOPROX cards. Honeywell will honour HID’s warranty for all
new items purchased on or after January 1, 1997.
Freight charges for warranty material is the responsibility of the Customer.
Explanation:
This is the most important section of the product agreement. It focuses on warranty that
covers the key elements, such as returns, replacements, test fees etc. For example, one of
the key highlight of this section is the time limit covered in the Returns and Replacement
section. It states that if the damaged product is returned within 90 days, it will be replaced.
If it is returned beyond 90 days, then Honeywell, at its discretion will either repair or replace
the product.
It also states that if the product is found in good condition, then a test fee will be charged to
the customer.
13. Non‐Warranty
Honeywell's warranty shall not extend to any material which is determined to be defective
as a result of misuse, improper storage, incorrect installation, operation or maintenance,
alteration, modification, accident, acts of God, natural disaster, or unusual deterioration of
the material due to physical environments in excess of the limits set forth in material
manuals. (Refer to section above on Warranty.)
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Return/Repair: Upon the receipt of defective or damaged material at Honeywell Access
Systems, new or repaired replacement material will be shipped to the customer. The
customer will be charged for repair or replacement material. Customer is required to issue a
purchase order and is responsible for all freight charges.
Advancements: The prompt replacement of damaged or defective material prior to its
return. Customers must issue a purchase order prior to shipment of replacement material.
Customers will be invoiced a transaction fee for this advanced replacement service and for
all repair or replacement costs, including freight charges.
Test Fees: Any product received by Honeywell Access Systems that is tested and determined
in good working condition, will be returned to the customer along with a testing fee that will
be billed to the customer’s account. This testing fee will not be refundable.
Explanation:
This section defines the conditions due to which a product can be excluded from warranty.
For example, some of the conditions are:











Misuse
Improper storage
Incorrect installation
Operation or maintenance
Alteration
Modification
Accident
Acts of God
Natural disaster
Unusual deterioration of the material due to physical environments

For example, you purchased an access control system and got it installed in one of your
offices. However, the access control system is damaged due to a fire breakout, it will not be
repaired or replaced in the warranty.
However, if the access control system stop functioning due to malfunctioning of a
component, it can still be repaired or replaced if a ticket is raised within the defined time
period.
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Notes
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5. Installation Pre‐
requisites
Unit 5.1 – Design
Unit 5.2 – Operate
Unit 5.3 – Reference Documents
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Key Learning Outcomes
At the end of this module, you will be able to:











Perform field and site assessment for access control equipment installation
Understand the basic site layout for the access control system installation
Note down measurements as per company’s specifications
Identify all the entry and exit points
Consider the safety precautions to be taken while installing
Decide if any civil work is required for equipment installation and check the need with
customer
Operate the different type of hardware equipment in an access control system
Carry the necessary reference sheets, manuals, and documents in the field
Read the product and module serial numbers and interpret details such as make, date,
and availability
Note the problems on job sheet and the details of work done
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UNIT 5.1: Design
Unit Objectives
At the end of this unit, you will be able to:








Perform field and site assessment for access control equipment installation
Understand the basic site layout for the access control system installation
Note down measurements as per company’s specifications
Identify all the entry and exit points
Consider the safety precautions to be taken while installing
Decide if any civil works is required for equipment installation and check the need with
customer
Understand the building structure for cabling purpose

5.1.1 Perform field and site assessment for access
control equipment installation
Most organizations have started to trust the access control systems over the traditional lock
and key systems. Almost all new offices are now designed keeping the requirements of
these systems in mind.
To implement an access control system, it is important to conduct a site survey first. The
purpose of the site survey is to determine the installation requirements. Installing an access
control system is a skilled job. You need to be an experienced engineer to visit the customer
site to perform a detailed site survey to recommend the appropriate electronic locks and
door furniture for the doors – each door is unique and could require a different solution
depending on the head weight, door composition, exist locks, and fire requirement etc.
After survey of each facility, you should gather information for implementing the access
control system. The site survey reports will contain information and technical
recommendation about:
1.
2.
3.
4.
5.

The details of the access control system customer required
Number of doors being controlled, door location, and type of locks required
Number of access control system field panels required
The reader card access technology and credential type suggested
Understand the type and condition of existing wiring and cabling of network topology
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https://www.pexels.com/photo/person‐people‐woman‐office‐41272/
Some sample questions for the site survey report:
1. Is the access control provided both for the employees and visitors?
2. Is the public and private space in the site clearly defined – use of signage or any
electronic security device?
3. Are there spaces that have the probability of implementation of access control systems
in future?
4. What is the total site area?
5. How many rooms need access control system installation?
6. How many employees are there in the company?
7. Are there rooms that need high security?
8. Do you require the access control system to be integrated with any other application or
system?
9. Do the elevators need to be protected with access control systems?
10. Are there areas that can be considered as harsh areas for the access control system?
11. Is there any requirement of the mustering feature? Mustering counts employees exiting
the building via a designated reader or group of readers in case of an emergency.
Let’s look at specific questions for the customer:
1. What is your current access control need?
a. Looking for a new access control system: (Y/N) ________________
b. Looking to expand the current access control system: (Y/N) ________________
c. Looking to replace current access control system: (Y/N) ________________
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2. Number of doors being controlled?
a. Interior: (Y/N) ________________
b. Exterior: (Y/N) ________________
3. Number of buildings where you want to get the access control system installed: _______
4. What type of locks are required for each door?
a. Magnetic Locks
b. Electric Strikes
5. What reader technology is desired?
a. Biometric
b. Keypad
c. Mag Stripe
d. Proximity
e. Proximity/Smart Card
6. What type of credential will you be using?
a. Keyfob
b. Magstrip
c. Proximity Card
d. Smart Card
e. Card Tag
7. Number of cardholders in each building: ______________
8. Total number of people who require access: __________
9. Are there any emergency exits? ____________
a. How many: ______________
10. Doors are made of:
a. Wood: (Y/N) ________________
b. Metal: (Y/N) ________________
c. Glass: (Y/N) ________________
d. Any other material: (Y/N) ________________
11. Doors frame is made of:
a. Wood: (Y/N) ________________
b. Metal: (Y/N) ________________
c. Glass: (Y/N) ________________
d. Any other material: (Y/N) ______
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12. The door type is:
a. Single
b. Double
c. Both
13. In which direction does the door swing?
a. In‐Swing
b. Out‐Swing
14. What is the existing door hardware?
a. Mortise
b. Knob set
c. Dead bolt
d. Exit bar
15. Request‐to‐exist device
a. Motion sensor
b. Push‐button
c. Touch sensitive exit bar
d. Mechanical exit bar
e. Any other type:
16. What is the voltage requirement?
a. 12VAC
b. 12VDC
c. 24VAC
d. 24VDC
17. What is the wiring distance between the master controller, door, and the lock?
_____________
18. Is a TCP/IP connection required? (Y/N) ____________________
19. Does the access control system require integration with the CCTV? (Y/N)
______________
20. How long does the system, including locks, need to operate in the event of a power
failure?
21. How soon do you want to implement the access control system?
a. Within next one month
b. Within next two months
c. Within next three months
d. Within next six months
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When designing the access control systems implementation, you need to ensure that:





It does not conflict with the already existing fire regulations.
It does not restrict an exit in a way that is becomes a danger for people in an emergency.
It does not violate any other regulations, such as safety.
It is compliant to the access control standards.

Other than the survey report, you must check the following while designing an access
control system:









What is the fall back mechanism in case an access point stops working in the event of
main power failure?
How long does the fall back mechanism work and how many transactions should it be
able to record?
In case an access point fails, what should its status be: locked or unlocked
In case the access control point fails in the unlocked state, should there be a secondary
mechanism to keep the door locked?
In case the access control point fails in locked state, should it allow a key override in
case of an emergency?
Should the access control system retain data in the event of a power failure? If yes, then
what should be the duration for which the access control system should be able to
record data?
Do the access control systems require a standby power to continue functioning in case
of a power failure?
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What is the correct selection of access control to provide an appropriate level of security
to meet specific requirements?
Do the selected components for access control system meet the environmental
conditions?
Are the selected components for access control system secure from any act of
destruction or damage?
Do the selected components for access control system meet the amount of transactions
that will take place at any given point of time?
Do the selected components for access control system provide the appropriate level of
physical security?
Will the number of access controls be able to handle the number of users at present and
in the future?
Is there a secure place to station the controllers and printers?

Equipment Selection and Installation
When designing the access control system installation, you need to ensure that there is
appropriate temperature maintained that is suitable for the components. The access control
system components, such as card reader, can either be installed internally or externally.
Depending on where you install the components, you need to ensure that there is an
optimum temperature. You may find that the brand that you are using has slight variation
but the below table mentions the recommended temperatures:
Location

Minimum
Temperature

Maximum
Temperature

Internal
equipment

0 ºC

+40 ºC

External
equipment

20 ºC

+50 ºC

However, except for specific requirements, such as industrial or military, there may be slight
variations in the internal or external temperatures. There may be cases of a component,
such as card reader facing the direct sunlight. In the summer time, direct sunlight can
damage the component. You might want to shield the data card reader in such cases to
protect it from being exposed to direct sunlight.
To avoid any kind of environmental damage, you can follow the BS EN 60529 guidelines and
ensure that the components are appropriately protected.

Credentials
Remember that a person can be authenticated based on the credentials he or she has. These
credentials can be in the form of any of the following:
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Something You Know – a pin code or a password
Something You Have – an access card or fab token
Something You Are – your physical characteristics, fingerprint or retina

The type of access control may be installed depending on the following needs:




Level of security required
Type of credentials used
Cost

Higher level of security sometimes becomes difficult to manage. For the sake of
manageability and easiness, a customer may want the access control system only for the pin
code or passwords. The employee will need to remember one of them.
However, as an implementer, you need to suggest the customer to select an access control
system that is appropriate to the risk being considered and also meeting their needs.
When speaking with the customer, you can talk about various types of access control
systems. You may have to suggest the implementation of either one or more types
depending on the customer needs. For example, in your design, you can plan to include one
or more types. Some possible design examples can be, but not limited to:








Pin code or password based: Users simply need to memorize the password or the pin
code. Users will need to enter the password or the pin code on the keypad of the card
reader.
Proximity tokens: The data is fed into the card, which is flashed in front of the reader,
which reads the follow the authorization process or policies as designed. If user has
privileges, then the user is authorized.
Biometric: A user puts the finger on the reader to authenticate himself or herself. The
reader follows the authorization process or policies as designed. If user has privileges,
then the user is authorized.
Biometric and Pin code: A user uses the combination of fingerprint and also a pin code
to authenticate himself or herself. If both the conditions are met, then the user is
authenticated. Else, the authorization is denied to the user.

Card Readers
When you are designing the placement of the card readers along with the master controller
on a customer site, you must ensure the following:







A visual indication of access granted or denied
Time for which the access is granted
Variable time available for access to be made
Method to detect tempering of card reader
Response to the user after an access attempt is made. The usual time is within 2 seconds
Re‐locking of the door within a defined time period whether the user has accessed the
door or not.
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Access Point Placement
For a new customer site, when you are selecting the access control system hardware, you
must do it carefully after keeping the following considerations in mind:












Physical security
Anticipated number of users
Duty cycle of each access point
Data collection – locally or centrally
The existing physical strength the doors and frames ‐ hinges, frame and fixings
Type of doors
The electrical connections onto the doors
Necessary safety precautions for all‐glass or other special doors
Measure the impact of door close on the component of the access control system
Fitment of the door into its frame
Placement of the access points – internal or external

For the external access points, consider the following, particularly when planning to use
mechanisms externally:





Temperature, humidity, dust, and other contamination
Corrosion and rusting
Vibration and shaking
Physical abuse

While designing the placement of an access point, you must also note there may be
requirement of physical security along with the access point. An access point can fall into
four different categories:
Class

Holding force

Class I

3 kN* or more

Class II

5 kN or more

Class III

7 kN or more

Class IV

10 kN or more

* kN stands for kilonewtons. One kN is equivalent to 1,000 newtons.
It is important to note that an access point from a higher class will require more physical
security. For example, if you would have seen any of the Hollywood science fiction movies.
Generally, there are heavily armed security guys guarding a specific room. The main
character of the movie walks in, accesses the biometric access control system, mainly the
retina or fingerprint scan, and also punches in either a pin code or flashes the card.

137

Participant Handbook

Now, in this example, there are three critical elements:




A heavily armed security person
Biometric
An access card or pin code

The physical security is directly related to the class of an access point. Higher the class, more
physical security is required. A lower‐class access control system, for example Class I, will
not require physical security but a Class IV will.

Royalty Free Image: https://www.pexels.com/photo/standing‐prague‐dramatic‐secure‐
34673/
When deciding the type of access control system, you should carefully consider the
appropriate locking mechanisms to be used and match it to the strength of the door and its
frame. When fitting in the locking mechanism, you should not reduce the physical strength
of the access point. It should clearly match the strength of the door and its frame.
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Power supplies
When designing the access control system installation, you need to carefully select the
appropriate power supply. Be considerate of the following:



Calculate the largest load under normal working conditions
Each component must be marked with the voltage requirement

When you have a power supply that is separate from the access control system, you need to
ensure that the voltage input to the access control system does not exceed 50 V.
Some of the components, such as roller shutters, which are used for the release mechanism,
work with the main voltage. You need to ensure that you follow the design instructions and
electrical safety requirements when working with the roller shutters. This also stands true
for any component that has specific electrical requirements.
When working with the power supplies, consider the following design guidelines:





Place the power supply units in a controlled environment – it must be secured from
physical tampering. You may also place additional security where the power supply unit
incorporate fail unlocked hardware.
Connect the mains power supply directly with the access control system using a fused
outlet. You should not use a plug and socket.
Avoid putting low voltage and mains cables into a single power supply container using a
single‐entry point. If they are in the same power supply container, then they must use
different entry points.
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Where continued operation of the access control system is essential during mains supply
failure, a standby power supply must be used having the necessary capacity to support the
system for not less than the minimum period as agreed with the customer.

Cables
When designing the installation of access control system, you should always install cables
within controlled areas. You should consider the following guidelines:



Wherever possible, cables should be covered. If the cables are outside controlled areas,
then the cables must be suitably protected by a conduit.
Exposed cables are exposed to possible mechanical damage or tampering.

Royalty Free Image: https://www.pexels.com/photo/electric‐cables‐electronic‐427/







All interconnecting wiring installation must conform to specific standards and guidelines.
Only the recommended type cables must be used.
All cable joints must be properly soldered or crimped. They should be placed in the
made in suitable junction boxes.
Wherever required, plugs and sockets should be used as per the guidelines and safety
measures.
Extra low voltage signal cables must not be laid near of the mains power cables.
The low voltage signal cables must also not be laid near of other low or high voltage
cables
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The signal cables that you use for the transmission of data must meet the following
requirements:
o A type and size compatible
o Data transfer rate
o Levels of electromagnetic interference.

Controls
You must consider the following when selecting controls:










Transactions logging
Annunciation of alarms
Blocking, validation, and deletion of tokens
Database for the retention of token holder details
Backup copies of corruptible data to restore the system
Programmable access levels and time zones
Operational requirements of the associated controllers
Protection against unauthorized interference
Ease of access for maintenance and serviceability.

You should also consider the manufacturers’ specified environmental conditions. You should
particularly pay attention to:






Temperature
Humidity
Dust and other air contamination
Vibration
Electromagnetic interference

Some of the key points that you must consider when designing the installation of the access
control system components:



Ventilation for each component
Easy access of components for maintenance
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Source Website: http://accesscontrolblog.com/users/u0/7/blog_post/access‐control‐
maintenance.jpg






User access
Physical security
Supervision of each component
Placement of the system with the access control system management software and its
protection from the unauthorized people
Security for the data of the access control system management software, i.e. encryption
of the data.

Royalty Free Image: https://www.pexels.com/photo/green‐water‐fountain‐225769/
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Working Method of a Site Survey
Here are some brief steps when you are working on the site survey for access control
implementation:











Visit the site and discuss the client expectations. Focus on the specific customer
requirements.
After you have understood and documented the customer requirements, you need to go
through the options with the customer and discuss the advantages and disadvantages of
various types of access control systems and different brands.
As an expert, you need to ensure you advice the customer on the coverage area of the
site. You should carefully consider all the options before doing so.
At this point, you should also share some sketches of the site along with the equipment
screenshots, and specifications. If you have some prior installation screenshots of the
components that customer has selected, it would help the customer visually understand
how it would look and function in their site.
Along with the site survey, you should also mention the site risks. The customer should
know the risks and risk areas in the site. For example, you should highlight the blind
spots in the site where access control may not help. You may have to go with the option
of CCTV. Another example could be a sensitive zone where along with the access
control, you may need to add physical security, i.e. a guard.
In the survey, you should provide the exact camera locations and how they will be
installed. For example, how the cables will be laid out.
After you have completed the site survey, suggested the type and number of
components, you need to provide the cost to the customer and take the customer
agreement.

Access Control Implementation Process
Before you start with the implementation of the access control system, you need to discuss
the process for implementation with the customer. Ensure that the customer is fully aware
and in agreement with how you will be proceeding.

Evaluation
This is the first phase of the implementation. After you are in discussion with a customer,
you should designate one or more person from your team to provide a complete evaluation
of the site for security requirements.
In the evaluation process, you or your team should establish the type of security required in
the site. It is important to remember a few things:




Each site is different
No single solution will work for more than one site
Each solution must be tailor‐made for each site
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To complete the evaluation, you need to conduct a physical tour of the site. After
conducting the tour of the site, you need to prepare a site survey report.

Royalty Free Image: https://www.pexels.com/photo/business‐signing‐writing‐writer‐24193/
This report should provide a few key insights to the customer:



Feedback of the site
Recommendations of the type of access control system suitable for the site

In the recommendations, you will mention the hardware requirements, such as card
readers. After the survey report, you will also submit the cost evaluation to the customer.
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Royalty Free Image: https://www.pexels.com/photo/businesswomen‐businesswoman‐
interview‐meeting‐70292/

Planning the Installation
After the design is through, you need to start with the installation of the access control
system. In this phase, you appropriately install and configure the access control system. You
will also install the appropriate software to manage it and grant access to the users.
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Modifying the Existing Infrastructure
An access control system implementation is a collaborative effort between the customer
and the seller. For an effective implementation, it is necessary for you to understand the site
layout. You need to understand the following from the customer:





WHO can enter through a specific door?
WHERE and WHICH places can an individual go in the building?
WHEN can the individuals go into the building?
HOW can an individual get through a door?

It is important to understand that the customer site may or may not be suitable for an
access control. Depending on the customer requirements, you have to carefully study the
site design and then come up with a solution to answer WHO, WHERE, WHICH, WHEN, and
HOW. To be able to come up with a suitable access control implementation design, you
must come up with viable alternatives that are restricted with the requirements and budget
of the customer.
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There will be chances that the customer requirements require minor or major modification
civil work on the site. You have to appropriately consider and minimize the civil work. Unless
or until it is absolutely necessary, you should avoid any kind of civil work. However, there
will be situations when you will not be able to avoid it.
Sometimes, you may have to modify the design of your implementation instead of the civil
work. For example, you are not able to design the implementation of a networked access
control system on a few locations due to network constraints. In this case, you must prefer a
standalone access control system in the design over the networked access control system.
You may have to alter the civil work due to several reasons. Some of the reasons that you
should know are:




To lay the electrical wires
To lay the network wires
Design constraints
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Entry and Exit Points
The key role of an access control system is to allow either the entry or the exit from a door.
It is quite easy to understand that if a user enters a door, the user will have to exit as well. In
both the cases, you can install various types of ingress and egress devices.

Ingress devices (Entry)
Depending on the type of installation, you can have the following components to allow the
entry into a door secured with an access point:
Stand‐Alone Locks
The Stand‐alone locks, as described earlier, are also known as the all‐in‐one access control
system. Their key role is to protect a single door. Such access control systems can be
unlocked by one of the following:





Keypad
Proximity card
Biometric
A combination of any of the two

They usually have replaceable internal batteries and can be operational in minutes as there
is minimum installation required.
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Proximity Card Readers
In the current ear, proximity card readers have become popular because they are easy to
use and cards can be activated and deactivated within a few seconds if lost or damaged.
The proximity card readers do not require a contact with the card and when you hold the
access card approximately within the radius of three feet, it is able to read the credentials
off the access card and after verification, the user is allowed to open the door. You can also
combine a photo ID card with the access card. One of the key use of a proximity card reader
is in the parking lots where a highly sensitive proximity card reader can detect the card more
than three feet away.

Keyswitches
Keyswitches require a physical key to allow the entry into a door. Anyone having an
electronic key will be allowed to open the door. They are usually networked and record all
successful and failure attempts to open the door.
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Keypads
Keypads are usually installed where there are less security requirements. A user is assigned a
pin code or password, which can easily be shared amongst many. In most cases, these may
be installed as standalone access control systems.

Biometric systems
As stated earlier, biometric devices are usually installed on the entrances that requires high
security. It works with the physical characteristics, such as fingerprints and retina scans, of
the users to identify them. As compared to the other options for entry, this type of access
control system is more expensive.

Ingress devices (Entry)
As you put an ingress access control device on the entry point, you can also put an egress
device on the exit points. You want to ensure free pass to exit a secure door. To be able to
do this, you want to add an egress access control device.
Let’s see the type of egress devices:

Push‐To‐Exit Buttons
The push‐to‐exit buttons are installed on the internal side of the doors, which is protected
by an access control on the outside. When you press the button, the door is opened.
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Push Bars
The push bars are installed on the internal side of the doors, which is protected by an access
control on the outside. You can exit the door by pressing the bar. The latch on the door is
released when the bar is pressed. The door is opened thereafter.

Emergency Exit Devices
Emergency exit devices are usually mounted on a wall near the exit point. There are two
types:



break‐glass
Pull down

Motion Sensors
The motion sensors include functionality that detects a person approaching the door. The
door automatically opens when someone is detected from the inside. They can also be
categorized as free exit systems, which also include the following categories:




loop detectors
photo cells
beams
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Delayed Egress
The delayed egress device works with a timer, which is set to open a door after a few
seconds. When a user press a button to open a secured door from inside, the timer is
activated. Depending on the number of seconds set on the device, it opens the door after
the time limit is over.
Such devices may also include a voice that announces the wait time period. For example,
when you press the exit button, a voice tells you to wait for 10 seconds before the door
opens. After the wait time is over, the door latch is released and therefore, the door opens.
It is important to note that the delayed egress devices can also work as a free exit system,
which does not require any wait time and immediately opens. They are useful in the
emergency situations. However, in the normal conditions, they act as delayed egress device.

Special Considerations
When designing an access control system, you should consider the following scenarios as
well:

Elevators
There are two methods of restricting access to an elevator


In the first method, user has the option to choose which floor he or she wants to visit.
An elevator functions only with the access control system. When a card is flashed or a
pin code is punched, the elevator starts to function. There is no need to press a button.
In this method, a card reader is placed outside the elevator. When a user flashes the
access card or presses the pin code, the elevator opens the door for the user. User can
then choose the appropriate floor. Using this method, a single card reader is used.
However, this solution may not be applicable in all scenarios, if access to individual
floors is desired.



In this method, a user is restricted only to certain floors. When a user punches in the pin
code or presents the access card, the card reader matches the credentials. Based on the
access assigned to the user, only specific floors are accessible. This method of access
control is more difficult to implement and manage. For example, you need to
synchronize the data card reader with the elevator traveller cable. This means that the
card reader keeps a tap on the floor on which the elevator is moving. Manageability is
also an issue as you need to assign access to each individual for each floor.
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Harsh Environments
If an access control system is placed in a harsh environment, then you need to ensure that
the access control system is explosion proof. You want to protect the access control system
from being exploded in case of an electrical wire spark. You can mount the card reader in an
explosion‐proof instrument enclosure.

Mustering
This is a special feature that helps you count the employees leaving a building in case of an
emergency. One person, typically a security personnel, carries a special card reader and
allow everyone to swipe their card or punch in the pin codes. This is special card reader can
be installed on an emergency exit. It helps you to count the number of employees who have
safely exited the building and how many are still left inside the building.

Royalty Free Image: https://www.pexels.com/photo/green‐and‐white‐male‐gender‐rest‐
room‐signage‐134065/
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UNIT 5.2: Access Control Types
Unit Objectives
At the end of this unit, you will be able to:


Understand the operations of an access control system

5.2.1 Operate the Access Control System
The key reason for installing an access control is to allow authorized people to let in and let
out of a specific door. If a person is granted access, then the access control system,
depending on the type installed, will authorize a person. An access control system is
designed to first authorize a person depending on the following:


Something You Know: Something you know refers to a password or pin code. When an
access control is designed to provide access based on a password or pin code, a person
knowing it will be authorized to open the door. In context of an access control system,
this method is not considered to be a very secure method because passwords and pin
codes can be shared amongst people. If you share your pin code with your colleague,
the access control system will not have any method of knowing that it was your
colleague, not you.



Something You Have: Something you have refers to an access card or a device that
contains the encrypted pin number to access the door. This is the most widely used
access control system, which authenticates a user based on the access card or device
with the encrypted pin number. This method is stronger than the Something you know
method. However, it is also vulnerable if you lose or share your access card with
someone else.



Something You Are: Something you are refers to a physical trait that is used to
authenticate a person. For example, it could be a finger print or eye retina. This is the
strongest method for authorizing a person because you cannot replicate a finger print or
eye retina of someone.

In some cases, you will find that the access control systems work in dual‐mode. For example,
they work with Something you know and Something you are modes it could be that you
have to scan your fingerprint and also know a password. This is known as 'multi‐factor
authentication'. In case of the ‘multi‐factor authentication’, both the methods must pass or
else the access is denied for the user. Such type of access control systems make it harder for
an illegitimate user to get inside a door where they are not authorized to do so.
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Operations of an Access Control System
Different types of access control systems work in different ways. For example, a standalone
access control system works in different way than the IP‐based access control system. Both,
however, have only one function of authenticating a user to open a door. For the user, the
operations of an access control system are not transparent, which means that the complete
functions of an access control system take place in the background but in the front‐end, user
is either authorized or unauthorized.
The broad level process works in the following manner:
1.
2.

3.
4.
5.
6.

A user attempts to authenticate himself either using an access card, a password or pin
code, or through a biometric means, such as a fingerprint or retina scan.
The reader, where the user has performed the action, takes the user credentials, and
passes it on to the master controller. In case of a standalone reader, it authenticates the
user.
The master controller checks for the user’s credentials and performs an appropriate
action to either authorize or unauthorize the user.
If the user is authorized, then the door is opened for a limited time period. An action is
recorded in the database.
If access is refused, the door continues to remain locked. An illegal attempt to entry is
recorded in the database.
If someone tries to remove the access control system, an alarm is triggered.
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An example of the functions of an access control system components:

Operationally, there are four key components that play a key role in the authorization
process. In Module 4, you learned about the following components:
1. Access Card
2. Card Reader
3. Master Controller
Another component that plays a key role is the access control system management
software.






Access Card: Each access card is programmed with a secret code, which is stored on the
access card in the form of binary numbers, in the form of 0s and 1s. This in the form of
encrypted pin code or password on the access card. The same code is stored in the
access control system software using which the access cards are programmed.
Card Reader: A card reader is mainly used to read information from the access cards.
Different types of card readers may be designed with different technology to read a
card. The reader converts the binary data from the access card into a format that the
master controller can understand and then shares the information with the master
controller.
Master Controller: Master controller, after receiving the information from the card
reader, reads the information and then validates the received data. A master controller
may verify the following information:
o Length of the code
o The code is then broken into the following pieces of information: facility code, site
code, and card number
o If all match, then the access is granted.
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A master controller may be programmed to accept only a limited number of incorrect tries.
If the maximum threshold of incorrect tries is reached, the user’s access is blocked either for
a certain time or till the time an administrator manually unlocks the access.


Access Control System Software: This software is managed by an administrator who
assigns or revokes access for users. An administrator can perform the following activities
using this software:
o Add or remove users
o Assign or revoke privileges
o Define schedules
o Create reports
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UNIT 5.3: Reference Documents
Unit Objectives
At the end of this unit, you will be able to:




Note problems on job sheet and details of work done
Read product and module serial numbers and interpret details such as make, date,
availability
Carry the reference sheets, manuals, and documents in the field

5.3.1 Carry the Reference Sheets, Manuals, and
Documents in the Field
When an organization is involved in any kind of work that is technical in nature, it should
always look to capture information after completing a job. The captured information helps
the organization to:






Improve processes within your business
Increase productivity
Work towards specific problems
Know who has completed the job
Focus on specific issues

Consider an example of a non‐working television set at your home. Assume that it is no
longer working and you register a complaint with the helpdesk. One engineer comes and
fixes the non‐working television. Before leaving your home, the engineer will fill out a form
and ask you to sign it. This form is the job sheet, which is designed to capture information,
such as:








Ticket number
Customer name
Customer address
Product Information: model and serial number
Problem Type: install or repair
Resolution
Customer comments
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Royalty Free Image: https://www.pexels.com/photo/administration‐balance‐blur‐business‐
268466/
Each organization has differently styled job sheet and their columns may also differ. It
depends on the type of data that an organization is capturing for further analysis. The
above‐mentioned fields are bare minimum fields that a job sheet will contain. It is not
necessary to create a job sheet that is multi‐paged.
The process for using a job sheet in case of a new installation:
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In the case of the repair or troubleshooting, the process is as follows:

Most organizations have a ticketing systems that is managed by their Service department.
All customer’s requests or requirements are logged into the ticketing system and then
assigned to an engineer, who must carry the job sheet booklet with him or her to the
customer premises. After the job is complete, the engineer fills the job sheet and then the
customer signs it. After the records are updated in the system, the organization, usually on
monthly basis, uses the tickets to analyse data. For example, an organization may want to
track the following information:





Which product had the maximum number of problem tickets?
How many new installations have been done in the previous month?
In which area, the maximum number of problems have been reported?
Which engineer has the best resolution time?

The organization’s management will attempt to find some of these answers through their
ticket management system.
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An example of a job sheet:

5.3.2 Read Product and Module Serial Numbers and
Interpret Details
Each product, such as an access control system, has a serial number. A label, which is usually
pasted on the back of the access control components, identifies the product. For example,
the master controller will have a serial number. The door unit will also have a serial number.
Most organizations recommend that you register the product with them so that you can get
timely service.

You, as a service engineer or access control system professional, need to know about the
serial numbers. The warranty product is directly linked to the serial number, which you can
either locate from the component or through the access control system management
software. The serial number plays a critical role in the product warranty.
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For example, let’s assume that you have bought an electronic item, like a television set. For
six months, the television worked without any problems but now, you are not able to switch
it on. You call the service centre. In most cases, they will ask you the product make and
serial number. The warranty of the product is checked against the serial number that you
provide. If the product has multiple components, then there will be a part number assigned
to each component.

For example, you have bought an access control system that has a master controller and a
door reader. Each of these components will have a part number along with the serial
number for the entire access control system. A part number uniquely identifies a specific
component and helps a company to track the components.
If it is a fresh installation for a customer, then you should make a note of the serial numbers
of all components and submit to your organization through the job sheet. However, if this is
a service ticket, then you would receive the serial numbers as part of the ticket assigned to
you. When you reach the customer site, you need to verify the component number from the
ticket against the number mentioned on the component itself. In some cases, you may find
that the component, which requires the service, is out of warranty. In this case, you will
need to inform the customer about the service and replacement charges.
If the component is within the warranty, you may doubly check with your organization for
the type of service that you need to provide. For example, the warranty may include only
repair but not replacement. In this case, you need to inform the customer of the same
condition and tell the customer about the replacement charges.

5.3.3 Carry Reference Sheets, Manuals, and
Documents to carry in the field
In case you visit the customer premise for a new installation, ensure that you carry the
required documents. In most cases, the product manuals would have been shipped with the
product. In case the customer does not have the product manual, you need to ensure that
you carry the product manuals with you. A product manual is also known as a user guide
that is written to aid:


In installation
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In troubleshooting
Making configurational changes

When you are in the field, you should carry the necessary material with you. For example,
you should carry the reference sheets and product manuals with you so that in case of any
issue, you can resolve the issue yourself.
A product reference sheet is specific to a product. You may need it when you visit a
customer site. There can be a specific issue to which you may need to refer to the reference
sheet. A reference sheet in a way works like a cheat sheet, which works like a ready
reckoner for you in the field. For example, you quickly want to know the display technology
of a television. Rather than reading through the complete product manual, you can refer to
the reference sheet and within seconds, you will have the answer.
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Notes
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6. Access Control
Installation
Unit 6.1 – Installation Requirements
Unit 6.2 – Confirm Requirements with the customer
Unit 6.3 – Installation Procedures and Methods
Unit 6.4 – Installing the Equipment
Unit 6.5 – Troubleshooting
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Key Learning Outcomes
At the end of this module, you will be able to:


























Ensure that the specific requirements match the client expectations
Understand the type of cable requirement
Ensure that adequate length of cables are available for installation
Understand all the requirements of customer
Confirm the number and type of access controls devices to be installed
Confirm the location of system placement (server)
Ensure the quality of work as prescribed or as agreed with customer
Listen carefully and interpret the exact requirement
Provide information about different systems and equipment available to meet
expectations and requirements
Identify the operating system and software requirement for the access control system
Use the specification and the procedures to be followed for setting up the system
Follow a standard operating procedure for tools and equipment and avoid any potential
hazard
Ensure that cabling is appropriate, protected ,and does not disturb the overall ambience
of building
Use the recommended tools for specific equipment to avoid damage to the existing
hardware
Ensure zero‐material damage while handling the equipment during the installation
process
Place and fix the card reader equipment near the entry and exit points
Identify the correct process to operate tools such as diagonal cutter, screwdrivers,
crimping tools for cabling and mounting of access control equipment
Use other specific devices for installation of access control system
Fix the door control unit to the doors (entry / exit points)
Install other hardware such as smart‐hub and master controller at the designated
location
Ensure that there are no cable joins, sharp bends during cabling
Use power cable with appropriate thickness
Connect all the cables from individual door control units to master controller unit
Install the software as per hardware requirement such as smart manager access
Fix for any errors

167

Participant Handbook

UNIT 6.1: Installation Requirements
Unit Objectives
At the end of this unit, you will be able to:









Ensure specific requirement based hardware are matching with client expectation and
are installed as per the standard operating procedure
Check for critical equipment such as card reader w.r.t quality and output
Ensure adequate length of cables are available for installation
Lay the cables in the building or site connecting the control system and control unit as
per the standard operating procedure mentioned in the product manual
Different type of cables used for data transmission
Understand hardware software requirement associated with access controls
Understand the voltage requirement and other specification on access control hardware
Assess the type of access of data interface required such as intranet, etc.

6.1.1 Meet the Customer Requirements
In the initial stages of discussion with the customer, you had proposed a specific set of
equipment to the customer. Just before you are about to install the equipment at the
customer premises, you need to ensure that the equipment is as per the agreement with the
customer. This is the time when you can assure a customer that his or her requirements are
being fulfilled without any deviation.

The Customer
Most critically, you, being at the customer premises, need to understand that a customer
has certain expectations. You have to be cautious of the fact that customer expectations can
be dynamic and you need to be supportive to the customer. In case after bringing in the
access control equipment, a customer has changed his or her mind, you will have to politely
inform the customer that the equipment cannot be returned unless it is faulty.
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You should remember that:
Customer Expectations + Service Performance = Customer Satisfaction
The customer satisfaction is largely determined by your ability to meet the customer
expectations. Even if you meet the customer requirements and expectations for the access
control equipment but the customer does not understand or see their needs being met,
your service and company reputation will definitely suffer. It is your understanding of what
the customer really needs and what the customer wants.

The quality of your customer service is almost wholly determined by your ability to meet
your customer expectations. You can have the greatest service team, but if your customers
perceive their needs are not being met, your service reputation suffers.
At the customer location, you should ensure the following in customer’s presence:




Count the hardware against the purchase order
Ensure every component is received in sealed condition and is not opened
Open the sealed boxes and verify their condition to be intact

You should carry a checklist against which you must check each item and handover a copy of
the checklist to the customer. A checklist is not a necessity but it shows that you are a
professional and follow a systematic process in dealing with the customer.
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6.1.2 Access Control System Design Plans
In the design plan, you need to identify the locations of all the components of the access
control system. You should consider the following in the design plan:





Assign unique references to all components and cabling
Define a wiring schedule – you should include this in the plan for requisition and
installation of cables and its support systems
List all the parts – you should include this in the plan for requisition and installation of
components
Detailed access control assignment to the employees and visitors – who gets access to
which door

Source: http://www.castlesystems.co.uk/images/access.jpg
It is critical that when you design the access control system, you ensure that the client
requirements are being met in the design. There should absolutely be no deviations from
the client requirement. Once the design is ready, you should get it approved from the client.
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Royalty Free Image: https://www.pexels.com/photo/notebook‐macbook‐pro‐designer‐
technology‐34199/

6.1.3 Starting the Installation Process
After a customer gives a go ahead for the installation, you need to work on the following:



Start date of the installation procedure
Completion date of the installation procedure

It is important to note that the plan that you make for the installation cannot be
standardized. Each installation will have different requirements, different components, and
would be differently‐sized. Therefore, you must tailor your installation plan for each
customer site. Having said this, you must use your learning from the previous customer
interactions and implementations and use them in the current installation process.
Because the site audit has already happened and based on that you had suggested the
equipment to the customer, now you need to move one step ahead and start with the
installation of the conduit and electrical cables. At this point, there may be a need for a
minor or major renovation at the site as applicable, you will have to recommend the
customer to get it done from an external contractor.
Depending on the size of the site, you may have one or more contact points. If the site is
large with multiple buildings, you may have more than one single point of contact, who will
be responsible for specific locations in the building.
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You should get the following from these people:




Access for individuals to specific doors
Establish time schedules for the doors
Maintain the list of authorized users

The assigning of access to the users may run in parallel with the installation of the access
control. You will also install the access control system software using which you will grant
the access to the users.

Basic Design
It is critical to note that after the installation is completed, you will need to test and train the
users. You will learn more about this in Module 7.

6.1.4 Basic Installation Process
As stated earlier, each site where you need to install the access control system will be
different. As the first step of starting the installation, you need to understand the layout of
the site as it is not necessary that that you were a part of the team that prepared the design.
In most organizations, the person designing the access control system project is different
than the one who implements it.
After you understand the site layout, you need to ensure that you divide the site into
multiple zones. Each zone will have different level of access depending on what the zone
contains. For example, you can divide the zone based on different types of information it
contains. A site can have:


Server room or data centre



Ingress and egress points



Store room



Personnel record room (HR)



Production room or floor



Financial record room (Accounts and Finance)
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Once the design is finalized and you have divided the site into multiple zones, you need to
set up the configuration for all the zones with their respective access points. All the access
points will be integrated into the access control system. The process of assigning the access
to the employees and visitors can happen in parallel to the installation of the access points.
You will also have to designate one or more users as the administrators of the access control
system.

6.1.5 Tools Required at the Customer Site
When you visit the customer site for installing the access control system, you need to carry
several tools with you. These tools are basic essentials that you will need to install an access
control system. You cannot expect these tools to be available at the customer site and
therefore, ensure that they are readily available with you when you reach the customer site.
The table below displays a set of common tools that are required. However, depending on
the customer requirement, you may have more tools added to the list.
These tools are listed below in the table:
Tool Name

Picture

Star Screwdriver – 0 and 1 point

Flat Screwdriver – 2.5mm
Jewellers Type

Long Nose Pliers

Side Cutters

Tape Measure

173

Participant Handbook

Level

Multimeter

6mm Masonry Bit

Drilling Machine

Cables – 3 Types




0.20mm2
0.50mm2
0.75mm2

Silicon
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6.1.6 Select Components for Access Control Systems
When you select the components for the installation, you need to ensure that they meet the
installation requirements. You also need to ensure that the components are mutually
compatible with each other. For example, the master controller should be compatible with
the card readers. Preferably, you should try to get the same brand of all the components for
the purpose of easy installation but if you cannot get the same brand, then you need to
ensure that the ones you get are compatible with all the components.
Along with the compatibility of the components, you need to ensure that the
interconnection methods are specified. You should know how and what to integrate. For
example, when you are installing a card reader at a door, you should know the components
that will integrate with the card reader.
Most critically, you should ensure that the power supply and cabling is appropriate to
handle the electrical load. This must be checked before the installation of the access point.
For example, you need to ensure that the power supply capacity is optimum to handle the
electrical load.

6.1.7 Select Access Control System Components
For the installation of the access control system, you need to select the appropriate
components. Remember that each site will have a different requirement. Broadly, you will
require the following components (but not limited to):















Electric strikes
Electric mortise locks
Electromagnetic locks
V‐Locks
Power bolts
Cable transfer hinges
Door furniture
Egress switches
Point‐to‐point beam
Credential reader, such as key, card, and tag
Radio and infra‐red transmitters
Automatic door closer
Emergency release device
Prepare detailed access control system design plans.
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Automatic Door Closer

Cable Transfer Hinges

V‐Locks

Electromagnetic Locks
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UNIT 6.2: Operate the Access Control System
Unit Objectives
At the end of this unit, you will be able to:


Learn to operate the access control system

6.2.1 Operate the Access Control System
The key reason for installing an access control is to allow only the authorized people to let in
and let out of a specific door. If a person is granted access, then the access control system,
depending on the type installed, will authorize a person. An access control system is
designed to first authorize a person depending on the following:


Something You Know: Something you know refers to a password or pin code. When an
access control is designed to provide access based on a password or pin code, a person
knowing it will be authorized to open the door. In context of an access control system,
this method is not considered to be a very secure method because passwords and pin
codes can be shared amongst people. If you share your pin code with your colleague,
the access control system will not have any method of knowing that it was your
colleague, not you.



Something You Have: Something you have refers to an access card or a device that
contains the encrypted pin number to access the door. This is the most widely used
access control system, which authenticates a user based on the access card or device
with the encrypted pin number. This method is stronger than the Something you know
method. However, it is also vulnerable if you lose or share your access card with
someone else.



Something You Are: Something you are refers to a physical trait that is used to
authenticate a person. For example, it could be a finger print or eye retina. This is the
strongest method for authorizing a person because you cannot replicate a finger print or
eye retina of someone.

In some cases, you will find that the access control systems work in dual‐mode. For example,
they work with Something you know and Something you are. It could be that you have to
scan your fingerprint and also know a password. This is known as 'multi‐factor
authentication'. In case of the ‘multi‐factor authentication’, both the methods must pass or
else the access is denied for the user. Such type of access control systems make it harder for
an illegitimate user to get inside a door where they are not authorized to do so.
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Image Source: AliExpress.com

Operations of an Access Control System
Different types of access control systems work in different ways. For example, a standalone
access control system works in a different way than the IP‐based access control system.
Both, however, have only one function of authenticating a user to open a door. For the user,
the operations of an access control system are not transparent, which means that the
complete function of an access control system takes place in the background but in the
front‐end, user is either authorized or unauthorized.
The broad level process works in the following manner:
1. A user attempts to authenticate himself either using an access card, a password or pin
code, or through a biometric means, such as a fingerprint or retina scan.
2. The reader, where the user has performed the action, takes the user credentials, and
passes it on to the master controller. In case of a standalone reader, it authenticates the
user.
3. The master controller checks for the user’s credentials and performs an appropriate
action to either authorize or unauthorize the user.
4. If the user is authorized, then the door is opened for a limited time period. An action is
recorded in the database.
5. If access is refused, the door continues to remain locked. An illegal attempt to entry is
recorded in the database.
6. If someone tries to remove the access control system, an alarm is triggered.
An example of the function of an access control system components:
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Operationally, there are four key components that play a key role in the authorization
process. In Module 4, you learned about the following components:
1. Access Card
2. Card Reader
3. Master Controller
Another component that plays a key role is the access control system management
software.






Access Card: Each access card is programmed with a secret code, which is stored on the
access card in the form of binary numbers, in the form of 0s and 1s. This in the form of
encrypted pin code or password on the access card. The same code is stored in the
access control system software using which the access cards are programmed.
Card Reader: A card reader is mainly used to read information from the access cards.
Different types of card readers may be designed with different technology to read a
card. The reader converts the binary data from the access card into a format that the
master controller can understand and then shares the information with the master
controller.
Master Controller: Master controller, after receiving the information from the card
reader, reads the information and then validates the received data. A master controller
may verify the following information:
o Length of the code
o The code is then broken into the following pieces of information: facility code, site
code, and card number
o If all match, then the access is granted.
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A master controller may be programmed to accept only a limited number of incorrect tries.
If the maximum threshold of incorrect tries is reached, the user’s access is blocked either for
a certain time or till the time an administrator manually unlocks the access.


Access Control System Software: This software is managed by an administrator who
assigns or revokes access for users. An administrator can perform following activities
using this software:
o
o
o
o

Add or remove users
Assign or revoke privileges
Define schedules
Create reports
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UNIT 6.3: Installation Procedures and Methods
Unit Objectives
At the end of this unit, you will be able to:








Note problems on job sheet and details of work done
Identify the operating system and software requirement for the access control system
specification and the procedures to be followed for setting up the system
Perform installation procedures given in the manuals
Follow standard operating procedure of tools and equipment and avoid any hazard
Follow the installation manual for specific hardware product to avoid issue in
installations
Ensure that cabling is appropriate, protected and does not disturb the ambience of
building (interior and exterior)
Ensure that all cables are devices integrated and connected to a (computer) system

6.3.1 Installation Procedure
When you are installing an access control system for the first time, before you start
installing, you should do the following:


Conduct a dry run with the components and test the operation
o Wire each component together as per the instructions defined in their manual
o Connect them to the power supply
o Power them on and test if they are working as expected

After the components are working, you now know for sure that the components are in
working condition. Beyond this dry run, you will have to simply place the components onto
their actual locations with the defined wires in appropriate length.

Guidelines
When powering the access control system, you should follow some key guidelines to
prevent the damage to the components:
1. Ensure that all wiring is complete to the required components, such as card readers, key
pads, locks, etc.). After the wiring is complete, you should then only connect the
components to the power source.
2. Ensure that the following have their own +12 Volt cabling. Following components must
have their dedicated cables and not connected on a single cable:
a.
b.
c.
d.

Card reader
Keypad
Relay
Lock
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3. Never connect a card reader and a relay on the same cable or in a series. Connecting
them in a series can cause system errors due to the current spikes.
4. Use the appropriate wires for the installation. Different manufacturers may have
different requirements. Read the instruction manual before purchasing and using the
wire. For example, you may have to purchase the wire that can work with:
a. 12 Volts DC
b. 400 Current Draw (Milliamps)
5. Carefully calculate the total power consumption.
a. Door locks > exceeds 500 mA, then use a separate power supply for the card readers
and master controller
b. Use a separate power supply for locks and relays
6. The earthing cable which is green colour, must always be connected to the terminal.
7. You need to measure the length of the cable for installing the access control system.
Remember that you will be using the +12 Volt and Return Ground wires.
a. The distance of any component from the power supply should not be more than 300
feet.
b. You will be connecting the master controller to the several devices, such as card
readers and mains power supply.
8. You must ensure that the all the connections to the power supply are fitted inside the
UPS box.
9. You also need to follow the defined wiring codes. It is needless to state that if you do
not adhere to the guidelines of the wiring codes and incorrectly connect them, you can
simply damage the components.
Most importantly, the installation must be completed with the standard guidelines and
procedures.
Wiring Priorities
1. Cable must be installed within a controlled area and should be concealed.
2. You should protect the cables if they are prone to:
a. mechanical damage
b. tampering
There can be chances that the cables have to be laid out in a public area and are visible. To
prevent such cases, you should protect them using either trunking or armor.
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Trunking

Armor
3. Check the release signal of an access point and if it exceeds the controlled area, use
metal conduit or containment to amend it.
4. The system must support all the interconnecting wiring.
5. Cable joints must be made appropriately i.e. wrapped, soldered, crimped, etc.

Cable Joint

Cable Soldering
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6. You should strictly avoid running the low voltage or signal cables near mains.
7. The Low voltage cables from the mains reaching to the components should be sufficient
in length. This is also applicable for low voltage cables from the standby power supply.
8. You should use the standard stranded copper wire from the power supply to various
components.
9. Ensure that the power supply is completely isolated when you connect it with the mains,
which is the source of the electricity.
10. The access control power supply should always be connected to either of the following:
a. Switchable distribution point
b. Fused distribution point
11. The switchable or fused distribution point should always have higher rating than the
internal mains fuse.
a. Mains Fuse ‐ is T1.0 A/250V
b. Battery Fuse ‐ T3.15 A/125V
12. In case you need to replace the fuse, you should ensure that you replace it with the
same ratings. You should not deviate from the existing rating of the fuse.

Cable routes
Before you start installing the cables, you need to ensure that you are familiar with the site
layout and its routes. When laying down the cables, you need to check the possibility of
sharing the routes of the existing cables or using new routes to maintain segregation.
Since this is an existing site, there is slight possibility that you may not be able to share the
routes of the existing cables. In such scenario, you need to look for new routes and then
look for the possibility to lay down the cables. You may have to use containments to hold
the cables so that they are protected and are not vulnerable to damage.
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Cable Containment

Cable types
When implementing the access control systems, you can have two different scenarios:



Specific signals to be carried in a single cable but different cores
Data and control signals to be separately carried in different cables, not a single cable

The type of cable that you use largely depends on the component that needs to be installed.

Cable Placement
Cables could either be underground or overhead.
Underground
In case you have to do any type of underground cabling, then you should ensure that it is
properly placed in a duct. You also need to ensure:



Seal the duct with the non‐combustible material
Apply it with the rot resistant buried cable warning tape

Underground Cable Ducting
Overhead Cabling
You may also have to do the overhead cabling, which is usually unavoidable. Ensure that you
adhere to the following guidelines when doing overhead cabling:
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Avoid using jacketless cables.
The laid wires MUST travel in straight lines.
Cables should never be laid diagonally across walls.
Cables should strictly adhere to the designed outlines and curves and never go out of
them.
Cables should maintain a distance of at least 10.5cm to any fixing points. One such
example is the corner of a ceiling.
Cables are to be sited away from door frame uprights
If you suspect that any cable can be damaged or is crucial, you should put them in the
containment.
Strictly avoid laying the cables close to any hot area, such as hot water pipes
Segregate the data and communication cables from the signalling cables

Overhead Cabling

Design the Wiring Harness
When you are designing a network‐based access control system, you need to carefully select
the cables that you will use for the installation. These cables will be used to connect the
access control system power supply to the following components:





Card reader
Keypad
Relay
Door Lock

The access control system will not be functional if there is any deviation in harnessing the
cables. A wrong cable can also damage the access control system components.
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The following table depicts the types of cables and their recommended use.
Cable

Type

Use

Return Ground Wires

We strongly recommend
using 20 SWG cable,
certainly no smaller than
24 SWG.

A separate return
ground wire will
need to be run from
the Power Supply to
each Identification
Reader and each
Door Lock. For safety
and security
considerations, these
return ground wires
will need to be
terminated inside the
power supply box
and then connected
to the supplied
Return Ground
(Black) wire from the
power supply with a
wire nut.

+12 Volt Supply Wires

Use 20 SWG cable but not
smaller than 24 SWG
Use the following colours:
RED – Use it to connect
the access control power
supply to the card readers
WHITE ‐ Use it to connect
the access control power
supply to the Relay

A separate +12 Volt
wire will need to be
run from the Access
Control power supply
to each Identification
Reader and each
Relay. For safety and
security
considerations, these
+12 Volt wires will
need to be
terminated inside the
power supply box
and then connected
to the supplied +12
Volt (Red) wire from
the power supply
with a wire nut.
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UNIT 6.4: Installing the Equipment
Unit Objectives
At the end of this unit, you will be able to:

















Note problems on job sheet and details of work done
Use recommended tools for specific equipment to avoid damage to the hardware
Ensure zero‐material damage while handling the equipment during installation process
Ensure all the tools, equipment, utilities are available in good to enable installing in
single visit
Place and fix the card reader equipment near the entry and exit points
Fix / mount the card reader as per the standard operating procedure without damaging
the equipment / mounting surface such as wall, furniture, etc.
Operate tools such as diagonal cutter, screwdrivers, crimping tools for cabling and
mounting of access control equipment
Use other specific devices for installation of access control system
Fix the door control unit to the doors (entry / exit points)
Install other hardware such as smart‐hub and master controller at the designed location
Ensure that there are no cable joins, sharp bends during cabling
Use power cable with appropriate thickness
Connect all the cables from individual door control units to master controller unit
Install the software as per hardware requirement such as smart manager access
Set up the system and perform a demonstration
Use tools such as diagonal cutters, screwdrivers, crimp tools, knife, etc., for wiring and
mounting of access control devices

6.4.1 The Access Control System Software
An access control system software is used for the manageability of the access control
system. Each vendor supplying the access control system has its own proprietary software
that may work with a different interface and carries different capabilities. Therefore, it is not
possible to use a specific software in this module and the instructions will be kept at the
generic level.
You can use the software to perform the following tasks:




Define who can access which door and at what time – you would typically create user
groups and assign access to the groups. It is not viable to define access for individual
groups. For example, you define a group named Employees and add users to the group.
The Employees group has access to the production floor from 9 AM to 6 PM. In this case,
you can simply assign the access to the Employees group on the production floor door.
Who can control the system?
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Define each door for access

In the software, you would typically have a service that communicates with the access
control system components, such as master controller and readers. This service is
responsible to perform some of the key tasks, such as:



Sends configuration and commands
Retrieves events from hardware devices

Mostly, you will find that the service is designed to run at a server and is set to auto start
when the server boots up.

System Requirements
You can classify the software installation requirements into hardware and software.
Remember that the hardware and software requirements will be specific to the vendor’s
access control but in generic, you can assume that such requirements will need to be met:
Minimum Hardware Requirements:





A server with 4 core or more processors – ideally, it should be with 3 GHz or more speed
4 GB or more RAM – will largely depend on the number of users and card readers
Sufficient space for the database
Free disk space in case you also have CCTV camera

Software Requirements:



Server level operating system – Windows Server
A database server, such as SQL Server or SQL Server Express

6.4.2 Install the Software
The installation, in most cases, of the software is pretty simple. Here are broad level steps:



Ensure that the operating system is installed on the server.
Install the database server and create a user account for the access control system.
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Start the installation of the software.
Select the components to install. These components can be (but not limited to):
o User Interface
o Communication Service
o Web Interface
o Demo Database
Configure the server to use the SQL database
Add the user account that you created on the SQL Server
Configure the URL and port for Web Interface
Complete the installation

Note that you may have to configure your firewall to TCP ports to be opened.

6.4.3 Install the Components
Once the client approves the design and you have the material, you are ready for the
installation of the access control system. You need to ensure the following are installed as
per the design:





Cables
Selected components and devices
System is powered‐up
Access is granted as per the client requirement and design plan

Installation
Installing the Card Reader
To install a card reader, follow the below mentioned process:
1. Unpack the card reader first.
2. Dismantle it using the screw driver. You need to separate the machine body and the
mounting plate.

The Card Reader
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3. Remove the mounting plate.

The Mounting Plate

4. Next, locate the position where the card reader is going to be installed.

Recommendation: It should be 1400mm from the ground
5. Determine the position of mounting plate on the external wall.

Recommendation: Drill a hole of the 18mm*20mm size. You would require this hole for
the cable out.
After you have made holes in the wall, you need to fix the mounting plate on the wall on the
drilled holes. Ensure that the screws are fastened and mounting plate is in unmovable
condition.
Recommendation: Ensure that the holes in the wall and mounting plate perfectly meet.

Connecting the Components
You need to practice extreme caution when connecting the components together. You need to
ensure that they are disconnected from the power source. If the components are powered on
and then you connect them together, there are high chances that the components can get
damaged. Each component has the manufacturer’s instructions that you need to follow.

Component

Socket Label

Door sensor connection

sensor, GND

Exit‐button connection

Button GND

Alarm connection

Alarm+, Alarm‐

Door lock connection

NC, COM, NO
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Ethernet connection

RJ45‐1, RJ45‐2, RJ45‐3, RJ45‐4

RS232 connection

232RX, 232TX, GND

RS485 connection

485A,485B

Wiegand output connection

WD0, WD1, GND

Cable Bell

Bell+, Bell‐

Power connection

GND, +12V

Card Reader
The first and the foremost thing that you should do is plan the card reader installation as per
the original design. Its exact location should be decided based on the approved plan.
Recommendation: The height of the card reader from the floor should be 1.2 meter.
1. To be able to mount the card reader on the wall, you need to remove its mounting
plate.
2. The mounting plate then needs to be fixed on the back box.
3. Pull the cables from back box and then through the mounting plate hole.
4. Connect the cables with the card reader as per the manufacturer’s recommendation and
product manual
5. Connect the card reader on the mounting plate.
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Door Sensor
A door sensor plays a key role in the closing or opening of a door. It monitors the door status –
whether the door is being opened or closed. Basically, it detects the door open‐close status and
provides input to the card reader. For example, a card reader will monitor a specific door for its
authorized or unauthorized opening through the door sensor. Depending on the authorized or
unauthorized inputs, a card reader can appropriately perform an action, such as:





Open the door
Generate an alarm if there is an unauthorized attempt
Generate an alarm if the door is still open after its defined time

Release Button
The exit or the release button is installed for a person to exit a door and is installed on the
secured side of the door. When a user presses the button, the door opens. Depending on the
design, the exit buttons are placed on the wall in a 3x3 (mostly) box.
You should ensure that there is no exposed end of the cable in the 3x3 box.

The Exit Button

Alarm
You use a serial circuit to connect the alarm. The alarm connects to the following circuits:

Alarm connection

Alarm+, Alarm‐

This is almost standardized with most of the access control systems.
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The Lock
The method of installing the lock largely depends on the following factors:




The type of lock that you are using
The implementation design

When installing the lock, you should ensure that it is installed in stable condition and is not
movable or left loose. The wiring for the lock must be correctly done. For example, you need to
ensure that the positive and negative terminal connections are properly done and tested. If you
switch the positive and negative, then the lock is not going to work.
It is important for you to consider the type of cable that you are going to use for the power. In
this situation, internal resistor becomes extremely important.

You can configure the delay time of the strike lock depending on your requirement. Some of the
options are mentioned in the table below:

Component

Socket Label

Purpose

Door sensor
connection

sensor, GND (Input
terminal of door
sensor)

It is the input port of door
sensor, which accepts the
signal. These signals are
detected from closed
contact to detect two
different states:
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Door closing

The state of the contact
changes when the door is
closed and someone opens
it or vice versa.
The Exit button has an
input port that accepts the
signal to open the door.
When the button is
pressed, the door is
opened. When the button
is released, the door is
closed.

Exit‐button
connection

Button, GND

Alarm
connection

Alarm+, Alarm‐

You use a serial circuit to
connect the alarm.

Door lock
connection

NC, COM, NO

There are two door
connection states:
Normally Open (NO): The
circuit’s default state is cut
off. When the door is
opened, the circuit closes.
This is a state change in the
and produce a state
change.
Normally close (NC): under
normal state the
equipment keeps up
closed, if force the
equipment open, the
circuit cut off, brings out
the state change.

Ethernet
connection

RJ45‐1, RJ45‐2, RJ45‐
3, RJ45‐4

RS232
connection

232RX, 232TX, GND

RS485
connection

485A,485B

Wiegand
output
connection

WD0, WD1, GND

Cable Bell

Bell+, Bell‐

Power
connection

GND, +12V

This is the current loop
ground.
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Example of No door lock connection configuration:

No door lock connection
Example of current loop ground configuration:

Current Loop Ground

Door Contacts
In a single site, you may have different types of doors on which the door contacts will be
installed. Some of the key door types are:

 Timber
 Metal
 Glass
There are two part of the door contact: cabled part and the movable part.
The cabled part is installed on the door frame and the movable part is installed on the door
itself. The positioning and location of the door contact will be based on the original design.

Access Control System and Ethernet connection


Card Reader or access control station can directly connect to a system using a cross
CAT5 cable with RJ‐45 connectors.

Cross CAT5 Cable with RJ‐45 Connectors
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This configuration can be done when you have a standalone card reader to monitor. You can
simply connect it with a system.

In the second type of configuration, you can have more than one access control station or card
readers connected to a single system.




You connect them to a switch. Avoid using a hub because if there is high speed data
transfer required, the hub will not be able to perform the necessary function.
Connect the system to the switch.

Connect with external Card reader
Access control device, with the Weigand input function, can connect to a card reader.
Location for the card reader: internal, external, or both
Recommendation: Cable between access controller and external card reader should not be more
than 90 meter in length
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Testing the Hardware
During the testing phase, you need to ensure that all components are working as they are
expected to. These components are master controllers, door closers, sensors, card readers, and
push‐to‐exit buttons. As the suggested guidelines, you must check for the following against your
test plan and checklist (but not limited to).

Doors








Ensure that the components have been placed and configured as per the manufacturer’s
guidelines.
Ensure that the components meet the initial design criteria that customer had agreed to.
Perform a dry run of all the components for the correct alignment to ensure proper
functioning.
Test the door locks as if this was an emergency – does it behave the way it is designed to,
such as free exit.
Test the doors for the fail locked or fail unlocked situations.
Perform a manual override and test its functionality.
Test the locks and doors for any electrical malfunction – note the result and see if they
worked the way they were intended to.
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Verify the working of all door sensors – verify their responses, both correct and incorrect if
any.
Verify the working of the card readers – use a test user with the appropriate permissions to
test an authorized or unauthorized attempt to access a door.
Verify the door closures to ensure that the doors close with the correct force.
Verify the working of the push‐to‐exit buttons – they should work the way they are designed
to do so.
Create an emergency and trigger the alarm – leave a door open for more than the defined
time. It should trigger the alarm or raise an alert.
Verify that a door is automatically locked after a specific time period – assume that time
period was 15 seconds.

Card Readers
You should next move to verify the card reader’s installation. As part of your test, you can check
for the following:









A card reader should successfully be able to authenticate a person if the person has valid
access. If the person does not have access, then the card reader should successfully
reject the request.
You should register some cards with different levels of access against some of the card
readers and then test them out.
Intentionally, try out some unauthorized cards to open one or more doors. You should
get positive results, which means that cards should not be accepted and doors should
not open.
Card readers should display the output – accepted or rejected.
Authorized tokens are to be signalled to and recognized by the master controller.

Master Controllers
Controller is the main component of the access control system that monitors and then controls
the reader and tokens presented to it.
Single door controllers have a more limited capability than local controllers used in multi‐door
system. To carry out the checks of the controllers, it is necessary to load the system software.
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UNIT 6.5: Troubleshooting
Unit Objectives
At the end of this unit, you will be able to:


Troubleshoot the access control system

6.5.1 Troubleshooting the System
Just like every mechanical or electronics item, access control systems are also likely to have
issues and problems. For you to be an expert, you need to learn the art of troubleshooting
so that you can appropriately troubleshoot these systems without having to be dependent
on others.
As the art of troubleshooting, the first thing you should do is look for visual signs. For
example, if a card reader is not working, you may observe that the card reader is misplaced
from its location or there is no activity on it. Both these signs can indicate that either the
card reader is broken or it is not getting the power. Keeping such examples in mind, it is
essential that you should look for the visual signs before proceeding with the
troubleshooting.
When you get a customer complaint, you should know a little more about the customer. You
should get the background of the site, its design, and implementation. Why should one
know such information? The answer to this question would be that there might be some
indications of prior issues on this site – may be similar to the one issue that you are headed
to resolve. It just makes things easy for you to solve.
Before proceeding further, remember that there is no fixed troubleshooting method. Every
component that does not work will have to be handled differently. For example, if a card
reader does not work, you may have to fix it in a certain way. In another case of card reader
not working most likely will have to be handled in a different way.
Remember that the access control systems consist of certain components, which are critical:







Master controller
Card reader
Power supply
Controls
Locks
Wiring

Let’s take an example of the power supply. In most cases, the access control systems will
have one of the following modes of power supply:



Single power supply for all the components
One dedicated for the controller
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One for the locking system
May be an additional one for a specific component like card reader

Assume that there is a wall‐mounted power strip on which the wall warts are plugged in.
One simple issue can arise when one of the wall‐wart becomes loose or simply falls off from
the power strip or may be accidentally switched off. This would cause all the power supplies
to shut down and hence shutting down any components that are connected to the power
supplies.

Wall‐wart
Before jumping to any other conclusion as a technician, you need to look for visual
indications. In this scenario, you can observe the following:
1.
2.
3.
4.

How many components are switched off?
Are they all connected to a single power supply?
Where does the power supply connect to?
Is the power supply on?

Consider that you started to troubleshoot from the first question and started to isolate the
possibilities one by one and finally reached to the conclusion that the power supply itself
was off or wall‐wart was loose.

Voltage Drop
One of the biggest flaw in the access control system design does not consider the voltage
drop scenarios. When designing a system, you need to ensure that voltage drops should be
considered when selecting components such as, including wires and everything else that is
part of the access control system.
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If there are frequent voltage drops, you should do one of the following:


Select the correct wire gauge



Re‐locate the power supplies



Increase the wire gauge



Shorten the wire run and relocate the power supply closer to the load

Voltage drop can become a problem, perhaps an intermittent problem, after the system has
been deployed.
Consider the following scenario in which you make an addition to the existing access control
system. You do the following:


Calculate the load correctly and choose the correct wire



Measure the actual voltage

However, after you add to the existing access control system, the customer reports that
there are issues and some doors are not opening properly. After you investigate the
problem, you conclude that the power supply backup battery was malfunctioning.
The key reason for malfunctioning was due to its age. It was worn out and was not able to
handle the load. While troubleshooting, you noticed that the battery was not able to charge
properly and therefore, if it was required to provide backup, it was not capable of.
When you replaced the battery with appropriate capacity, the components started to work
as they were designed to work.

Other Scenarios
There is no limit to the troubleshooting scenarios and the methods to resolve them.

Physical malfunctions
This is pretty much common in all the access control systems. Practically, all components of
the access control systems, such as locks, card readers, and master controllers, have some
issue or the other. As the system gets old, it is bound to have problems with the physical
wear out of the components.
Some of the common issues with the physical components, which fail to work, are:


Electric lock



Motorised lock



Magnetic lock



Card reader



Power backup battery



Wires
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Electronic malfunctions
Let’s look at some of the causes for electronic malfunctions:


Wrong selection of cables is often the cause of the system failure. These cables are
either too light to handle the load or they are just not big enough to take the load. You
may want to check the cable if you suspect something of similar nature.



The power supply itself is insufficient to handle the load of the card readers and other
components, such as magnetic locks. These components need constant power supply
even if there is a power outage. For example, during the power outage, the magnetic
field will continue to drain the battery. Therefore, you need to plan for sufficient power
supply. When you observe frequent power failures from the battery, you should focus
on checking out the battery. There is a high probability that the battery is not able to
handle the load or might need replacement.



A door is not closing properly. The problem could either the due to the latch of the lock
or the magnetic lock is not properly aligned or is misaligned. In either of the case, you
will need to check out the door and see where the problem is. For example, you need to
ensure that the magnetic lock or the latch is fitted properly into the locked position. The
door must also be correctly positioned inside its frame. When the door swings towards
closure, the door closure must be positioned in such a way that it is able to close the
door into the correct position. These are small issues but make a big difference when
you have an access control system installed. In the normal world, a 10mm fitting error is
irrelevant and mostly ignored unless you want your work to be perfect. However, in the
access control systems design and implementation, it is an error that can stop a door
from being closed properly.



You will often find that several issues are with specific doors and these issues affect the
closing and opening of the door. When you see such issues specifically with one door or
more than one door, check for the following:
o

Door is incorrectly hung inside the frame.

o

The hinges are worn out.

o

Pivots are worn out.

o

The door holding material, such as hinges and screws are of poor quality.

o

Door is slightly misaligned since it was installed.

o

Door has dropped since installation – affects closing and opening

o

The door frame, where the door fits in, is now curved or bent to the extent that it is
hardly noticeable.

o

Door shape is slightly changed due to moisture

o

The Poor installation of lock or striker – affects closing and opening
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Royalty Free Image: https://www.pexels.com/photo/yellow‐wooden‐door‐with‐round‐hole‐
112634/


Like the closing and opening the door, you will also notice that sometimes doors do not
close and lock properly. Some of the common reasons are:
o

The door closer is incorrect installed or fitted. In the initial stage of the installation, it
might work properly but then because of the incorrect positioning, it will resume its
position and not really work the way it was supposed to.

o

The door closer is not able to handle the door size or is too light, which means that
the door closer is incorrect for a specific door. You may want to measure the door
size and install the appropriate type of door closer to ensure it works the way as it
was designed to do so.
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Royalty Free Image: https://www.pexels.com/photo/door‐rustic‐4905/


Magnetic locks are highly prone to errors. One of the simple reason is that they only
work with the power as the main input for their proper functioning. As long as they are
receiving the power, they are able to work. A magnetic lock is entirely dependent on the
functioning of the striking plate, which connects with the magnet and locks the door.
There are issues with the wobbly bolt. Some of the common errors are:
o Sometimes, the striking plate is not able to make a full contact with the door. This
could be due to the reason that the wobbly bolt is too tight and therefore, the
striking plate is not properly positioned to make the contact with the magnet.
o

It is not getting properly released from the door. The wobbly bolt is loose and
therefore, the striking plate is stuck onto the magnet.

Wobbly Bolt
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There will be instances when you swipe or flash your access card in front of a card reader
and it shows a successful transaction, which means that the door should be opened.
However, when you attempt to open the door, it does not open or is not released. There
could be certain reasons for the door not being able to release:
o

The door is either not receiving the power or receiving insufficient power.

o

There is more than required distance between the door and the power supply.

o

The cables are not able to handle the load, which means that the cables could be
too thin to handle the load.

o

The door is not able to receive the signals due to a broken cable.

Battery backups
Generally, the batteries are required to operate access control system components, such as:


Electric locks



Electric strikers



Magnetic locks



Readers



Alarms

The batteries also need constant power from somewhere to continue to charge themselves.
For the batteries to function properly, they need constant power source, which should be
24/7. If the battery continues to run out, then it will make an impact on the opening and
closure of the doors.

The Battery
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Troubleshooting Tools
As a technician, you should carry many tools that will help you in the installation and
troubleshooting. Multimeter is one of the key tool that you would be expected to carry all
the time. It can help you to measure:




voltage
resistance
current

Using a multimeter, you can check for the voltage, resistance, and current at the customer
site. You should check this when you suspect there are sudden voltage drops and
fluctuations.

Multimeter
Another tool that you should carry are the toners or tracers. It is a multi‐function tool that
works as:




Fault locator ‐ finds the distance to opens or shorts
Cable and wire manager ‐ measures the wire
Tone generator ‐ identifies the correct traced wire
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Notes
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7. Post Installation
Unit 7.1 – Installation Requirements
Unit 7.2 – Confirm Requirements with the customer
Unit 7.3 – Installation Procedures and Methods
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Key Learning Outcomes
At the end of this module, you will be able to:





Educate customers on various aspects, such as warranty and hardware
Document the completed work
Complete the handover
Replace the hardware in case of malfunction
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UNIT 7.1: Educate Customer
Unit Objectives
At the end of this unit, you will be able to:



Educate the customers on the right manner to use the hardware
Inform customers about the applicable warranty coverage details

7.1.1 Educate the Customer on Using the Hardware
Case Study
In April 2001, Apple launched the revolutionary iPad into the market. iPad was an MP3
player, which took the market by storm. Within the first few weeks itself, the response from
the buyers was amazing and Apple ended up selling more than a million iPads.
The surprise part of this story is that Apple was not the first player in the MP3 player
market. There were many more players who were present but none of them had the
astonishing success that Apple had. Why did Apple stand out from the rest of the players?
No doubt that Apple had integrated iTunes synchronization and FireWire support in the
device for speedy transfers but it was something more than the technological difference in
Apple’s device and other devices in the same market.

https://www.pexels.com/photo/gray‐ipod‐classic‐164827/
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What Apple Did?
In the story above, the success that Apple was able to create was because of one simple fact
– Apple focused on the customer. No other manufacturer concentrated on the customer but
focused only on their own devices. Even if these devices had a lot of cool features, they were
not properly displayed to the customers.
Apple focused on customer education and teaching. Apple made snappy tagline for each of
the features and the intent was to ensure that even the non‐tech savvy customers
understood what a feature was all about.
Years later, when Apple introduced iPhone, each advertisement of iPhone focused on a key
feature, which customers could relate to. The advertisements focused on the E‐mail, music,
and Web through iPhone features– customers were able to understand these and relate
them to their daily life use. Now, Apple entered into the mobile phone market many years
later than the big players like Nokia and BlackBerry. However, Apple still revolutionized the
entire mobile segment with the intuitive presentation of their ideas through customer
focused advertisements.

Royalty Free Image: https://www.pexels.com/photo/apple‐iphone‐smartphone‐desk‐5263/

The Customers
Customers have a certain mind‐set and expectations from a specific product. When you
install an access control system in a customer premise or site, do not expect the customer to
start appreciating the product.
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The customer is likely to be bit hassled in the beginning because of the following reasons:




Remember that the card readers were not there earlier and doors would open without any
problems
Certain cards did not work or are wrongly configured
It is overall a bottleneck and blocks free incoming and outgoing

An access control system is something new that blocks every door. Initial response from the
users is not going to be a happy one and you as the service provider should be ready to
accept this.
Consumers today demand that information is accurate, timely, and readily available. The
question becomes how you deliver this educational content to your market in a smooth
manner.
Here are seven ways to help ensure your customers are well educated.
You need to start educating the customer about the access control systems using the
following methods:

Web Content and FAQs
When you install the access control system, ensure that the customers have a reference
point. On your Website, you should have a dedicated section specific for different models
and types of access control systems available. After the installation of a specific type at the
customer site, ensure that you provide the reference links to the customer so that they can
refer to the Website in case of any issues.

Tutorials
Most hardware products require a tutorial or reference content for the customer to start
using it. Access control systems are no longer different. When you install an access control
system at a customer site, the customer will expect you to provide a product tutorial, which
can be in the form of:


Product Videos



Written content



Step‐by‐step instructions

For example, product videos are generally good with the step‐by‐step instructions. These
videos can guide the customer to use the product with appropriate methods. These videos
are also great source for the customer to gain knowledge on the Do’s and Don’ts.
You can also host a detailed online manual for the customers to know about the product
specifications. For example, the online manual can include detailed steps to install a
particular component and how to use it.
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Royalty Free Image: https://www.pexels.com/photo/books‐school‐stacked‐closed‐48126/

Testimonials
This is a unique method of educating the customers by providing them with the testimonials
of existing customers. In the case of access control system, you can get testimonials from
existing customers and present them in the form of case studies to the new customers.

Royalty Free Image: https://www.pexels.com/photo/drawing‐feedback‐logos‐critique‐
17845/
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Blogs
Most product companies nowadays host a blog for their products and services. A blog tends
to be more personalized and focused for specific type of audience using that product. In a
blog post, you can write about specific features of an access control system model. In the
same blog post, customers can tend to post their comments as the responses. In your blog
posts, you can focus on the uses for a product, service, and possible use. This way, you can
educate the customers on the following:


Product



Services



Solutions



Best Practices



Selection of an access control system for specific purpose

This list is not exhaustive and there can be many more things that you can talk about in your
blogs regarding the products. However, the end objective should be to educate the
customer.

Royalty Free Image: https://www.pexels.com/photo/business‐coffee‐composition‐
computer‐265667/
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Product Demonstrations
One of the best methods to educate customers about your product, which in this case would
be access control systems, is product demonstrations. You can educate a customer how the
product works in the real‐life situation and how its specific features work.
It is always good to organize the product demonstration on the customer’s site so that the
customer gets a real feel of the product and how it will work. If the product demonstration is
convincing, it motivates the customer to buy the product.

Royalty Free Image: https://www.pexels.com/photo/application‐blur‐cellphone‐chat‐
243925/

Product Reviews
Product reviews usually provide unbiased and honest feedback to the customers. Product
reviews are a good method to tell a customer about the good and the bad points of a
product and the scenarios in which the product would work the best. For example, if your
company has a biometric product, you can write a product review and let the customers
know that it can also be integrated with the attendance system so that you can keep track of
your employees.
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Self‐paced Learning
A lot of product manufacturing companies have started to launch their self‐paced learning
programs for the customers. These programs are focused on specific products and how‐to
tutorials. A customer can learn the product at their own pace without any specific help.

Royalty Free Image: https://www.pexels.com/photo/light‐apple‐books‐desk‐1889/
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Classroom Trainings
Several product manufacturers also have off‐the‐shelf product trainings or custom trainings
for the customer.

Royalty Free Image: https://www.pexels.com/photo/auditorium‐benches‐chairs‐class‐
207691/

Benefits of Educating Customers
Educating a customer can happen at multiple stages:


As part of the sales process



As part of the handover process after implementation

If you can properly educate your customer either during the sales process or at the
handover stage, you have most likely won the customer confidence.
Remember that by educating a customer about your product, such as access control system,
you want the customer to have a pleasant experience. The only way a customer can have a
pleasant experience with your product is through knowing it better.
By educating the customer, you can gain the following benefits:


You save time – if a customer knows the product well enough, you save time in
repeatedly telling them what to do with the product
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You get to like your product – more they know your product, better they will like it. It is
all about user experience with a product. It is good to create a good user experience
around a technical product like access control system.
You teach customer for better product usage – you provide apt training to the
customer so that they can use the product appropriately.

Royalty Free Image: https://www.pexels.com/photo/customers‐users‐color‐wheel‐6231/
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UNIT 7.2: Post Installation Handover
Unit Objectives
At the end of this unit, you will be able to:



Complete the handover
Replace the hardware in case of malfunction

7.2.1 Handover to the Customer
After completing the installation, you need to ensure a proper handover to the customer.
There is a handover report that you are expected to prepare and get it signed by the
customer. A handover report typically contains the following information:












Type of the work performed
Location where the work is performed
Project details
Project completion details, such as:
o Make and model of the access control system
o Wiring details
o Area covered – doors etc.
o Location and classification of each access point
o Type and location of master controllers
o Type and location of power supplies
o Type and location of any warning device
o Details of any preset or adjustable controls
o Voltage and resistance at all appropriate points of the system
o Correct alignment and operation of access point hardware
Number of keys or access cards issued to the users
Project owner from the customer end
Project owner from the vendor’s end
Complete detail of:
o Access control components and their condition (working/non‐working)
o Quantity
o Installation reports
Service and maintenance schedule

It is important to note that a handover does NOT qualify as an acceptance from the
customer. Handover is from your end to the customer after the installation. However, the
customer must sign‐off the handover and accept it with formal written communication as
the completion of the work.
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After completing the installation, you are now at the handover stage with the customer. You
should ensure the customer is properly briefed about the service and maintenance
schedule. This becomes extremely critical at this stage that the customer is fully aware of
these schedules.
You should strictly advise the customer to ensure that the access control system is used in
the correct manner. It should not be tempered with or modified without, specifically when it
is in warranty. The customer must understand that if any tempering with the access control
system takes place in the warranty time, the warranty will be void from that point onwards.
Some of the key documentation handover:








Handover document
Installation checklist
Completion checklist
Product manuals
Design document
Site drawings
Training material if any

Installation Completion Checklist
You can use an installation checklist to ensure that the requirements are met and all
components of access control system are properly installed.
There is no fixed checklist. Each organization usually creates its own checklist.
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Check Points

Status

Customer Requirements
The installation is in strict accordance the requirements
of the customer





Yes
No
N/A

The components received and installed as per customer
requirements





Yes
No
N/A

The number of components installed are as per the
customer’s order





Yes
No
N/A

The installation is as per the design that was originally
envisaged





Yes
No
N/A

All cables are clearly identified in the junction boxes
and master controllers





Yes
No
N/A

The mains connection is permanently connected via an
un‐switched fused spur





Yes
No
N/A

The main connection is installed only for the access
control system





Yes
No
N/A

The cables are properly installed in containments.





Yes
No
N/A

No jacketless cables are used.





Yes
No
N/A

The cables are installed away from the steam and hot
water pipes.





Yes
No
N/A

Cables
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Power Supply
The supply fuses that are installed use the correct
rating





Yes
No
N/A

The voltage, resistance, and signal strength is as
expected.





Yes
No
N/A

The Power backup runs if the mains is not working or
shut down.





Yes
No
N/A

The batteries have date of installation mentioned.





Yes
No
N/A

Access Point System



All tamper detection devices work as expected.





Yes
No
N/A

The card readers and master controllers work as
expected.





Yes
No
N/A

The components of access control system are correctly
controlled through the control panel





Yes
No
N/A

The components, such as closers, locks, doors, hinges,
frames, and contacts, are correctly aligned.





Yes
No
N/A

Each component is properly screwed and tightened on
its position.





Yes
No
N/A

The doors are automatically locked after the card
reader operation.





Yes
No
N/A
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Check furthest door releases within 2 seconds of
operation





Yes
No
N/A

The alarms go off in case a door does not close or there
is a door tempering.





Yes
No
N/A

Check operation of cards and card format on the
system





Yes
No
N/A

The doors operate in failed locked or unlocked as
designed and configured.





Yes
No
N/A

Card readers are appropriately installed near the door
with specified positions and height.





Yes
No
N/A

Completion and handover report is created and shared
with the customer.





Yes
No
N/A

There is no outstanding work as per the work order
received by the customer.





Yes
No
N/A

Necessary documentation, manuals, and reports are
handed over to the customer.





Yes
No
N/A

Customer has acknowledged the handover and
accepted.





Yes
No
N/A

Customer is appropriately trained.





Yes
No
N/A

Any excess or surplus material is returned to the
vendor.





Yes
No
N/A

Completion Documentation
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Invoicing
After you are done with the installation and performed the handover to the customer, you
should now move to the next stage of the project, which is raising invoice. It is important
that before raising the invoice, you have taken customer approval on the handover –
without which you should not be raising the invoice. Depending on the size of the
organization, there may be one or more levels of approvals that are required before you are
paid for the installation of access control system.
An invoice is raised to a customer after you have completed your work. The invoice is raised
on the basis of agreed upon terms and conditions by both the parties, the customer and the
vendor. An invoice typically has the following components:


An invoice number



Invoice Date



Customer details



Vendor details



Amount



Work details against which the invoice is raised

An invoice can either be raised manually or automatically through a system.
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An Invoice Sample

Replacing the Hardware
In case of an access control system component becomes non‐functional and requires
replacement or repair, you should follow your organization’s norms. The typical process for
the repair or replacement is as follows:
1. A ticket is raised with the vendor, which is your organization. This ticket can either be
raised by the customer or by you on behalf of the customer.
2. The vendor sends an engineer to inspect the component. It may be possible to perform
the minor repair at the customer site or you may have to bring the component to your
office for further inspection. If the component is not in repairable condition, it is
replaced with a new component and returned to the customer.
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3. The engineer installs the new component at the customer site.
4. The engineer tests the new component to ensure it is functioning as expected.
5. Customer acknowledges the working condition of the new component and signs‐off the
completion report.
6. Ticket is updated at the vendor’s system and closed with appropriate remarks.
Remember that this is a broad level process. Each organization has their own set of
processes and procedures and therefore, there may be a slight deviation.
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Notes
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